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1 Reason for Change

This CR clarifies the semantics of the rights object inheritance feature in OMA DRM v2.0.

It contains a number of proposed textual changes to the OMA-TS-DRM-REL specification. The nature of the changes is two-fold:

· Clarification of normative text

· Addition of a normative example

With this CR, we hope to achieve the goal of unambiguously specifying the semantics of this feature.

2 Impact on Backward Compatibility

None. 

3 Impact on Other Specifications

This CR applies only to the DRM specifications listed above as ‘doc to change’. No other specifications are affected.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DLDRM to consider and agree this CR.

6 Detailed Change Proposal

Changes to OMA-TS-DRM-REL-V2_0-20050825-C 

5.2.2 Element <asset>

	Element
	<!ELEMENT o-ex:asset (o-ex:context?, o-ex:inherit?, o-ex:digest?, ds:KeyInfo?)>

	Semantics
	The <asset> element specifies the identity of the DRM Content governed by the containing <agreement> element via the <context> child element.

The optional <inherit> element instructs the DRM Agent to only grant access to DRM Content by simultaneously consume a permission that applied to this <asset> element as well as a permission that applies to an <asset> element in a parent Rights Object, of which the <KeyInfo> element is omitted, and its context matches the context specified in the <inherit> element
The optional <digest> element provides integrity protection for the reference to the DRM Content.

The optional <KeyInfo> element provides the functionality to access the DRM content if granted the rights to do so. This element SHOULD be omitted if the Rights Object functions as a parent Rights Object in the inheritance case.
The <asset> element enables expression linking via its “id” and “idref” attributes. This enables reuse of Permissions defined for one asset, for other assets inside the same Rights Object. When the <asset> element is contained in a <permission> element, it MUST contain an “idref” attribute, and MUST be empty, i.e., all its optional child elements MUST be omitted.




5.6 Inheritance Model

This section describes how a parent Rights Object can specify Permissions and Constraints for one or more pieces of DRM Content each governed by a child Rights Object, using a limited subset of the ODRL inheritance model. The DRM Agent MUST NOT accept parent child Rights Objects constellations with more than one level of inheritance (i.e. parent-child). In other words, a parent Rights Object MUST NOT inherit Permissions and Constraints from another Rights Object.

When granting access to DRM Content through a child Rights Object, the DRM Agent MUST ensure that both the child Rights Object as well as the parent Rights Object both grant access to the DRM Content. The state of any stateful constraints involved (both in the parent Rights Object as well as in the child Rights Object) MUST be maintained.
5.6.1 Element <inherit>

	Element
	<!ELEMENT o-ex:inherit (o-ex:context)>

	Semantics
	The <inherit> element specifies the inheritance of Permissions and Constraints from one Rights Object to another in order to allow parent/child relationships to be defined. This enables Rights Issuers to efficiently support, for example, subscription business models.

A parent Rights Object defines Permissions and Constraints for DRM Content which can be inherited by child Rights Objects. Child Rights Objects usually reference DRM Content whereas parent Rights Objects do not reference DRM Content themselves.

When exercising permissions, Child Rights Objects inherit from a single corresponding parent Rights Object by including this <inherit> element. The <uid> element of the <context> element in the <inherit> element MUST match the value of the <uid> element of the <context> element of the <asset> element of the corresponding parent Rights Object. If the parent Rights Object referenced by a child Rights Object does not exist, the DRM Agent MUST NOT grant access to the DRM Content according to this child Rights Object. When the child refers to multiple parent Rights Objects, the DRM Agent MUST select exactly one of these from which the child is allowed to inherit permissions and constraints.  This section SHALL be done in accordance with the Rights Objects selection algorithm as defined in section 5.9.

When granting access to DRM Content according to a permission element, e.g.,<play>, in a child and parent Rights Object, the DRM Agent MUST enforce all top-level constraints of the parent and child Rights Object as well as the possible constraints of the permissions according to which access is being granted. Child Rights Objects reference DRM Content as usual, i.e., via the <uid> element in the <context> element of the <asset> element. The <asset> element of a Parent Rights Objects may not reference an actual DCF, but contain a “virtual” UID denoting, for example, the subscription itself.

Child Rights Objects MUST NOT inherit from more than one parent Rights Object simultaneously, the DRM Agent MUST always select one parent Rights Object from which the Child Rights Object may inherit permissions and constraints. A parent Rights Object MUST NOT be a child Rights Object at the same time.


Figure Error! No text of specified style in document..1 depicts the above described relationships between parent Rights Object, child Rights Object, and DRM Content with the example of a subscription model.
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Figure Error! No text of specified style in document..1. Inheritance.

Note that the other instances of DRM Content (Content2 through ContentN) would be referenced by separate child Rights Objects each inheriting from the parent Rights Object just like the child Rights Object shown for Content1. Also note that the subscription as well as content references MUST be globally unique.
Access to DRM protected content through an <asset> that has an <inherit> child element requires selection of an appropriate <permission> element from the child Rights Object as well as selection of an appropriate <permission> element in the parent Rights Object. In that case, both permission’s top-level constraints as well as permission element (e.g. <play>,…) specific constraints MUST be enforced, and the state of any involved stateful constraint state updated. 
5.9 Order of Rights Object Evaluation

In order to achieve a uniform user experience across different implementations, the DRM Agent MUST apply the following rules when automatically selecting which rights to apply when accessing content, in case there are multiple rights for this content.  This also applies to automatically selecting between multiple applicable Parent Rights Objects if the content is accessed via a Child Rights Object. In this section, the term ‘rights’ is to be understood to refer to a combination of an <asset> element and an <permission> element. 

1. Only rights valid at the time of requesting content access can be considered, for example, those with a <datetime> constraint whose <begin> date still lies in the future cannot be considered.

2. Rights with no constraints should be used first.

3. Rights containing a <datetime> constraint (and potentially other constraints) should be used to grant access to content before using rights objects that do not contain a <datetime> constraint.

4. If multiple rights exist that contain <datetime> constraints (and potentially other constraints), then these should be used in the order of ascending <end> dates first, i.e., those that expire first should be utilized first.

5. If multiple rights exist that do not contain a <datetime> constraint (and potentially other constraints), then those containing an <interval> constraint should be used to grant access to content before using rights objects that do not contain an <interval> constraint.

6. Rights containing a <timed-count> should be used before rightscontaining <count>.

Note that the user MAY be allowed to select rights to apply manually when accessing DRM Content, thus overwriting the DRM Agent's choice.
When the rights selected by the above algorithm exclusively apply to <asset> elements that have <inherit> child elements, then the selection algorithm continues by finding appropriate rights from parent Rights Objects, using the same selection algorithm. 
Note that when applying the algorithm to the selection of parent rights, step 1 SHALL filter out all parent rights with constraints that are incompatible with constraints specifies by the selected child rights. For example, if the device can render the DRM Content according to two different <system> constraints, but not simultaneously, then a child right containing a <system> constraint for one of these systems should effectively exclude all parent rights that contain a <system> constraint for the other system alternative, since for the device both <system> constraints are mutually exclusive.

If certain selected child rights have been selected, but no corresponding parent rights can be selected, then the selected child rights MUST be considered invalid at this time, and algorithm should be restart excluding these child rights from consideration.
C.4 Subscription Scenario

The example shown below illustrates the use of a parent and child Rights Object to implement a subscription scenario by which a Rights Issuer can extend the validity of a number of Rights Objects and corresponding DRM Content through issuing a single new Rights Object rather than having to re-issue all Rights Objects.

The parent Rights Object specifies the <play> Permission with a <datetime> constraint that ends on April 30. The child Rights Object specifies that the Permissions and Constraints should be inherited from the identified <asset> referencing the parent Rights Object. Once the subscribed DRM Content is about to expire, the Rights Issuer can efficiently extend the subscription by issuing a single, new parent Rights Object with the same subscription URN and an updated <datetime> Constraint, this time set to, e.g., October 31. No change is required to the child Rights Object; it will inherit the <play> Permission with the updated end date.
<o-ex:rights

 xmlns:o-ex="http://odrl.net/1.1/ODRL-EX"

 xmlns:o-dd="http://odrl.net/1.1/ODRL-DD"

 xmlns:oma-dd="http://www.openmobilealliance.com/oma-dd"

 xmlns:ds="http://www.w3.org/2000/09/xmldsig#"

 xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"

 o-ex:id="C.4p">

 <o-ex:context>

  <o-dd:version>2.0</o-dd:version>

  <o-dd:uid>RightsObjectID</o-dd:uid>

 </o-ex:context>

 <o-ex:agreement>

  <o-ex:asset>

   <o-ex:context>

    <o-dd:uid>SubscriptionGUID</o-dd:uid>

   </o-ex:context>

  </o-ex:asset>

  <o-ex:permission>

   <o-dd:play>

    <o-ex:constraint>

     <o-dd:datetime>

      <o-dd:end>2004-04-30T23:59:59Z</o-dd:end>

     </o-dd:datetime>

    </o-ex:constraint>

   </o-dd:play>

  </o-ex:permission>

 </o-ex:agreement>

</o-ex:rights>

Parent Rights Object referencing DRM Content

<o-ex:rights

 xmlns:o-ex="http://odrl.net/1.1/ODRL-EX"

 xmlns:o-dd="http://odrl.net/1.1/ODRL-DD"

 xmlns:oma-dd="http://www.openmobilealliance.com/oma-dd"

 xmlns:ds="http://www.w3.org/2000/09/xmldsig#"

 xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"

 o-ex:id="C.4c">

 <o-ex:context>

  <o-dd:version>2.0</o-dd:version>

  <o-dd:uid>RightsObjectID</o-dd:uid>

 </o-ex:context>

 <o-ex:agreement>

  <o-ex:asset>

   <o-ex:context>

    <o-dd:uid>ContentID</o-dd:uid>

   </o-ex:context>

   <o-ex:inherit>

    <o-ex:context>

     <o-dd:uid>SubscriptionGUID</o-dd:uid>

    </o-ex:context>

   </o-ex:inherit>

   <o-ex:digest>

    <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

    <ds:DigestValue>DCFHash</ds:DigestValue>

   </o-ex:digest>

   <ds:KeyInfo>

    <xenc:EncryptedKey>

     <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

     <ds:KeyInfo>
      <ds:RetrievalMethod URI="REKReference"/>

     </ds:KeyInfo>
     <xenc:CipherData>

      <xenc:CipherValue>EncryptedCEK</xenc:CipherValue>

     </xenc:CipherData>

    </xenc:EncryptedKey>

   </ds:KeyInfo>

  </o-ex:asset>
  <o-ex:permission>

   <o-dd:play>
   </o-dd:play>
  </o-ex:permission>
 </o-ex:agreement>

</o-ex:rights>

Child Rights Object referencing the Parent Rights Object
C.5 Inheritance Scenario

This scenario shows how the inheritance relation works when the Parent RO and the Child RO both have multiple applicable <permission> elements.
The Parent Rights Object has one ‘virtual asset”, identified by its <uid> which is equal to “ParentAssetUID”. There are two permissions applicable to that <asset> element. The first gives 10 <display> or <play> rights, where the <play> is further constrained to the time interval of January 1st, 2006, 00:00:00 UTC to February 1st, 2006, 00:00:00 UTC. The second permission contains 3 <play> rights and a display right both constrained in the time interval February 1st, 2006, 00:00:00 UTC to March 1st, 2006, 00:00:00 UTC.
<o-ex:rights

 xmlns:o-ex="http://odrl.net/1.1/ODRL-EX"

 xmlns:o-dd="http://odrl.net/1.1/ODRL-DD"

 xmlns:oma-dd="http://www.openmobilealliance.com/oma-dd"

 xmlns:ds="http://www.w3.org/2000/09/xmldsig#"

 xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"

 o-ex:id="C.5p">

 <o-ex:context>

  <o-dd:version>2.0</o-dd:version>

  <o-dd:uid>RightsObjectID</o-dd:uid>

 </o-ex:context>

 <o-ex:agreement>

  <o-ex:asset id="1">

   <o-ex:context>

    <o-dd:uid>ParentAssetUID</o-dd:uid>

   </o-ex:context>

  </o-ex:asset>

  <o-ex:permission>
   <o-ex:constraint>
     <o-dd:count>10</o-dd:count>
   </o-ex:constraint> 
   <o-dd:play>

    <o-ex:constraint>

     <o-dd:datetime>
      <o-dd:start>2006-01-01T00:00:00Z</o-dd:start>
      <o-dd:end>2006-02-01T00:00:00Z</o-dd:end>

     </o-dd:datetime>

    </o-ex:constraint>

   </o-dd:play>
   <o-dd:display>

   </o-dd:display>
  </o-ex:permission>
  <o-ex:permission>

   <o-ex:constraint>

     <o-dd:datetime>

      <o-dd:start>2006-02-01T00:00:00Z</o-dd:start>

      <o-dd:end>2006-03-01T00:00:00Z</o-dd:end>

     </o-dd:datetime>
   </o-ex:constraint> 

   <o-dd:play>

    <o-ex:constraint>

     <o-dd:count>3</o-dd:count>
    </o-ex:constraint>

   </o-dd:play>
   <o-dd:display>

   </o-dd:display>
  </o-ex:permission>
 </o-ex:agreement>

</o-ex:rights>

Parent Rights Object referencing DRM Content
The Child Rights Object has two ‘asset’s, that are linked to the DRM Content with ContentID “ContentID”. The asset with ‘id’ equal to 1 inherits from a Parent Rights Object’s asset, identified by “ParentAssetUID”. The asset with ‘id’ equal to 2, does not inherit from a Parent Rights Object.
The Child Rights Object specifies two separate permissions for its asset with ‘id’ equal to 1. The first permission allows ‘play’ between January 15th 2006, 00:00:00 UTC and February 15th 2006, 00:00:00 UTC and ‘print’ between April 15th 2006, 00:00:00 UTC and May 15th 2006, 00:00:00 UTC, but with the total of ‘play’s and ‘print’s constrained to 20. The second permission allows 5 ‘play’s, 30 ‘print’s and 8 ‘display’s in the period between February 15th 2006, 00:00:00 UTC and March 15th 2006, 00:00:00 UTC.
For the asset with ‘id’ equal to 2, it specifies a ‘play’ that is constrained to a total accumulated time of 2 hours.
<o-ex:rights

 xmlns:o-ex="http://odrl.net/1.1/ODRL-EX"

 xmlns:o-dd="http://odrl.net/1.1/ODRL-DD"

 xmlns:oma-dd="http://www.openmobilealliance.com/oma-dd"

 xmlns:ds="http://www.w3.org/2000/09/xmldsig#"

 xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"

 o-ex:id="C.5c">

 <o-ex:context>

  <o-dd:version>2.0</o-dd:version>

  <o-dd:uid>RightsObjectID</o-dd:uid>

 </o-ex:context>

 <o-ex:agreement>

  <o-ex:asset id="1">

   <o-ex:context>

     <o-dd:uid>ContentID</o-dd:uid>
   </o-ex:context>

   <o-ex:inherit>

    <o-ex:context>

     <o-dd:uid>ParentAssetUID</o-dd:uid>

    </o-ex:context>

   </o-ex:inherit>

   <o-ex:digest>

    <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

    <ds:DigestValue>DCFHash</ds:DigestValue>

   </o-ex:digest>

   <ds:KeyInfo>

    <xenc:EncryptedKey>

     <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

     <ds:KeyInfo>
      <ds:RetrievalMethod URI="REKReference"/>

     </ds:KeyInfo>
     <xenc:CipherData>

      <xenc:CipherValue>EncryptedCEK</xenc:CipherValue>

     </xenc:CipherData>

    </xenc:EncryptedKey>

   </ds:KeyInfo>

  </o-ex:asset>
<o-ex:asset id="2">

   <o-ex:context>

    <o-dd:uid>ContentID</o-dd:uid>

   </o-ex:context>

   <o-ex:digest>

    <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

    <ds:DigestValue>DCFHash</ds:DigestValue>

   </o-ex:digest>

   <ds:KeyInfo>

    <xenc:EncryptedKey>

     <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

     <ds:KeyInfo>
      <ds:RetrievalMethod URI="REKReference"/>

     </ds:KeyInfo>
     <xenc:CipherData>

      <xenc:CipherValue>EncryptedCEK</xenc:CipherValue>

     </xenc:CipherData>

    </xenc:EncryptedKey>

   </ds:KeyInfo>

  </o-ex:asset>
  <o-ex:permission>
   <o-ex:asset idref="1"></o-ex:asset>
   <o-ex:constraint>

     <o-dd:count>20</o-dd:count>

   </o-ex:constraint> 

   <o-dd:play>

    <o-ex:constraint>

     <o-dd:datetime>

      <o-dd:start>2006-01-15T00:00:00Z</o-dd:start>

      <o-dd:end>2006-02-15T00:00:00Z</o-dd:end>

     </o-dd:datetime>

    </o-ex:constraint>

   </o-dd:play>

   <o-dd:print>
     <o-ex:constraint>
       <o-dd:datetime>

         <o-dd:start>2006-04-15T00:00:00Z</o-dd:start>

         <o-dd:end>2006-05-15T00:00:00Z</o-dd:end>

       </o-dd:datetime>

     </o-ex:constraint>
   </o-dd:print>

  </o-ex:permission>

  <o-ex:permission>

   <o-ex:asset idref="1"></o-ex:asset>

   <o-ex:constraint>

     <o-dd:datetime>

      <o-dd:start>2006-02-15T00:00:00Z</o-dd:start>

      <o-dd:end>2006-03-15T00:00:00Z</o-dd:end>

     </o-dd:datetime>

   </o-ex:constraint> 

   <o-dd:play>

    <o-ex:constraint>

     <o-dd:count>5</o-dd:count>

    </o-ex:constraint>

   </o-dd:play>
   <o-dd:print>

    <o-ex:constraint>

     <o-dd:count>30</o-dd:count>
    </o-ex:constraint>

   </o-dd:print>
   <o-dd:display>

    <o-ex:constraint>

     <o-dd:count>8</o-dd:count>

    </o-ex:constraint>

   </o-dd:display>
  </o-ex:permission>
  <o-ex:permission>

   <o-ex:asset idref="2"></o-ex:asset> 

   <o-dd:play>

    <o-ex:constraint>

     <o-dd:accumulated>P0DT2H0M0S</o-dd:accumulated>

    </o-ex:constraint>

   </o-dd:play>

  </o-ex:permission>
 </o-ex:agreement>

</o-ex:rights>

Child Rights Object referencing the Parent Rights Object
In this constellation, when the DRM Agent is asked for ‘play’ access to the DRM Content identified by its ContentID equal to “ContentID”, it will first compute the following list of possible permissions (from child Rights Objects):
	RO id / asset id
	Action
	Constraint(s) to be satisfied (and updated if selected)

	C5.c / 1 
	‘play’
	<o-ex:constraint>

  <o-dd:count>20</o-dd:count>

</o-ex:constraint> 
AND
<o-ex:constraint>

  <o-dd:datetime>

    <o-dd:start>2006-01-15T00:00:00Z</o-dd:start>

    <o-dd:end>2006-02-15T00:00:00Z</o-dd:end>

  </o-dd:datetime>

</o-ex:constraint>

	C5.c / 1
	‘play’
	<o-ex:constraint>     

  <o-dd:datetime>      

    <o-dd:start>2006-02-15T00:00:00Z</o-dd:start>      

    <o-dd:end>2006-03-15T00:00:00Z</o-dd:end>     

  </o-dd:datetime>

</o-ex:constraint>
AND
<o-ex:constraint>

  <o-dd:count>5</o-dd:count>

</o-ex:constraint>

	C5.c / 2
	‘play’
	<o-ex:constraint>

  <o-dd:accumulated>P0DT2H0M0S</o-dd:accumulated>

</o-ex:constraint>


Following the steps from the algorithm defined in section 5.9

, the DRM Agent then evaluates these results to find the proper order in which to consider using these permissions. For this discussion, suppose the DRM Time in the device is January 18th, 2006, 13:00:00 UTC.
1. Only valid rights can be considered.
The second permission contains a <datetime> constraint which is invalid at this time. So it is dropped from further consideration.
2. Unconstrained rights first.
There are no unconstrained rights.
3. Rights containing a <datetime> constraint are to be considered first.
Since the third permission does not contain a <datetime> constraint, but the first permission does, this only leaves the  first permission, which is then selected.
	C5.c / 1 
	‘play’
	<o-ex:constraint>

  <o-dd:count>20</o-dd:count>

</o-ex:constraint> 

AND
<o-ex:constraint>

  <o-dd:datetime>

    <o-dd:start>2006-01-15T00:00:00Z</o-dd:start>

    <o-dd:end>2006-02-15T00:00:00Z</o-dd:end>

  </o-dd:datetime>

</o-ex:constraint>


However, this permission is applicable only to <asset id=”1”>, which has an <inherit> child element, referring to parent <asset> elements with context uid equal to “ParentAssetUID”. The DRM Agent now also has to find an applicable <asset>/<permission> combination where the <asset> does not have an <inherit> child element, and its context uid equals “ParentAssetUID”.

In this scenario, there is one such <asset>, defined in rights object “C5.p”. 
	RO id / asset id
	Action
	Constraint(s) to be satisfied (and updated if selected)

	C5.p / 1

 
	‘play’
	<o-ex:constraint>

  <o-dd:count>10</o-dd:count>

</o-ex:constraint> 

AND 
<o-ex:constraint>

  <o-dd:datetime>

    <o-dd:start>2006-01-01T00:00:00Z</o-dd:start>

    <o-dd:end>2006-02-01T00:00:00Z</o-dd:end>

  </o-dd:datetime>
</o-ex:constraint>

	C5.p / 1
	‘play’
	<o-ex:constraint>

  <o-dd:datetime>

    <o-dd:start>2006-02-01T00:00:00Z</o-dd:start>

    <o-dd:end>2006-03-01T00:00:00Z</o-dd:end>

  </o-dd:datetime>

</o-ex:constraint> 

AND
<o-ex:constraint>

  <o-dd:count>3</o-dd:count>

</o-ex:constraint>


Again following the steps from the algorithm defined in section 5.9

, the DRM Agent then evaluates these results to find that the second permission cannot be applied due to its <datetime> constraint. 

So, the first permission from the parent rights object “C5.p” is selected together with the first permission from the child rights object “C5.c”. When the ‘play’ access is granted, the DRM Agent updates the top-level <count> constraint from the child permission (the counter is decremented from 20 to 19) and the ‘play’ permission element specific <count> constraint from the parent permission (decremented from 3 to 2).

On this day, two more ‘play’ accesses will be allowed by the DRM Agent for the same content. Then, the parent permission’s ‘play’ permission specific <count> constraint will be depleted, and no valid permissions will be available anymore from the parent Rights Object “C5.p”. Therefore, the DRM Agent will no longer be able to combine child rights with parent rights, and no access through <asset id=”1”> in the child Rights Object will  be possible anymore. However, in that case, all of the child rights will be deemed invalid, and ultimately, the third permission from the Rights Object “C5.c”, applied to <asset id=”2”> will be applied. This will grant a total of 2 hours accumulated access to the DRM Content.
, , , 
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