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1 Reason for Change

As agreed in CR OMA-DLDRM-2005-0397, we combine the Import use cases that currently exist in the SCE RD.
2 Impact on Backward Compatibility

none
3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend that the OMA BAC DLDRM group agree the combined use cases discussed below.
6 Detailed Change Proposal

1.1 Use Case 2+4+14+7: Import Authorization and Revocation
1.1.1  ASK  \* MERGEFORMAT Short Description

Jacob informs the cable TV (i.e., upstream) operator  (i.e., a remote entity) that he has one or more OMA handsets from which he wishes to access his content provided by the cable TV operator.  The cable TV operator requires that the handsets obtain authorization from the operator, or a designated delegate of the operator, to access the content.  The cable TV operator explicitly authorizes the ability to make video clips available to these handsets via OMA DRM import.  

Video purchased by Jacob from his cable TV operator, which has been downloaded to his set-top box (STB), can now be available in the OMA handsets.  The video sent by the cable TV operator is protected by some non-OMA DRM.  Jacob connects one OMA handset to the STB via USB and downloads the video clip on the handset. Jacob can now play this video clip on the OMA handset whilst adhering to the licensing terms.  Also, Jacob is able to share directly the video clip with other devices in the User’s group of authorized devices.
After sometime, Jacob loses his OMA handset.  He pushes some buttons on his OMA PDA to revoke the handset’s authorization to access content protected with non-OMA DRM that is stored in Jacob’s set-top box (STB).
1.1.2 Actors

	Upstream Operator
	Server component that provides content and provides information to User regarding User OMA Devices allowed to access content from Upstream Operator

	OMA DRM Agent
	OMA Device component that handles the security of OMA protected content

	LRM
	Server that receives content protected by non-OMA DRM and provides OMA-compliant content

	User
	Interacts with the Upstream Operator and Presentation Agent

	Presentation Agent
	OMA Device component that allows the discovery of content by User

	OMA Device 1
	An OMA Device that implements OMA DRM Agent.

	OMA Device 2
	Another OMA Device that implements OMA DRM Agent.


1.1.3 Actor Specific Issues
Upstream Operator provides non-OMA DRM protected content and non-OMA licensing terms to LRM.  OMA DRM Agent implements OMA DRM specifications.  LRM provides OMA-compliant content.  User uses Presentation Agent to select content.  Presentation Agent enables User to browse for available content on LRM.  The STB may implement the LRM functions, but the LRM may also be physically separate from the STB.  Upon losing OMA Device 1, User uses OMA Device 2 to revoke OMA DRM Agent 1’s authorization to access content protected with non-OMA DRM that is stored in LRM.
1.1.4 Actor Specific Benefits
User can use non-OMA DRM protected content on OMA devices.   User can use content in group of authorized devices, including OMA Device 1 and OMA Device 2.  Upon losing OMA Device 1, User is able to prevent DRM Agent 1 from further access to content protected with non-OMA DRM.
1.1.5 Pre-conditions
Jacob owns a set-top box (STB), multiple OMA handsets, and OMA PDA.  The STB is connected to the Internet via a high-speed, always-on connection.  The STB receives and stores content transmitted by a cable operator and protected with a non-OMA DRM.
Jacob’s STB and handsets all support a means of communicating with each other (e.g., WiFi, Bluetooth, and USB). 

Jacob subscribes to a cable television service through which he can purchase video and audio.  The payment model may be pay-per view or pay for limited usage (time or count based).

1.1.6 Post-conditions
Video clip is available on the OMA handset.  A group of handsets that belong to the User are authorized by the Upstream Operator to access content provided by the Upstream Operator that is protected by non-OMA DRM.  Lost OMA handset no longer can access content protected with non-OMA DRM that is stored in User’s set-top box (STB).
1.1.7 Normal Flow  

  The flow in this sub-section assumes that the STB includes the LRM functions.
1. A video protected by non-OMA DRM is downloaded from Upstream Operator into STB.

2. User browses Presentation Agent and decides to see video clip on OMA handset.

3. User makes request to Upstream Operator for authorization to see video on one or more OMA handsets.
4. User is informed of the OMA handsets’ authorization to access non-OMA DRM video.
5. User downloads OMA-compliant video clip from STB to OMA handset.

6. User is able to view the video clip on the device.

7. User is able to share directly the video clip with other devices, such as OMA PDA, in the User’s group of authorized devices. 

When OMA handset is lost:

8. User wants to prevent his OMA handset from further access to content protected with non-OMA DRM that is stored in User’s set-top box (STB)

9. User pushes some buttons on User’s OMA PDA.

10. OMA handset no longer can access content protected with non-OMA DRM that is stored in User’s set-top box (STB).

11. Optionally, the User is notified when the handset is prevented from accessing content protected with non-OMA DRM that is stored in User’s set-top box (STB).

1.1.8 Alternative flow

Alternative 1:

It is envisaged that adding an OMA handset to a group of authorized OMA devices is a once-off step. Subsequent downloads from the STB to the OMA handset will then just comprise the steps:

12. A video protected by non-OMA DRM is downloaded from Upstream Operator into STB.

13. User browses Presentation Agent and decides to see video clip on the OMA handset.

14. User downloads video clip from STB to OMA handset (if original non-OMA rights allow).

15. User is able to view the video clip on the handset.

Alternative 2:

Instead of requiring the handsets to obtain authorization directly from the cable operator, the cable operator may require that the OMA devices obtain authorization from the STB to access the content.  The STB explicitly authorizes the ability to play the content on these handsets.  The flow is as follows:

16. A video protected by non-OMA DRM is downloaded from Upstream Operator into Home Network Server.

17. User browses Presentation Agent and decides to play video on OMA handset.

18. User makes request to Set-top Box (STB) for authorization to play video on OMA handset and perhaps other OMA Devices.
19. Home Network Server authorizes STB and other OMA Devices to access video.
20. User downloads video from STB to OMA handset and accesses the content.

21. User is able to share directly the content with other devices in the User’s group of authorized devices.
Alternative 3:

Jacob may have created a user domain that includes the OMA handsets.  The flow becomes as follows:

22. A video protected by non-OMA DRM is downloaded from Upstream Operator into STB.

23. User browses Presentation Agent and decides to see video clip on OMA handset.

24. User makes request to Upstream Operator for authorization to see video on one or more OMA handsets.  The import device provides the Upstream Operator entity with information regarding the user domain. 

25. The Upstream Operator entity determines that it trusts the user domain and is able and allowed to provide content for the requested domain and related domain policy. 

26. User is informed of the OMA handsets’ authorization to access non-OMA DRM video.
27. User downloads OMA-compliant video clip from STB to OMA handset.

28. User is able to view the video clip on the device.

29. User is able to share directly the video clip with other devices in the User domain. 

Alternative 4:

The flow in this alternative assumes that the LRM functions are implemented to be physically separate from the STB:

30. A video protected by non-OMA DRM is downloaded from Upstream Operator into STB.

31. User browses Presentation Agent and decides to see video clip on OMA handset.

32. User makes request to Upstream Operator for authorization to see video on one or more OMA handsets.

33. User is informed of the OMA handsets’ authorization to access non-OMA DRM video.

34. User downloads OMA-compliant video clip from LRM to OMA handset.

35. User is able to view the video clip on the device.

36. User is able to share directly the video clip with other devices in the User’s group of authorized devices.
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