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1 Reason for Contribution

The following contribution is a draft in response to the Liaison Statement from SC 29/WG 11 to OMA on the Inheritance Right  [SC 29/WG 11 N 7979, Attachments: SC 29 N 7312, N 7321],

http://www.openmobilealliance.org/ftp/Public_documents/BAC/DLDRM/2006/OMA-DLDRM-2006-0094-ILS-from-ISO-IEC-JTC-1-SC29-on-Inheritance-Right.zip 

The questions raised are:

(i) the entity (or entities) from which rights are inherited

(ii) the rights that are inherited and 

(iii) by whom the rights are issued.

2 Summary of Contribution

The proposal describes the environment and conditions under which the interpretation of the inheritance must happen, which might clarify the points raised.

3 Detailed Proposal

In OMA DRM v2, Rights are represented by Rights Objects (ROs). Rights Objects are cryptographically bound to a device or a domain, i.e. a collection of devices sharing a common secret. ROs are sent by Rights Issuers (RI). The entity in charge of managing the ROs on a terminal is called the DRM agent. The DRM agent is responsible for creating contexts to manage ROs delivered by each RI, and for each domain of each RI.

(i) Inheritance is a Rights capability, and as such is managed "locally" by a DRM agent when evaluating the Rights Objects available on a device.  Inheritance is only effective between ROs that have been issued by the same RI.
(ii) The inheritance is realized by a reference in a Child Rights Object to an asset defined in a Parent Rights Object.   Any valid permission that is applicable to the referenced asset in the Parent Rights Object, is considered also a valid permission for the referencing asset in the Child Rights Object. In order to consume DRM protected content, it is enough to have one valid and applicable permission. In case of stateful rights, consumption of DRM protected content either involves updating stateful rights in the Child Rights Object, or in the Parent Rights Object but not simultaneous.
More formally, the algorithm involved in determining which set of permissions is applicable, and which stateful rights need updating is:
1. From all installed <agreements>, find all <asset> elements that:

a. Have a <uid> element that matches the requested content’s ContentID or GroupID,

b. Have a <ds:KeyInfo> element.
{this results in the set of all <asset> elements that directly apply to the requested DRM protected content}

2. For all <asset> elements thus identified in step 1, and that have an <inherit> element:

a. From all installed <agreements>, find all <asset> elements that:

i. Have a <uid> element that matches the <inherit> element’s <uid>,

ii. Do not have a <ds:KeyInfo> element
{this results in a set of all <asset> elements that do not directly apply to the requested DRM protected content, but whose <permission> elements may be applied because of the inheritance relation with <asset> elements identified in step 1}
3. For all identified <asset> elements identified in step 1 as well as in step 2, find all sibling <permission> elements that:

a. Have a suitable permission element (according to the requested type of access)
{this results in a set of <permission> elements that either directly (because they apply to an <asset> element from the set determined in step 1) or indirectly (because they apply to an <asset> element from the set determined in step 2) are applicable to the DRM protected content requested}
4. Feed all identified <permission> elements to the selection algorithm specified in REL. 
{this results in at most one <permission> element that has been selected. Either the algorithm from REL determines exactly one <permission> element, or in case there remains a choice among multiple <permission> elements, an algorithm defined by the OMA device must select exactly one (this may involve the choice of the user). In case none of the <permission> elements have satisfiable constraints, no <permission> element is selected, and access to the DRM protected content will be refused.}
5. Use the resulting <permission> and update its stateful constraints, if there are any.

It is important to note from the above that one <permission> element is finally selected and used to gain access to the DRM protected content. If this <permission> element has stateful constraints, only the stateful constraints in this <permission> are updated according to the details of the access to the DRM protected content.
This situation is illustrated in the next example:
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In this example, the Child-RO 1 has an <asset> (identified as “2”) that has an inheritance relation with a Parent-RO asset, as specified by its <inherit> element. The <uid> in that element “Songs-‘R-Us” references the <asset> “1” in the Parent-RO. Similar, the <asset> element in Child-RO 2 identified as “3” inherits from the same <asset> “1”.

When trying to ‘play’ the DRM protected content “Album67/Track1”, initially <asset> “2” is the only asset that directly applies to the intended content. Note that Child-RO 1 does not contain any <permission> elements, so on its own, Child-RO 1 does not allow that content to be played. However, because of the inheritance relation, the <permission> element from the Parent-RO is applicable. And this means that if the device supports DRM time, and the current DRM time is between the specified start and end times, and the remaining count from the <permission> is still positive, access can be granted (while decrementing the remaining count value by one per play access).

When trying to ‘play’ the DRM protected content “Album67/Track2”, initially <asset> “3” is the only asset that directly applies to the intended content. Note that Child-RO 2 has an explicit <permission> element, that allows 5 plays of this content. However, through the inheritance relation, also the <permission> element from the Parent-RO applies. With multiple <permission> elements, it is up to the selection algorithm to determine which <permission> finally will be used (in this case, because the <permission> from the Parent-RO has a <datetime> constraint, it will be used – if the DRM time in the device allows this).

Note that only one <permission> is actually required, and will ever have its state updated when access is granted to DRM protected content.









































1. 
2. 
3. 
4. 
In subscription models, typically the Parent-RO would contain a <permission> with a <datetime> constraint that expresses the limit of the subscription period. The Child-ROs would not contain <permission> elements, but only carry <asset> elements that: 

· Reference the DRM protected content valid in this subscription

· Carry the protected content encryption key to apply to the protected content if access is granted

· Specify the inheritance relation with the Parent-RO’s <asset> element.

This is shown in the following example:
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The Subscription-RO contains the <asset> that all <asset> elements from the Child-ROs inherit from. All the Child-ROs only specify this inheritance relation, the DRM content that the <asset> applies to, and the encryption key to use when access is granted to the content.

When the subscription period ends, the RI will issue a new RO, similar to the Subscription-RO shown above, with a <permission> element that specifies the next subscription period.
(iii) Rights Objects are issued by Rights Issuers. Rights Issuers are referenced by riID in the ROAP protocol. In order to be able acquire ROs, the DRM agent must register to the Rights Issuer, and consequently create an RI context.

Finally, OMA DLDRM has been informed that a contribution presented in April '06 to the SC 29/WG 11, referenced as M13105, contains supplementary explanations on the OMA DRM v2 inheritance capability, contribution that may help resolving issues raised in the liaison sent to us.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We will request the ISO MPEG SC 29/Working Group 11 to consider and accept these comments.

We will also thank the ISO MPEG SC 29/WG 11 for its interest about our work and looks forward to continued collaboration on these matters.
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