OMA-AD-SCE-V0_1-20060706-D
Page 2  V(11)


	[image: image1.jpg]«“+OMa

Open Mobile Alliance




	

	Secure Content Exchange Architecture

	Draft Version 0.1 – July 6 2006

	Open Mobile Alliance

	OMA-AD-SCE-V0_1-20060706-D

	
	

	

	
	


Use of this document is subject to all of the terms and conditions of the Use Agreement located at http://www.openmobilealliance.org/UseAgreement.html.

Unless this document is clearly designated as an approved specification, this document is a work in process, is not an approved Open Mobile Alliance™ specification, and is subject to revision or removal without notice.

You may use this document or any part of the document for internal or educational purposes only, provided you do not modify, edit or take out of context the information in this document in any manner.  Information contained in this document may be used, at your sole risk, for any purposes.  You may not use this document in any other manner without the prior written permission of the Open Mobile Alliance.  The Open Mobile Alliance authorizes you to copy this document, provided that you retain all copyright and other proprietary notices contained in the original materials on any copies of the materials and that you comply strictly with these terms.  This copyright permission does not constitute an endorsement of the products or services.  The Open Mobile Alliance assumes no responsibility for errors or omissions in this document.

Each Open Mobile Alliance member has agreed to use reasonable endeavors to inform the Open Mobile Alliance in a timely manner of Essential IPR as it becomes aware that the Essential IPR is related to the prepared or published specification.  However, the members do not have an obligation to conduct IPR searches.  The declared Essential IPR is publicly available to members and non-members of the Open Mobile Alliance and may be found on the “OMA IPR Declarations” list at http://www.openmobilealliance.org/ipr.html.  The Open Mobile Alliance has not conducted an independent IPR review of this document and the information contained herein, and makes no representations or warranties regarding third party IPR, including without limitation patents, copyrights or trade secret rights.  This document may contain inventions for which you must obtain licenses from third parties before making, using or selling the inventions.  Defined terms above are set forth in the schedule to the Open Mobile Alliance Application Form.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

© 2006 Open Mobile Alliance Ltd.  All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms set forth above.

Contents

41.
Scope (Informative)


52.
References


52.1
Normative References


52.2
Informative References


63.
Terminology and Conventions


63.1
Conventions


63.2
Definitions


63.3
Abbreviations


74.
Introduction (Informative)


74.1
Planned Phases


74.2
Security Considerations


85.
Architectural Model


85.1
Dependencies


85.2
Architectural Diagram


85.3
Functional Components and Interfaces


105.4
Flows


17Appendix A.
Change History (Informative)


20A.1
Approved Version History


20A.2
Draft/Candidate Version <current version> History


21Appendix B.
<Additional Information>


21B.1
App Headers


21B.1.1
More Headers




Figures

8Figure 1: Example Diagram of an Architectural Model




Tables

21Table 1: Example Table




1. Scope
(Informative)

The scope of this document is to define the architecture for enhancements to the OMA Digital Rights Management (DRM) specifications to enable the secure exchange of DRM -protected content among multiple devices.  These enhancements include the following:

· The definition of a centralized domain management function, such that users do not have to manage domains for each source of Protected Content for a domain

· The definition of an Import function that will allow content protected by non-OMA DRM mechanisms to be consumed by OMA DRM devices.  Together with the Export function defined in OMA DRM V2.0, the Import function will make it possible for OMA DRM devices to securely exchange content with non-OMA DRM devices.

2. References

2.1 Normative References

	[OSE]
	“OMA Service Environment”
URL: http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[@@@-RD]
	“@@@ Requirements”, Open Mobile Alliance, OMA-RD_@@@-Vx_y, URL:http://www.openmobilealliance.org/ 

	
	

	
	<< Add/Remove reference rows as needed! >>


2.2 Informative References

	[ARCH-PRINC]
	“OMA Architecture Principles”, <doc ref>, URL:http://www.openmobilealliance.org/

	[ARCH-REVIEW]
	“OMA Architecture Review Process”, <doc ref>, URL:http://www.openmobilealliance.org/

	[OMA-DICT]
	“OMA Dictionary”, <doc ref>,URL:http://www.openmobilealliance.org/

	
	

	
	<< Add/Remove reference rows as needed! >>


3. Terminology and Conventions

3.1 Conventions

This is an informative document, which is not intended to provide testable requirements to implementations.

<<If needed, describe or declare using appropriate normative references the additional conventions that are used.  DELETE THIS COMMENT >>

3.2 Definitions

<< Add definitions in new rows of the following table as needed.  Delete all definitions that are not used in the document.
DELETE THIS COMMENT >>

	Interface
	See [OMA-DICT].

	
	


3.3 Abbreviations

<< Add abbreviations as needed to the following table.  DELETE THIS COMMENT >>

	OMA
	Open Mobile Alliance

	Xxx
	xxx

	
	


4. Introduction
(Informative)

This architecture builds on the architecture of OMA DRM 2.0. It enables the following additional functionality:

· Import of non-OMA protected content into OMA DRM by introducing the Local Rights Manager (LRM)

· Central management of the User Domain by introducing the Domain Authority (DA), with an integrated Domain Enforcement Agent (DEA)

It does this in a backward compatible way. This means that an existing OMA DRM 2.0 device will be able to use imported content and it will be able to use content of a User Domain.

4.1 Planned Phases

This document defines architectural extensions to OMA DRM 2.0. specifically to enable new functionality with respect to the secure exchange of DRM -protected content among multiple devices. In parallel tracks, other extensions to OMA DRM 2.0 are being defined. When this architecture and the related technical specifications are completed, the architecture described in this document will be merged with the overall OMA DRM architecture to produce the then next minor version of OMA DRM. For convenience we will call the targeted enabler: “OMA DRM 2.SCE1”. 

The DLDRM group will make sure that the architectural extensions described in this document do not conflict with other extensions in preparation and ensure that the envisioned merger is a straightforward clerical process. 

The total functionality required in the SCE work item is larger than addressed in this document. Next versions of this document, aimed at  yet later versions of OMA DRM, are expected to cover these aspects. 

4.2 Security Considerations

This architecture is fully based on the Trust and Security Model of OMA DRM 2.0 (see 2.0 AD, chapter 5), considers the current level of security in OMA DRM 2.0 adequate and does NOT aim to improve the specifications in this direction.

The main new threats compared to OMA DRM 2.0 are:

· Device local creation of RO’s and DCF’s 

· Management of the User Domain by an entity other than the Rights Issuer.  

 These threats will be addressed in this architecture and the technical specifications. 

5. Architectural Model

5.1 Dependencies

5.2 Architectural Diagram

Figure 1 provides an overview of the architecture
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Figure 1: Architecture overview

5.3 Functional Components and Interfaces

5.3.1 DRM Agent

5.3.2 Content Issuer

5.3.3 Rights Issuer (RI)

5.3.4 Domain Authority (DA)

The main responsibility of the Domain Authority is to define a User Domain for a User and ensure towards RI’s that the extend of the User Domain is limited to the limits as specified in an agreed Domain Policy. The ultimate goal is to enable a User to define a set of devices once with the DA and aquire Rights for this set of devices from various sources: RI’s or LRM’s. In this way the User is assured that content for his/her User Domain can be freely exchanged between his/her devices and accessed on all of them, regardless of where the content was purchased or from where it was imported. 

Note: The SCE requirements, require the possibility for a separate (possibly local) Domain Enforcement Agent (DEA), which takes care of the enforcement of the Domain Policy. The separate deployment of the DA and the DEA will be enabled in a future version of the enabler. For this version we assume them to a single pysical entity. 

5.3.5 Domain Enforcement Agent (DEA)

5.3.6 Local Rights Manager (LRM)

5.3.7 ROAP-1.1

5.3.8 LRMP-1

5.3.9 LRMP-2

5.3.10 DMP-1

5.3.11 RDP-1

5.3.12 Out of scope interfaces

As in OMA DRM 2.0, the interface between DRM-Agents is out of scope. Similarly, the interface between the LRM and the DRM Agent is out of scope. Instead, as in OMA DRM 2.0, RO’s and DCF’s can be exchanged between Devices and devices hosting LRM’s using any mechanism.

The interface between the DA and the DEA is out of scope.

5.4 Flows

5.4.1 Import for a specific OMA DRM 2.0 Device

5.4.2 Import into a OMA DRM 2.0 Domain

5.4.3 Import into a User Domain

5.4.4 Purchase for a User Domain

5.4.5 Management and usage of the User Domain 

5.4.6 User Domain backward compatible usage
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Appendix B. <Additional Information>

If needed, add annex to provide additional information to support the document.  In general, this information should be informative, as normative material should be contained in the primary body of the document.

Note that the styles for the headers in the appendix (App1, App2, App3) are different than the main body.  The use below is intended to validate the styles to be used.  Remove if not needed.

DELETE THIS COMMENT

B.1 App Headers

<More text>

B.1.1 More Headers

<More text>

B.1.1.1 More Headers

<More text>
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