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1 Reason for Change

There are issues for the Rights Issuer in supporting multiple RI public keys (e.g. in the case that a single RI supports multiple PKIs). The issue primarily revolves around the selection of an RI ID.

Firstly, some background. Why would a Rights Issuer simultaneously hold more than one public key? The primary explanation for this configuration is if an RI is participating in two trust models simultaneously (e.g. CMLA + another). In this scenario it is not sure that one CA would allow their public key to be reused by another CA; hence an RI may be required to support multiple RI certificates, and RI public keys. The beneficial use case of this scenario is that content (and rights) issued by one rights issuer may ultimately be usable on devices that are independently members of different trust models – hence providing greater interoperability within the OMA DRM ecosystem.

For Rights Issuers that do (simultaneously) have multiple public keys, the question is whether the RI should be:

a) Represented by multiple RI IDs (a unique RI ID per trust model)

b) Represented by a single RI ID (regardless of the used trust model); or

 The following quote seems to try to address this issue, but it is ambiguous.

<quote DRM-DRM section 5.4.2.2.1 RI Hello>
RI ID identifies the RI to the Device. The only identifier currently defined is the hash of the Rights Issuer’s public key info, as it appears in the certificate (i.e. the hash of the complete DER-encoded subjectPublicKeyInfo component in the Rights Issuer’s certificate). The default hash algorithm is SHA-1. In case the RI holds multiple public keys, the RI must select exactly one of these and send the corresponding RI ID. Other identifiers are allowed but interoperability when using them is not guaranteed. This information is part of the RI Context.
</quote>

The remainder of this discussion analyses each of the approaches, and finds problems with both. Finally the CR makes a recommendation for a clarification in the DRM 2.0 normative text to un-ambiguously enable Rights Issuers to hold multiple public keys.

Multiple RI ID scenario

If the approach is adopted that an RI with multiple public keys is represented by multiple RI IDs then the problem is: Which RI Id should be specified in the ROAP Trigger and in the RI Hello message during the 4-pass registration protocol? The XML schema for each of these messages enables RIs to specify only one RI ID. 

At the time that a Rights Issuer issues a ROAP Trigger, or an RI Hello it does not know if the DRM Agent to whom it is communicating is registered with that RI; and if it is registered it does not know to which RI Id it is registered.

The problem is best explained by example. In the following consider that there is a single Rights Issuer identified by two RI Ids (AA and BB):

i) RO Acquisition Trigger is sent to a device. The RI arbitrarily selects riId=”AA”. 

ii) The DRM Agent does not have an existing RI Context with any RI with riId = “AA”.

iii) The DRM Agent initiates 4-pass Registration (Device Hello is sent).

iv) RI responds with an RI Hello (also with the arbitrary selection of riId=”AA”).

v) The DRM Agent sends Registration Request (without Peer Key Identifier), including Trusted RI Authorities.

vi) RI realises that to support this devices Trusted RI Authorities it must sign it's responses with the Certificate corresponding to riId=”BB”. The Registration Response is signed by riId=”BB”.

vii) Registration is successful and the DRM Agent creates an RI Context (for riId=”BB”) and caches the RI certificate chain corresponding to riId=”BB”.

viii) Later the DRM Agent receives another ROAP Trigger from this RI; but again it is identified by riId=”AA”, and the registration is needlessly executed again.

Some possible solutions to this approach are:

· The RI Hello message and ROAP Trigger should allow the RI to specify multiple RI IDs; thereby allowing the DRM Agent to check if it already has an RI Context with any of the specifies RI IDs. If so the Peer Key Identifier can easily be used to establish which RI Context has been established. This is synonymous with the approach an RI can take to identify a device in the case the device has multiple public keys.

· Ensure the device (including it’s trust model) is identified to the RI before any ROAP sessions are initiated. This would need to include a mechanism for Content Portals to request device details; and that the ROAP Device Hello message included the Trusted RI Authorities (as a mandatory extension).   

Unfortunately both of these solutions require changes to the ROAP schema and/or the addition of new functionality. Changes of this scope cannot be incorporated into the DRM 2.0 enabler (maybe later in DRM 2.1).

Single RI ID scenario

If the approach is adopted that any given Rights Issuer will have only one RI Id, even if it has multiple public keys. Then the RI ID would have to be arbitrarily selected. In fact this approach solves the problems identified in the previous “Multiple RI ID scenario”. However, there are additional issues.

In this case the DRM Agent can make no assumption regarding the relationship between the RI ID and the RI Public Key (subjectPublicKeyInfo of the RI certificate). The RI ID sent by a Rights Issuer in the RI Hello message would not necessarily correspond to the Public Key sent in the following Registration Response message. This creates an issue with the PeerKeyIdentifier extension (as it is currently defined).

<quote DRM section 5.4.2.3.1 - Registration Request>
Peer Key Identifier: An identifier for an RI public key stored in the Device. If the identifier matches the RI ID in the preceding RI Hello message, it means the RI need not send down its certificate chain in its response message. Keys are identified in the same way as Devices and RIs.

….

The Device MUST send the Peer Key Identifier extension if, and only if, it has stored the RI public key corresponding to the RI ID in the preceding RI Hello message.
</quote>

The principle issue is that the PeerKeyIdentifier mechanism fails when the DRM Agent is registered against any RI Certificate that does not match the RI Id sent in the RI Hello. As a point of clarification a certificate would be “matched” to an RI Id by comparing (for equivalence) the hash of the complete DER-encoded subjectPublicKeyInfo component in the Rights Issuer’s certificate with the specified RI Id. 

There are two possible interpretations of the above quote:

i) In the case that the DRM Agent does have an existing RI Context with the specified RI Id, the DRM Agent can simply send in the RegistrationRequest PeerKeyIdentifier extension the RI ID as was specified in the RI Hello. This creates an issue for Rights Issuer as the RI will not know which RI Public Key (certificate) the DRM Agent has stored in its RI Context and hence will not know which public key it should use to sign the response. The RI could resend it’s certificate chain in the response but this would make the peer key identifier extension superfluous.

ii) Alternatively, since the device must only send the Peer Key Identifier extension if it has stored the RI public key corresponding to the RI Id in the RI Hello message; then the PeerKeyIdentifier may only ever be sent if the DRM Agent is registered against the RI certificate which does correspond to the RI Id. This also makes the PeerKeyIdentifier extension superfluous in the case that an RI supports multiple public keys.

Although the above description refers to the 4-pass registration protocol; the same issues with PeerKeyIdentifier apply to the other ROAP protocols (RO Acquisition, Join and Leave Domain).

A possible solution to this approach, which requires no ROAP schema, or functional change is to:

· Alter the definition of RI ID to remove the implication that the RI ID uniquely corresponds to the RI Certificate. The RI ID may still be calculated from one of the RIs certificates but it should not explicitly correspond to it.

· The PeerKeyIdentifier extension in the ROAP Request messages should explicitly identify the RI Public Key which is stored in the RI Context. There should be no requirement that the RI ID sent in the RI Hello message should match the identifier sent in the ROAP request message.
This CR proposes this solution.

As a final remark, the following SCR is mildly suggestive that the single RI Id mechanism is the intended approach:

<quote DRM section F.2 – Server Conformance Requirements>

	DRM-SERVER-008
	Unique riID in ROAP Protocols.
	5.4
	M
	


</quote>
2 Impact on Backward Compatibility

n/a

3 Impact on Other Specifications

n/a

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The author recommends that this CR be agreed by the group and incorporated into the first revision of the approved DRM 2.0 specification.

6 Detailed Change Proposal

Change 1:  5.4.2.2 RI Hello

….

RI ID identifies the RI to the Device. The only identifier currently defined is the hash of the Rights Issuer’s public key info, as it appears in the certificate (i.e. the hash of the complete DER-encoded subjectPublicKeyInfo component in the Rights Issuer’s certificate). The default hash algorithm is SHA-1. In case the RI holds multiple public keys, the RI may select one of these public keys for the calculation of the RI’s unique RI ID. Other identifiers are allowed but interoperability when using them is not guaranteed. This information is part of the RI Context.

…
Change 2:  5.4.2.3 Registration Request

….
Extensions: The following extensions are defined for the ROAP-RegistrationRequest message:

· Peer Key Identifier: An identifier for an RI public key stored in the Device. If the identifier corresponds to one of the public keys in-use by the RI, it means the RI need not send down its certificate chain in its response message. Keys are identified in the same way as Devices and RIs (a hash of the DER-encoded subjectPublicKeyInfo component of the Rights Issuer certificate).

· No OCSP Response: Presence of this extension indicates to the RI that there is no need to send any OCSP responses since the Device has cached a complete set of valid OCSP responses for this RI.

· OCSP Responder Key Identifier: This extension identifies a trusted OCSP responder key stored in the Device and is used to save bandwidth. If the identifier matches the key in the certificate used by the RI's OCSP responder, the RI MAY remove the OCSP Responder certificate chain from the OCSP response before providing the OCSP response to the Device.

· Device Details: This extension defines three fields: manufacturer, model and version. The manufacturer field identifies the Device’ manufacturer, the model field identifies the Device's model and the version field identifies the Device's version as defined by its manufacturer. This extension MUST be supported and MUST be sent by a Device that receives an empty Device Details extension in a ROAP-RIHello message.
The Device MUST send the Peer Key Identifier extension if, and only if, it has stored an RI public key in an RI Context associated with the RI ID in the preceding RI Hello message. The Device MUST send the No OCSP Response extension if, and only if, it has a complete set of valid OCSP responses for the RI certificate chain. The Device MUST send the OCSP Responder Key Identifier extension if, and only if, it has stored an OCSP Responder key for this RI.

…
Change 3:  5.4.2.4 Registration Response

…

Certificate chain: This parameter MUST be present unless the preceding ROAP-RegistrationRequest message contained the Peer Key Identifier extension, the extension was not ignored by the RI, and its value identified one of the RI's currently in-use keys. When present, the value of a Certificate Chain parameter shall be a certificate chain including the RI's certificate. The chain MUST NOT include the root certificate. The RI certificate must come first in the list. Each following certificate must directly certify the one preceding it. If the Device indicated trust anchor preferences in its ROAP-RegistrationRequest message, the RI SHOULD select a certificate and chain which chains back to one of the trust anchors in the Device's list. This mimics the features of [RFC3546].

….

Devices and Rights Issuers MUST store the Device ID and RI ID that have been negotiated after the successful registration protocol run. 

Change 4:  5.4.3.2 RO Response

….

Certificate Chain: This parameter MUST be present unless a preceding ROAP-RORequest message contained the Peer Key Identifier extension, the extension was not ignored by the RI, and its value identified one of the RI's currently in-use keys. When present, the value of a Certificate Chain parameter shall be as described for the Certificate Chain parameter of the ROAP-RegistrationResponse message

The Device SHOULD check if the RI certificate chain received in this parameter corresponds to stored certificate verification data for this RI. If so, the Device need not verify the RI certificate chain again, otherwise the Device MUST verify the RI certificate chain. If an RI certificate is received that is not in the stored certificate verification data for this RI, and if the expiry time of the received RI certificate is later than the RI Context for this RI, and the certificate status of the RI certificate as indicated in the OCSP response is good, then the Device MUST verify the complete chain and SHOULD replace the stored RI certificate verification data with the received RI certificate data and set the RI context expiry time to that of the received RI certificate expiry time.

Change 5:  5.4.4.2 Join Domain Response

…

Certificate Chain: This parameter MUST be present unless a preceding ROAP-JoinDomainRequest message contained the Peer Key Identifier extension, the extension was not ignored by the RI, and its value identified one of the RI's currently in-use keys. When present, the value of a Certificate Chain parameter shall be as described for the Certificate Chain parameter of the ROAP-RegistrationResponse message. 

The Device SHOULD check if the RI certificate chain received in this parameter corresponds to stored certificate verification data for this RI. If so, the Device need not verify the RI certificate chain again, otherwise the Device MUST verify the RI certificate chain. If an RI certificate is received that is not in the stored certificate verification data for this RI, and if the expiry time of the received RI certificate is later than the RI Context for this RI, and the certificate status of the RI certificate as indicated in the OCSP response is "good," then the Device MUST verify the complete chain and SHOULD replace the stored RI certificate verification data with the received RI certificate data and set the RI context expiry time to that of the received RI certificate expiry time.
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