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1 Reason for Change

There are limitations in DRM 2.0 in the capability for Rights Issuers to support multiple RI public keys. This may have a direct consequence on an RIs ability to support multiple trust models. The limitations are workable in practice if fully understood. The current text is not clear on this capability and this CR aims to clarify the DRM 2.0 specification and provide some practical examples (for clarification purposes).

The problem is further described in the attached presentation 

OMA-DLDRM-2006-0206R02-slides-on-RI-support-multiple-public-leys.ppt
2 Impact on Backward Compatibility

n/a

3 Impact on Other Specifications

n/a

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The author recommends that this CR be agreed by the group and incorporated into the first revision of the approved DRM 2.0 specification.

6 Detailed Change Proposal

Change 1:  5.2.1 The ROAP Trigger

…

The <riID> element identifies the RI as specified in Section 5.4.2.2.1. For RIs supporting multiple public keys the riID included in the trigger should correspond to the Trust Model under which the content is distributed. For triggers besides the <registrationRequest>, the DRM Agent MUST use this value to verify that it has a valid RI Context with the Rights Issuer. If the DRM Agent does not have a valid RI Context with the identified Rights Issuer then the DRM Agent MUST initiate the Registration Protocol before initiating the protocol indicated in the <roapTrigger> element. If the implicitly triggered Registration Protocol does not lead to a valid RI Context, then the DRM Agent MUST discard the trigger.

…

Change 2:  5.3.9 The Rights Object Payload type

…

The <riID> element is of type roap:Identifier and SHALL identify the issuing RI’s chosen certificate (and public key).

The <rights> element is of type o-ex:rightsType and MUST be conformant with [DRMREL-v2]. The o-ex:id attribute of this type SHALL be present.

….

Change 3:  5.4.2.2 RI Hello

….

RI ID identifies the RI to the Device. The only identifier currently defined is the hash of the Rights Issuer’s public key info, as it appears in the certificate (i.e. the hash of the complete DER-encoded subjectPublicKeyInfo component in the Rights Issuer’s certificate). The default hash algorithm is SHA-1. In case the RI holds multiple public keys, the RI should select one of these public keys for the calculation of the RI ID. Other identifiers may be used and it is possible for different RI IDs to refer to the same RI public key. The RI MUST NOT use the same RI ID for two different public keys. This information is part of the RI Context.

…
Change 4:  5.4.2.3 Registration Request

….
Extensions: The following extensions are defined for the ROAP-RegistrationRequest message:

· Peer Key Identifier: Indicates that the DRM Agent has stored the RI certificate information. If sent the identifier should match the RI ID in the preceding RI Hello message, it means the RI need not send down its certificate chain in its response message.
· No OCSP Response: Presence of this extension indicates to the RI that there is no need to send any OCSP responses since the Device has cached a complete set of valid OCSP responses for this RI.

· OCSP Responder Key Identifier: This extension identifies a trusted OCSP responder key stored in the Device and is used to save bandwidth. If the identifier matches the key in the certificate used by the RI's OCSP responder, the RI MAY remove the OCSP Responder certificate chain from the OCSP response before providing the OCSP response to the Device.

· Device Details: This extension defines three fields: manufacturer, model and version. The manufacturer field identifies the Device’ manufacturer, the model field identifies the Device's model and the version field identifies the Device's version as defined by its manufacturer. This extension MUST be supported and MUST be sent by a Device that receives an empty Device Details extension in a ROAP-RIHello message.
The Device MUST send the Peer Key Identifier extension if, and only if, it has stored the RI public key corresponding to the RI ID in the preceding RI Hello message. The Device MUST send the No OCSP Response extension if, and only if, it has a complete set of valid OCSP responses for the RI certificate chain. The Device MUST send the OCSP Responder Key Identifier extension if, and only if, it has stored an OCSP Responder key for this RI.

…
Change 5:  5.4.2.4 Registration Response

…

Certificate chain: This parameter MUST be present unless the preceding ROAP-RegistrationRequest message contained the Peer Key Identifier extension, the extension was not ignored by the RI, and its value identified (by RI ID) the RI's current key. When present, the value of a Certificate Chain parameter shall be a certificate chain including the RI's certificate. The chain MUST NOT include the root certificate. The RI certificate must come first in the list. Each following certificate must directly certify the one preceding it. If the Device indicated trust anchor preferences in its ROAP-RegistrationRequest message, the RI SHOULD select a certificate and chain which chains back to one of the trust anchors in the Device's list. This mimics the features of [RFC3546].

….

The stored RI Context SHALL at a minimum contain: Device ID, riURL, RI ID (equal to RI ID in ROAP:RIHello  message), Selected Version, Selected Algorithms, and a Certificate Caching indication if the RI has stored the Device certificate or not (all this information is carried in the ROAP-RIHello message). The RI Context MAY also contain RI certificate validation data, OCSP responder key and the current set of OCSP responses. The RI Context SHALL also contain an RI Context Expiry Time, which is defined to be the RI certificate expiry time. If the registration process has started with a Registration Trigger that contained the <riAlias> element, the RI Context SHALL also contain the riAlias. For Unconnected Devices that do not support DRM Time, the RI Context is infinite i.e., it does not have an expiry time. If the RI Context has expired, the Device MUST NOT execute any other protocol than the 4-pass Registration protocol with this RI, and upon detection of RI Context expiry the Device SHOULD initiate the Registration protocol using the URL as defined by the selection mechanism in section Error! Reference source not found.. The Device SHALL have at most one RI Context with each RI. An existing RI Context SHALL be replaced with a newly established RI Context after successful re-registration with the same RI.

Note that any cached OCSP responses have their own validity period, which normally will be much shorter than the validity period of the RI Context.

Devices and Rights Issuers MUST store the Device ID and RI ID that have been negotiated after the successful registration protocol run. 

Change 6:  5.4.3.2 RO Response

….

Certificate Chain: This parameter MUST be present unless a preceding ROAP-RORequest message contained the Peer Key Identifier extension, the extension was not ignored by the RI, and its value identified (by RI ID) the RI's current key. When present, the value of a Certificate Chain parameter shall be as described for the Certificate Chain parameter of the ROAP-RegistrationResponse message

The Device SHOULD check if the RI certificate chain received in this parameter corresponds to stored certificate verification data for this RI. If so, the Device need not verify the RI certificate chain again, otherwise the Device MUST verify the RI certificate chain. If an RI certificate is received that is not in the stored certificate verification data for this RI, and if the expiry time of the received RI certificate is later than the RI Context for this RI, and the certificate status of the RI certificate as indicated in the OCSP response is good, then the Device MUST verify the complete chain and SHOULD replace the stored RI certificate verification data with the received RI certificate data and set the RI context expiry time to that of the received RI certificate expiry time.

Change 7:  5.4.4.2 Join Domain Response

…

Certificate Chain: This parameter MUST be present unless a preceding ROAP-JoinDomainRequest message contained the Peer Key Identifier extension, the extension was not ignored by the RI, and its value identified (by RI ID) the RI's current key. When present, the value of a Certificate Chain parameter shall be as described for the Certificate Chain parameter of the ROAP-RegistrationResponse message. 

The Device SHOULD check if the RI certificate chain received in this parameter corresponds to stored certificate verification data for this RI. If so, the Device need not verify the RI certificate chain again, otherwise the Device MUST verify the RI certificate chain. If an RI certificate is received that is not in the stored certificate verification data for this RI, and if the expiry time of the received RI certificate is later than the RI Context for this RI, and the certificate status of the RI certificate as indicated in the OCSP response is "good," then the Device MUST verify the complete chain and SHOULD replace the stored RI certificate verification data with the received RI certificate data and set the RI context expiry time to that of the received RI certificate expiry time.

Change 8:  16.2 Trust Model

The OMA DRM trust model is built on a PKI. A Rights Issuer trusts a DRM Agent to behave correctly if the DRM Agent's certificate is verifiable by the Rights Issuer and not revoked. Similarly, a DRM Agent trusts a Rights Issuer to behave correctly if the Rights Issuer's certificate is verifiable by the DRM Agent and not revoked.

Rights Issuers may support multiple PKIs. This implies that the Rights Issuer has multiple RI certificates that may be issued by different certificate authorities. If multiple PKIs are supported a Rights Issuer may have multiple public (and private) keys and/or share it’s key(s) between PKIs. 
In the case a rights issuer does support multiple PKIs it is necessary for rights issuers to consider the issue of content portability between each of it’s supported PKIs. Content Owners may only trust their content to be distributed under one or more specified PKIs. Content (and rights) Distribution under multiple PKIs is only possible if the RI Certificate in each PKI contains the same public key. 
The RI may use multiple RI IDs to group supported PKIs in such a way that a subset of content can be distributed under a specified subsets of PKIs. For example an RI supporting three PKIs (PKI-A, PKI-B and PKI-C) can hold three RI IDs which identify PKIs as follows:

1. RI_ID_A – identifies the rights issuer within PKI-A uniquely. Content (and rights) distributed under this RI ID would be usable only on devices that trust PKI-A.
2. RI_ID_B – identifies the rights issuer within PKI-B uniquely. Content distributed under this RI ID would be usable only on devices that trust PKI-B.
3. RI_ID_BC – identifies the rights issuer uniquely within both PKI-B and PKI-C. To support this case the RI must use the same public key in it’s RI certificate in both PKI-B and PKI-C. Rights distributed under this RI ID would be usable by devices participating in both PKIs.
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