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1 Reason for Change

Use Cases 1 - 4 in the SCE RD need to be updated to current definitions and understanding.

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree this CR.

6 Detailed Change Proposal

Change 1:  Revise Use Case 1 in the current SCE RD as follows.

5.3 Use Case 1: Moving Contents Between Devices
5.1.1 Short Description

This use case describes Moving of DRM Content and its associated Rights from a sender Device to a receiver Device. After Moving the Rights, the Rights are no longer usable in the sender Device.
John enjoys MP3 Content on his mobile phone. John would like to give his friend Jane, who has a portable MP3 player, the latest hot MP3 single as her birthday gift. Using his mobile phone, John downloads the latest MP3 single from his Content Provider. When he sees Jane on her birthday, he transfers the latest hit MP3 Content and its associated Rights from his mobile phone to her portable MP3 player.  


At a later point of time, John visits his friend Mike who is interested in viewing to a video purchased by John. As John has purchased Rights to view the video for 10 times, John transfers a part of his Rights to Mike’s PC so that Mike can view to the video only once. 
5.1.2 Actors

	John, Jane and Mike
	Users who own Devices and are involved in Moving Content.

	Mobile Phone
	A Device that belongs to John.

	Portable MP3 Player
	A Device that belongs to Jane.

	PC
	A Device that belongs to Mike.

	
	

	
	

	Content Provider
	The Rights Issuer that John uses.

	5.6 
	5.6 


5.1.1 Actor Specific Issues

John wants to transfer DRM Content and associated Rights to a friend.
The sender Device and receiver Device may belong to the same User or to different Users.

Content Provider wants to restrict unauthorized transfer of the Rights.
5.1.2 Actor Specific Benefits

John is able to gift Content to his friends.
Jane and Mike can receive Content without paying for it.
Content Provider benefits from offering a compelling Content download service that attracts users but prevents unauthorized transfer of Content.
5.1.3 Pre-conditions

None.


5.1.4 Post-Conditions

The Receiver Device is able to use the transferred Rights.
After a successful transfer of the Rights to the receiver Device, the sender Device will no longer be able to use the amount of Rights which were transferred. If the transfer is not successful, the receiver Device will not be able to consume the Content.
The receiver Device may move DRM Contents and associated Rights further to another Device if the received Rights allow it. 
5.1.5 Normal Flow








5.3.1.1 Whole Move
1. John uses his mobile phone and browses for the latest hit MP3 song from his Content Provider.

2. John indicates that he want to gift the song.

3. The Rights that the Content Provider creates for the MP3 song includes the Move permission.

4. John downloads the latest hit MP3 song and associated Rights.

5. John meets Jane and tells her he is giving her the lastest hit MP3.

6. John’s mobile phone and Jane’s portable MP3 player connect and authenticate each other.

7. John’s mobile phone Moves the latest hit MP3 song and its Rights to Jane’s portable MP3 player.

8. Jane can now play the latest hit MP3 song on her portable MP3 player but John cannot play it on his mobile phone.

5.3.1.2 Partial Move

1. John uses his mobile phone and browses some videos available from his Content Provider.

2. John selects one that he wants to buy, but only view 10 times but that he might want to share.

3. The Rights that the Content Provider creates for the video has a render constraint of 10 times but with a Move permission.

4. John downloads the video and associated Rights.

5. John views the video once.

6. John visits Mike and tells him about the cool video he has. Mike wants to see the video on his PC.

7. John’s mobile phone and Mike’s PC connect and authenticate each other.

8. John’s mobile phone Moves the video and the Rights for one play of the video to Mikes PC.

9. Mike can now view the video once on his PC. John can now only view it 8 more times.
Revise Use Case 2 in the current SCE RD as follows.

5.2 Use Case 2: Import Authorization and Revocation
5.2.1  ASK  \* MERGEFORMAT Short Description

 Jacob gets service from a local cable TV provider. The cable TV provider provides content that is protected by a non-OMA DRM system. Jacob informs his cable TV provider that he has one or more Devices from which he wishes to access the content provided by the provider.  To access the content, the cable TV provider requires that the Devices obtain authorization from the provider. The cable TV provider explicitly authorizes the ability to make its content available to these Devices via OMA DRM Import.
  

 The non-OMA DRM protected content from the cable TV provider, which has been downloaded to Jacob’s set-top box (STB), can now be made available to his authorized Devices. Jacob connects one of his OMA Devices to the STB via USB and downloads the Imported-Content on the Device. Jacob can now render the Imported-Content on the Device while adhering to the licensing terms of the original content.  Also, Jacob is able to directly share the Imported-Content with his other authorized Devices.
 After some time, Jacob loses one of his Devices.  Via the STB, Jacob is able to revoke the lost Device’s authorization to access Imported-Content on the STB.
5.2.2 Actors

	Cable TV Provider
	An entity that provides non-OMA DRM content to its subscribers.

	STB
	A set-top box provided by the Cable TV Provider that renders the non-OMA DRM content received from the Provider. It can also deliver Import-Content to Devices.

	Jacob
	A User that owns several Devices and receives service from the Cable TV Provider.

	Mobile Phone
	A Device that belongs to Jacob.

	Portable Video Player
	A Device that belongs to Jacob.


5.3.2 Actor Specific Issues
Jacob, via the STB, can browse for Imported-Content that is available to be downloaded.

The STB may implement the LRM functions, but the LRM may also be physically separate from the STB.


5.3.3 Actor Specific Benefits
Jacob can use Imported-Content on his authorized Devices.

Upon losing a Device, Jacob is able to prevent the lost Device from further access to new Imported-Content from the STB.


5.3.4 Pre-conditions


Jacob has an STB and gets service from a cable TV provider. The STB has received and stored non-OMA DRM protected content.

Jacob’s STB and Devices all support a means of communicating with each other (e.g., USB , WiFi and/or Bluetooth).

5.3.5 Post-conditions

Jacob’s Devices are authorized by the Cable TV Provider to access Imported-Content.

Imported-Content is available for download on the Jacob’s STB.

Lost Devices can no longer access new Imported-Content stored in the STB.

5.3.6 Normal Flow












5.3.6.1 Authorization


For each Device that Jacob wants to render Imported-Content, he does the following (just once):

1. Connects the Device to the Cable TV Provider

2. Gets authorization from the Cable TV Provider

5.3.6.2 Download

When Jacob wants to render Imported-Content on one of his authorized Devices, he does the following:

1. Jacob saves the non-OMA DRM protected content that he wants to his STB.

2. Jacob, via the STB, browses for content he wants to render on one of his Devices.

3. Jacob connects his Device to the STB via some communications link such as USB or Bluetooth.

4. Jacob downloads the selected Imported-Content to his Device.

5. Jacob renders the Imported-Content on his Device.

6. Jacob is able to directly share the Imported-Content with his other authorized Devices.

5.3.6.3 Revocation

1. Jacob loses on of his authorized Devices.

2. Via the STB, Jacob selects the lost Device and revokes it
.

5.3.7 Alternative flow



1. 
2. 
3. 
4. 
Alternative 2
:


5. 
6. 
7. 
8. 
9. 
10. 
Alternative 3:

Jacob may have created a User Domain that includes his Devices.  The flow becomes as follows:

11. 
12. 
13. 
14. 
15. Jacob gets authorization for his User Domain from the cable TV provider.
16. Jacob downloads OMA-conformant video clip from STB to his mobile phone.

17. Jacob is able to view the video clip on the mobile phone.

18. Jacob is able to share directly the video clip with his portable video player. 

Alternative 4:

The flow in this alternative assumes that the LRM functions are implemented to be physically separate from the STB:

19. A video protected by non-OMA DRM is downloaded from Upstream Operator into STB.

20. Jacob browses the STB and decides to see video clip on his mobile phone.

21. Jacob makes request to cable TV provider for authorization to see video on his Devices.

22. Jacob is informed of the Devices’ authorization to access non-OMA DRM video.

23. Jacob downloads OMA-conformant video clip from LRM
 to mobile phone.

24. Jacob is able to view the video clip on his mobile phone.

25. Jacob is able to share directly the video clip with other devices in the Jacob’s group of authorized devices
.
Revise Use Case 3 in the current SCE RD as follows.

5.3 Use Case 3: Sharing in User Domains
5.3.8  ASK  \* MERGEFORMAT Short Description

John owns several Devices, including a networked Home Media Center entertainment system and a number of handheld devices with varying degrees of network connectivity (mobile phone, portable player, etc.)  John would like to play any of his content (regardless of where it was purchased) on any of his Devices.
5.3.9 Actors

	John
	A User that owns a set of Devices on which he want to access his Content.

	Content Provider
	An entity that provides Content and its associated Rights.

	Operator
	A Domain Authority that provides Domain Policies.

	Cell Phone
	A cell phone that is one of John’s Devices.

	PC
	A Personal Computer that is one of John’s Devices. The PC also contains a Domain Enforcement Agent.

	Portable Player
	A portable MP3 player that is one of John’s Devices.

	Home Media Center
	A component that can hold, distribute and render content. It is one of John’s Devices.

	
	

	
	

	
	

	
	

	
	

	
	

	
	


5.3.10 Actor Specific Issues

The Content Provider would like to offer a compelling content download service but prevent unauthorized use of their content.

John wants as few restrictions as possible on the distribution and consumption of Content on his own Devices. He also wants as little User Domain management tasks as possible.
5.3.11 Actor Specific Benefits


 John needs to add his Cell Phone, PC, Portable Player and Home Media Center to his User Domain only once. John may use any Device in his User Domain to purchase Content for his User Domain from any Content Provider and is able to freely share his Content on any of his Devices. 

The Content Provider can allow free replication and consumption of Content among the limited set of Devices in a User Domain and limit distribution and consumption to Devices outside the User Domain. This feature increases the attractiveness of the content download service and increases usage rates.

5.3.12 Pre-conditions

John owns a number of Devices. These Devices can communicate with each other to allow User Domain Content to be shared between the Devices.

The Content Provider supports User Domains.
5.3.13 Post-conditions

John has created a User Domain that includes his Cell Phone, PC, Portable Player and Home Media Center.
John has acquired User Domain Content on one (or more) of the Devices in his User Domain.
John is able to share his User Domain Content with to all the Devices in his User Domain.
5.3.14 Normal Flow

5.3.14.1 User Domain Creation

To create his User Domain, John performs the following steps:

1. Via his PC, John browses the Operator’s list of Domain Policies.

2. John selects a Domain Policy appropriate for his situation.

3. The Operator provides a Domain Policy to the DEA in John’s PC.

4. The PC (via its DEA), creates the John’s User Domain, automatically adding itself to the User Domain.

5. John connects his Cell Phone, Portable Player and Home Media Center to his PC and adds them to his User Domain. The PC (via its DEA) makes sure that John cannot add more Devices than are allowed in the Domain Policy.

5.3.14.2 Content Acquisition

To acquire Content for his User Domain, John performs the following steps:

1. John uses his Cell Phone to browse the catalog of a Content Provider.

2. John selects a piece of Content he wishes to purchase.

3. John indicates he wants to purchase the Content for his User Domain and provides his Domain Policy.

4. If the Domain Policy is acceptable to the Content Provider, it provides John with a User Domain Rights Object along with the Content.

5. If the Domain Policy is NOT acceptable to the Content Provider, it informs John and it can give John the option of acquiring a Device Rights Object.

5.3.14.3 Content Sharing

Now that John has acquired User Domain Content, he wants to share it with his other Device in his User Domain. He has the following two options:

1. He can connect his Cell Phone to each of his other Devices and transfer the Content to each Device.
2. He can upload the Content and its corresponding User Domain Rights Object on a common server such as the PC or Home Media Server. John then connects the other Devices to the PC (or Home Media Server) and downloads the Content and User Domain RO.
1. 
2. 
3. 
4. 
5. 
6. 
7. 
8. 
9. 
5.3.15 



5.3.16 


Revise Use Case 4 in the current SCE RD as follows.

5.4 Use Case 4: Ad Hoc Sharing of Content
5.4.1  ASK  \* MERGEFORMAT Short Description

Jacob, John and Mary are attending a party at Mike’s house with some other friends. Mike has a big-screen TV and a Home Media Center. The friends would like to see John’s videos on the big-screen TV and listen to Jacob and Mary’s audio files on Home Media Center. Jacob and Mary bring their mobile phones, each containing several audio files, to the party.  Creating a User Domain that includes all the Devices at the party seems overkill.  John, Jacob, Mary and Mike would like to take advantage of the Ad Hoc Sharing feature offered by their Content Providers that enables them to share their Content with their friends.
5.4.2 Actors

	
	

	
	

	
	

	
	

	Jacob, John and Mary
	Users with Devices who are attending Mike’s party.

	Mike
	A User who owns several Devices and is throwing a party.

	Phyllis
	A User who owns a mobile phone. She cannot the party because she is sick.

	Mobile Operator
	An entity that provides mobile phone service and a Content download service to its subscribers. It serves as a proxy to the Content Provider

	Content Provider
	An entity that provides Content and its associated Rights.

	Mobile Phone
	A portable Device and phone that can render audio and video. John, Jacob and Mary all own mobile phones.

	Big Screen TV
	One of Mike’s Devices that can render and store video Content.


5.4.3 Actor Specific Issues
Jacob, John, Mary and Mike would like to make use of their purchased Content with as few restrictions as possible on how they can share and render it.

The mobile operator would like to offer a compelling content download service to its subscribers.

The content provider would like to encourage increased content purchases while preventing unauthorized use of its content.




5.4.4 Actor Specific Benefits
John is able to share his purchased content with friends in a variety of situations.

The Ad Hoc Sharing feature increases the attractiveness of the mobile operator’s content download service and increases service subscription
.

Mobile operator benefits by offering a compelling service that includes phone and Content download.

Content provider benefits by offering a compelling Content download service that attracts users but prevents unauthorized transfer of Content..

5.4.5 Pre-conditions
Jacob, John, Mary and Mike’s Devices support  short-range connectivity allows each Device to browse the available sharable Content on the other Devices.





The mobile operator and content provider support the Ad Hoc Sharing of Content.

5.4.6 Post-conditions
All the friends are able to browse and render the Content on each other’s Devices.


5.4.7 Normal Flow  
1. Mike has invited Jacob, John and Mary to a party he is giving. He acquires a music video that is stored on his big screen TV. The music video has the Rights that allow it to be shared on an ad hoc basis.
2. Jacob purchases an audio file from his mobile operator.  His Rights to the audio file include the ability to share it on an ad hoc basis with other Devices.
3. On his way to the party at Mike’s house, John purchases a music video on his mobile phone.  He selects a set of Rights that allows him to share the video on an ad hoc basis with other Devices.

4. Jacob and John arrive at the party, where Mary is also a guest.  
5. Mary’s mobile discovers the devices of her friends at the party and is authenticated to enable Ad Hoc Sharing of Content.
6. Mary’s mobile browses the sharable Content available to be rendered on all the guest’s Devices.  
7. She chooses John’s new music video to be displayed on the Mike’s big screen TV.  
8. Jacob is outside on the balcony when handset discovers Mike’s big screen TV. He browses and discovers the music video.

9. Jacob plays Mike’s music video on his mobile phone.

10. Jacob leaves the party.  Mike’s music video can no longer be played his mobile phone.
5.4.8 Alternative flow

When Jacob leaves the party, he can play the Mike’s music video on his mobile phone for a limited time, as allowed by the rights granted to the big screen TV when sharing was initiated. 

In step 6, after sharing his video with Mary, John exchanges instant messages with his friend Phyllis, who is sick and not able to attend the party.  She also wants to share his video.  Since the Ad Hoc Sharing rights that John purchased for the video do not include a proximity constraint, John’s mobile phone is able to provide Phyllis’s mobile with Rights to play the video for two hours.













�As stated elsewhere, this implies yet another type of domain that is managed by the cable TV operator.


�As stated elsewhere, this implies another type of domain.


�Is this another type of domain?


�If a lost revoked Device is found, can it be un-revoked? Or does it have to be re-authorized?


�If the Device is always authorized while connected to the STB, then it does not matter if the STB itself is doing the authorization or if the Cable TV Provider is doing the authorization with the STB being a proxy.


�How does Jacob know which LRM to download from?


�Again, is this a new type of domain?


�Use Case 2 is already about non-OMA DRM, no need to introduce it again.


�There is no proof that content purchase will increase.
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