Doc# OMA-DLDRM-2006-0063R01-CR-triggernonce-clarification.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-Template-ChangeRequest-20060101-I.doc
Change Request



Change Request

	Title:
	Trigger Nonce Clarification
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	BAC DLDRM

	Doc to Change:
	OMA-TS-DRM-DRM-V2_0-20060303-A

	Submission Date:
	21 Mar 2006

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Eike Dehde, CoreMedia, Eike.Dehde@CoreMedia.com

	Replaces:
	n/a


1 Reason for Change

PR0019 raised the issue that the text in section 5.2.1 doesn’t match the actual ROAP XML Schema (as specified in OMA-DRM-ROAP-V2_0-20060303-A.xsd) which defines:
<complexType name="Request" abstract="true"> 
<attribute name="triggerNonce" type="roap:Nonce"/> 
</complexType>

This CR tries to fix this by adding the triggerNonce also to the ROAP-RegistrationRequest PDU with some simplified wording (e.g. add to every request PDU).
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The author recommends that this CR be agreed by the group and incorporated into a future version of the DRM specification.

6 Detailed Change Proposal

Change 1:  Section 5.2.1 update - triggerNonce in all request PDUs
The <nonce> element provides a way to couple ROAP triggers with ROAP requests. RIs MUST include a <nonce> element in "LeaveDomain" triggers. If the value of the triggerNonce attribute in the subsequent Leave Domain Request is not equal to the <nonce> element in the "LeaveDomain" trigger, the RI MUST discard the received Leave Domain Request.  RIs MUST follow the guidelines for nonces as expressed in Section 5.3.10.

If the ROAP trigger holds a <nonce> element, a Device MUST include the <nonce> value as a triggerNonce attribute in all subsequent ROAP request PDUs.

The DRM Agent MUST use the URL specified by the <roapURL> element when initiating the ROAP transaction.  The <roapURL> is used in conjunction with the protocol indicated in the <roapTrigger> element The <roapURL> is also used in conjunction with any other implicitly triggered ROAP protocol (See 5.1.7). The bulleted list below describes which ROAP PDU is explicitly selected by the <roapTrigger> element. 

· If the <roapTrigger> element carries a <registrationRequest> element, the PDU MUST be a ROAP-DeviceHello PDU.
· If the <roapTrigger> element carries an <roAcquisition> element, the PDU MUST be a ROAP-RORequest PDU. 
· If the <roapTrigger> element carries a <joinDomain> element, the PDU MUST be a ROAP-JoinDomain PDU. 
· If the <roapTrigger> element carries a <leaveDomain> element, the PDU MUST be a ROAP-LeaveDomain PDU. 
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