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1 Reason for Change

Recent discussion on the DLDRM mailing list has demonstrated that the requirements about when a DRM Agent is required to verify the DCF Hash are ambiguous.

Section 9.1 of OMA-TS-DRM-DRM-V2_0-20060303A implies that a DRM Agent must calculate and verify the DCF Hash every time the DRM Agent grants access to the DCF according to a rights object <asset> which contains a DCF Digest.

However, it seems probable that original intent is that the DCF hash should only be calculated when acquiring rights. From a practical viewpoint this makes sense. Obviously the reason for having DCF Integrity Protection is for security reasons. The DCF Hash provides an integrity guarantee for the DCF; ensuring it has not been tampered. 

The primary need for this integrity protection is to protect against Super Distribution of tampered content. A user cannot gain anything by locally tampering a DCF. However, if a DCF is modified and superdistributed there can be issues. The primary attacks would probably be based around modification of the ContentID and/or RightsIssuerURL in a DCF.  This could lead to the user being redirected to a "fake" RI website; or may result in the user buying rights that are unusable.
R01: Added additional clarification regarding “DCF availability on the Device”

R02: Modified the requirement that a DCF Hash MAY be generated and sent in the RO Request; such that it SHOULD be sent. This is to create consistency with section 5.4.3.1.1 which states SHOULD for the same requirement.
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

n/a

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The author recommends that this CR be reviewed and agreed by the group and incorporated into the first revision of the approved DRM 2.0 specification.

6 Detailed Change Proposal

Change 1:  Section 9.1 Protection of Content Objects

The Content Objects are protected by symmetric key encryption. The details of the content format are specified in [DRMCF-v2] document. Protecting content confidentiality is a key part of the DRM system. Only the intended Devices must be able to decrypt the content. To accomplish this content protection, the Rights Issuer MUST encapsulate the Content Encryption Key (CEK) in a Rights Object. This Rights Object, in turn, is protected as described in Section 7.2 to ensure that only the intended Devices may access the CEK and therefore the Protected Content.

For integrity protection of the DCF, a cryptographic hash value of the DCF SHOULD BE (if the Device is in possession of the DCF) generated and sent to the Rights Issuer for validation during RO acquisition (see Section 5.4.3.1.1
). Also the DCF Hash MAY BE inserted into a Rights Object by the Rights Issuer. This hash value MUST BE generated according to the DCF hash calculation procedure specified in section 12.4. If the Rights Object contains a DCF hash value, DRM Agents in client Devices MUST verify once that this hash value is identical to the hash value calculated by the DRM Agent over the DCF. If the hash values are not identical, the DRM Agent MUST prohibit the DCF from being decrypted and used. 
To summarize Devices are expected to calculate a DCF Hash:

· Once when initiating 2-pass RO Acquisition if the DCF is available on the device; and 

· Once before allowing access to the content for the first time after a new RO is received if the RO is delivered via another method than 2-pass RO Acquisition or if the DCF is not available on the device at the time of sending the RO Request.

In a progressive download scenario, the DRM Agent can complete hash verification only after the complete DCF has been received and possibly after DCF decryption has started. The DRM Agent MUST discontinue DCF decryption and use, if the hash verification fails.
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