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1 Reason for Change

After approval of OMA-DLDRM-2006-0206R02-RI-support-multiple-public-keys two issues where found and discussed on the DLDRM mailing list. To solve those problems this CR shall replace OMA-DLDRM-2006-0206R02-RI-support-multiple-public-keys.  
It was found out that there are good reasons to always have the RI ID calculated from the RIs public key.

If it is allowed for an RI to choose any ID, it would be possible to setup a fake ROAP server having the same RI ID as another 'real' ROAP server.

This fake ROAP server could then issue parent ROs that would be linked to the child ROs of the real ROAP server by the DRM Agent.

To avoid this DRM Agents must always check an RI ID against the calculated hash of the corresponding RI public key. This would close the security hole because it is nearly impossible to find a public (and private) key that leads to the same hash (i.e. RI ID).

This also means that a server supporting two PKIs can not have one RI ID if the public keys are different.

The scenario of setting up a 'fake' server is possible, if the user can install additional trusted roots on a device (to have the 'fake' RI under this root) or if the device comes along with a set of trusted roots and for some reason the private key of one of them becomes public. As it is possible that a PKI provider is not reputable the installation of this PKI on the device may not influence the other installed PKIs.

Another thing is that if an RI would have two RI IDs it is not possible for a DRM Agent to register with both of them.

This does not work because a RegistrationRequest does not contain the RI ID. The server is free to choose one of its RI IDs and might always choose e.g. RI_ID_A although the DRM Agents wants to register with RI_ID_B. This is a problem if the DRM Agent receives an RO Acquisition trigger for RI_ID_B, but can't get an RI context for RI_ID_B.

Therefore we do not see that multiple RI IDs for one server can work in OMA DRM v2.0.

OMA-DLDRM-2006-0206R02-slides-on-RI-support-multiple-public-leys.ppt makes some suggestions on how to solve this issue with a change of the ROAP schema in OMA DRM v2.1.

For OMA DRM v2.0 we suggest to have only one RI ID that must be calculated from the RIs public key. Therefore the RI must only have one public key that may be included into multiple certificates issued by different PKIs. Also it is allowed for the server to have additional trusted root certificates (without a complete chain) installed to validate DRM agent certificate chains chaining back to those roots. For this scenario the DRM agent must trust the root of at least on of the server’s certificate chains additionally to its own trusted root.

To support multiple RI IDs and multiple public keys it is suggested to setup multiple RIs using different RI URLs. This can also be useful to control under which trust model content may be distributed.

During registration the DRM agent must check the RI ID received against the calculated hash value of the received RI public key.

2 Impact on Backward Compatibility

For devices there is no problem regarding backward compatibility. Existing devices can still fully be used with old and new servers. The only thing is that devices that do not implement this CR and that do support multiple PKIs have the above described security gap that may possibly be use for attacks.
For existing servers that support multiple PKIs and use multiple RI IDs, this clarification is needed, because such an implementation can not work properly as described above. There is no problem regarding backward compatibility, because servers can still work with old and new devices after implementing this CR.
3 Impact on Other Specifications

n/a

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The author recommends that this CR be agreed by the group and incorporated into the first revision of the approved DRM 2.0 specification.

6 Detailed Change Proposal

Change 1:  5.4.2.2 RI Hello
…

RI ID identifies the RI to the Device. The only identifier currently defined is the hash of the Rights Issuer’s public

key info, as it appears in the certificate (i.e. the hash of the complete DER-encoded subjectPublicKeyInfo

component in the Rights Issuer’s certificate). The default hash algorithm is SHA-1.

 This information is part of the RI Context.
…

Change 2:  5.4.2.4 Registration Response

…

Certificate chain: This parameter MUST be present unless the preceding ROAP-RegistrationRequest message

contained the Peer Key Identifier extension, the extension was not ignored by the RI, and its value identified the

RI's current key. When present, the value of a Certificate Chain parameter shall be a certificate chain including

the RI's certificate. The chain MUST NOT include the root certificate. The RI certificate must come first in the list.

Each following certificate must directly certify the one preceding it. If the Device indicated trust anchor

preferences in its ROAP-RegistrationRequest message, the RI SHOULD select a certificate and chain which

chains back to one of the trust anchors in the Device's list. This mimics the features of [RFC3546]. For security reasons the Device MUST discard the Registration Response if the hash of the complete DER-encoded subjectPublicKeyInfo component in the received RI certificate does not match the value of the RI ID from the preceding RI Hello message.
… 
Devices and Rights Issuers MUST store the Device ID and RI ID that have been negotiated after the successful registration protocol run. 

…
Change 3:  5.4.3.2 RO Response
…

Certificate Chain: This parameter MUST be present unless a preceding ROAP-RORequest message contained the Peer Key Identifier extension, the extension was not ignored by the RI, and its value identified the RI's current key. When present, the value of a Certificate Chain parameter shall be as described for the Certificate Chain parameter of the ROAP-RegistrationResponse message

The Device SHOULD check if the RI certificate chain received in this parameter corresponds to stored certificate verification data for this RI. If so, the Device need not verify the RI certificate chain again, otherwise the Device MUST verify the RI certificate chain and MUST compare the hash of the complete DER-encoded subjectPublicKeyInfo component in the received RI certificate with the RI ID from the request. If an RI certificate is received that is not in the stored certificate verification data for this RI, and if the expiry time of the received RI certificate is later than the RI Context for this RI, and the certificate status of the RI certificate as indicated in the OCSP response is good, then the Device MUST verify the complete chain and SHOULD replace the stored RI certificate verification data with the received RI certificate data and set the RI context expiry time to that of the received RI certificate expiry time. 
…

Change 4:  5.4.4.2 Join Domain Response

…

Certificate Chain: This parameter MUST be present unless a preceding ROAP-JoinDomainRequest message contained the Peer Key Identifier extension, the extension was not ignored by the RI, and its value identified the RI's current key. When present, the value of a Certificate Chain parameter shall be as described for the Certificate Chain parameter of the ROAP-RegistrationResponse message. 

The Device SHOULD check if the RI certificate chain received in this parameter corresponds to stored certificate verification data for this RI. If so, the Device need not verify the RI certificate chain again, otherwise the Device MUST verify the RI certificate chain and MUST compare the hash of the complete DER-encoded subjectPublicKeyInfo component in the received RI certificate with the RI ID from the request. If an RI certificate is received that is not in the stored certificate verification data for this RI, and if the expiry time of the received RI certificate is later than the RI Context for this RI, and the certificate status of the RI certificate as indicated in the OCSP response is "good," then the Device MUST verify the complete chain and SHOULD replace the stored RI certificate verification data with the received RI certificate data and set the RI context expiry time to that of the received RI certificate expiry time.
…
Change 5:  16.2 Trust Model

The OMA DRM trust model is built on a PKI. A Rights Issuer trusts a DRM Agent to behave correctly if the DRM Agent's certificate is verifiable by the Rights Issuer and not revoked. Similarly, a DRM Agent trusts a Rights Issuer to behave correctly if the Rights Issuer's certificate is verifiable by the DRM Agent and not revoked.

Devices and Rights Issuers may support multiple PKIs. This means that Devices and Rights Issuers may have multiple certificate chains and/ or multiple trusted root certificates installed.

16.2.1 RIs supporting multiple PKIs

If Rights Issuers are using multiple certificate chains signed by different PKIs the same private/ public key pair MUST be used for each of those PKIs. This leads to one unique RI ID for the Rights Issuer.
Rights Issuers may have additional trusted root certificates from other PKIs installed without having a key pair signed by one of those PKIs. Such a trusted root certificate can be used to validate device certificate chains issued under that root of trust. For this scenario it is required that the device trusts one of the roots the server has certificate chains for.
To support multiple RI IDs and multiple public keys it is suggested to setup multiple RIs using different RI URLs with different Fully Qualified Domain Names. This can also be useful to control under which trust model content may be distributed.
16.2.2 Devices supporting multiple PKIs

Devices may have multiple and different key pairs signed by multiple PKIs, what means that they may have multiple Device IDs.
Devices may have additional trusted root certificates from other PKIs installed without having a key pair signed by one of those PKIs. Such a trusted root certificate can be used to validate RI certificate chains issued under that root of trust. For this scenario it is required that the RI trusts one of the roots the Device has certificate chains for.
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