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1 Reason for Change

As agreed in DRM CC, this CR proposes several changes to the DRM 2.0 AD to correct some editorial inconsistencies and clarify some issues in two diagrams:

· Steps 4/5 in figure 4 don’t match with steps 4/5 in the text. Moreover, the normal flow is completed at the end of third step and the next two additional steps concerns to some alternative flows.

· Steps 4/5 in figure 6 are different in the diagram than in the text. Furthermore, according to the text the transcription is done in the non-OMA DRM Agent whereas the diagram shows that this is made by the OMA-DRM Agent.

Some changes are proposed in the text. Figure 6 has been changed as well.

2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend that the group approves the changes proposed within this CR

6 Detailed Change Proposal

Change 1:  6.3. Streaming Media use case

6.3.   Streaming Media

For distributing protected streams, the streaming token is acquired from the Content Issuer portal and the access to the streams is governed by the associated Rights Object. The client, after receiving the session headers, can connect to the Rights Issuer and acquire the necessary Rights Object, which in turn will provide the necessary information for the client to be able to decode the streams and render the content. The interaction diagram below illustrates the flow of events and the technical elements necessary for this solution.
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Figure 4: DRM Protected Streaming Service

1. The client connects to the Content Issuer portal and browses for content of interest. Client selects the streaming service of interest, possibly indicates the payment mode, and downloads the streaming token. 

2. The Client requests rights by connecting to the Rights Issuer and initiating the Rights Object Acquisition Protocol to acquire the rights for the streamed content. On successful completion of the protocol, the client obtains the Rights Object for the streaming service.

3. The Client connects to the Streaming server and initiates the streaming session.  After the stream is initiated, the Client will have the stream properties available.  The DRM properties will be included in these stream properties (except for the case of an SDP description token, where the properties are already contained in the token). 

4. 

Alternative model 1: push streaming token
4. An alternative scenario is the subscription push, where the streaming token is pushed into the Client with the ‘silent’ header (“in-advance”) and the Client, on reception of the streaming token, connects to the Rights Issuer to trigger the Rights Object Acquisition Protocol. On completion of this protocol successfully, the Rights Object is issued to the client. Thus , the streaming session could be initiated.  

Alternative model 2: push streaming token and rights

5. Another mode of delivering streaming services is the subscription push of both streaming token and rights. In this model, the client has an established subscription and charging agreement with the Rights Issuer in place. As a result of this, the Rights Issuer can push both streaming content and Rights Objects to the clients on a regular interval so the streaming session could be initiated.
Change 2:  6.5. Export use case 

6.5. Export

DRM Content may be exported to some other DRM system, for use on devices that are not OMA DRM compliant but support some other DRM mechanism – e.g. export to copy protected media. The rights issuer may limit export only to specific external DRM systems. 

The capabilities of the other DRM system can be provided to the Content Portal so the downloaded content and rights are compatible with the target DRM system. This downloaded content is stored and managed on the original device for later export to a consuming device. OMA DRM does not define how to translate from OMA DRM to other protection mechanisms. It merely allows Rights Issuers to, if they wish, express permission for DRM Agents with such a capability to do so.

The interaction diagram below illustrates the flow of content and rights in this model.
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Figure 6: Export

1. The client initiates a browsing session with the Content Portal. The client selects the specific content for future export from the content offerings on the portal.  The content should be suitable for the target DRM system.   Subsequently, the client downloads the DRM Content from the portal to local storage.

2. Device D1 now connects to the RI to acquire the rights for the content.   The rights issued are compatible with the usage rules of the target DRM system.

3. The User wants to transfer the DRM Content to Device D2 that has a different (non-OMA) DRM system using local connectivity or removable media. The OMA DRM Agent checks the permissions described in the Rights Object to determine whether the Rights Issuer allows the content to be exported to the target DRM system, whether its content type is appropriate, and whether its usage rules are compatible with the target DRM system.

4. The OMA DRM Agent transcribes the OMA DRM compliant content and rights into content and rights that comply to the other (non-OMA) system, according to the specific rules defined by the Rights Issuer, whereby the resulting rights in the other DRM system maintain consistent with the provided rights in the original Rights Object. 

5. The OMA DRM Agent transfers the content and rights resulting from the transcription to the other (non-OMA) DRM Agent. The user is now able to securely use this content on device D2.
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