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1 Reason for Change

In Beijing Meeting (August 2006), the CR-2006-0320R02 has indicated that the silent (or automatic) Device Registration and the silent (or automatic) Domain Join for Unconnected Device are not possible. The CR-2006-0320R02 also has proposed two possible candidate solutions to fix this bug in DRM v2.0 TS and recommend one of them as the solution to this bug (to look at the details about this issue, see the document - OMA-DLDRM-2006-0320R02-CR_DRMv2.0 Silent Device Registration for Unconnected Device.ppt). This CR is the wrap up for the CR-2006-0320R02 to reflect this fix into DRM v2.0 TS.
Two candidate solutions are summarized as follows:

Candidate Solution 1 (complex):
1) To make HTTP GET possible over OBEX protocol so that Unconnected Device is able to initiate HTTP GET to ask ROAP Trigger to RI.
2) In the HTTP GET message, Unconnected Device should be able to add a parameter to indicate that it needs proxy=”true” in the ROAP Trigger when riURL in roap:ROPayload is used.

This solution needs to change OBEX protocol so that OBEX is able to deliver HTTP GET message from Unconnected Device to Connected Device. It also needs to add the parameter (proxy=”true”) to the HTTP GET message so that the ROAP Trigger includes this attribute (proxy=”true”). The above two requirements will affect big changes on the current DRM v2.0 TS and implementations already done.
Candidate Solution 2 (simple):

Add the following description to Section 14 in DRM v2.0 TS:
“In the case of Unconnected Device, for silent Device Registration or silent Domain Join (include Upgrade), the Unconnected Device may need to indicate to user that he/she needs to use a Connected Device to initiate a Device Registration or Domain Join.” 

This solution means that silent Device Registration or silent Domain Join is not allowed for Unconnected Device. The Unconnected Device needs to display a message indicating that user needs to use his/her Connected Device for Device Registration or Domain Join for Unconnected Device.
This solution would impose a minimal change on the descriptions in DRM v2.0 TS and implementations already done.

Suggestion:

This CR document would like to suggest to reflect the Candidate Solution 2 (the simple one) to the current DRM v2.0 TS even it is not a perfect solution but rather a tentative solution because it is simple and does not impose big changes on the current DRM v2.0 TS and implementations already done. 
Also, we suggest further discussion if the Candidate Solution 1 (the complex one) can be added to DRM v2.1 TS as the final solution because the Candidate Solution 2 (the simple one) is not perfect.

2 Impact on Backward Compatibility

n/a

3 Impact on Other Specifications

n/a

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The author recommends that this CR be agreed by the group and incorporated into the proposed DRM 2.0 specification.

6 Detailed Change Proposal

Change 1:  
14. Unconnected Device Support

The following section identifies how a Connected Device can act as an intermediary to assist an Unconnected Device to purchase and download content and Rights Objects. This Functionality enables, for example, a portable mobile Device that does not have inherent network connectivity to acquire content and associated rights. This functionality builds on the Domain concept as described in section 7.

An Unconnected Device SHALL be capable of connecting to a Rights Issuer via a Connected Device using an appropriate protocol over a local connectivity technology. E.g. OBEX over IrDA, Bluetooth or USB as specified in section 8.

Unconnected Devices MUST support the 4-pass Registration protocol as specified in section 5.4.2. 

Unconnected Device MUST support Domain Join and Domain Leave protocols as specified in section 5.4.4.

Unconnected Devices that do not support DRM Time SHALL NOT send RO Acquisition Request messages as specified in section 5.4.3.1.

A Connected Device MAY also implement Unconnected Device functionality.

Connected Devices SHALL be capable of directly connecting to a Rights Issuer using an appropriate protocol over an appropriate wide area transport/network layer interface (e.g. HTTP over TCP-IP).
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Figure 11: Unconnected Device Registration and Domain Establishment

The above diagram shows how an Unconnected Device establishes an RI Context (Registration) and is added to the Domain: XYZ.  In the above diagram it is assumed that the Connected Device has already performed the required steps in order to join the Domain: XYZ.

1. The user initiates a browsing session from the Connected Device to an RI.  The user indicates to the RI that they would like to add an Unconnected Device to the Domain: XYZ (how this is achieved is outside of the scope of this specification).  

2. The RI returns a ROAP Trigger of type joinDomain to the Connected Device and includes the proxy attribute with the value set to “True”.

3. Upon receipt of the ROAP Trigger, the Connected Device determines that the ROAP Trigger is intended for an Unconnected Device (through examination of the proxy attribute).  At this point the Connected Device SHALL maintain the connection to the RI and attempt to establish an OBEX connection to the Unconnected Device's OBEX server.  Once the OBEX connection is established the Connected Device MUST send the ROAP Trigger in an OBEX PUT operation.  The Connected Device MUST extract the roapURL from the ROAP Trigger and store for later use.

If it is not clear to the Connected Device which Unconnected Device should receive the ROAP trigger (e.g. because the Connected Device is already in communication with more than one Unconnected Device) then the Connected Device SHOULD display a list of the Unconnected Devices to the user (using user friendly identifiers for the Unconnected Devices) and request the user to select the Unconnected Device that the user wishes to be joined to the Domain). The Connected Device MUST attempt to establish an OBEX connection to the OBEX server of the user-selected Unconnected Device.

4. Upon reception of the joinDomain ROAP Trigger the Unconnected Device MUST determine whether it has an RI context with the RI or not.  If the Unconnected Device does not have an RI context with the RI indicated in the ROAP trigger the Unconnected Device MUST send a ROAP-DeviceHello message in the OBEX response to the Connected Device.  The Connected Device SHALL forward the message to the roapURL as specified in the ROAP Trigger, re-using the maintained connection if possible. If the Unconnected Device has an RI Context then steps 5-7 do not apply.

5. The RI MUST respond with a ROAP-RIHello message which the Connected Device MUST send to the Unconnected Device’s OBEX server in an OBEX PUT operation

6. The Unconnected Device MUST respond with a ROAP-RegistrationRequest message in the OBEX response to the Connected Device. The Connected Device SHALL forward the message to the roapURL as specified in the ROAP Trigger re-using the maintained connection.

7. The RI MUST respond with a ROAP-RegistrationResponse message which the Connected Device will send to the Unconnected Device’s OBEX server in an OBEX PUT operation

8. Upon successfully establishing an RI context, the Unconnected Device MUST send a ROAP-JoinDomainRequest message in the OBEX response to the Connected Device. The Connected Device SHALL forward the message to the roapURL as specified in the ROAP Trigger, re-using the maintained connection.

9. The RI MUST respond with a ROAP-JoinDomainResponse message which the Connected Device MUST send to the Unconnected Device’s OBEX server in an OBEX PUT operation.

10. The Unconnected Device MAY respond with an OBEX Disconnect or MAY respond with an OBEX message containing the code 0xA0 and no Body (or End of Body) header. Upon reception of the OBEX Disconnect operation, the Connected Device SHALL close the connection to the RI.  The Connected Device MAY close the connection to the RI when receiving a response to a PUT request with response code 0xA0 and no Body (or End of Body) header.

In the above diagram and text it is assumed that no ROAP specific errors occur during the ROAP session.  If ROAP specific errors occur during the ROAP session then the Unconnected Device SHOULD use the value of the status parameter as defined in section 5.3.6 and act accordingly.

Once an Unconnected Device has successfully registered and joined the same Domain as the Connected Device then the Connected Device can acquire content and rights on behalf of the Unconnected Device.  RO acquisition is shown below.  
In the case of Unconnected Device, for silent Device Registration or silent Domain Join (include Upgrade), the Unconnected Device MAY need to indicate to user that he/she needs to use a Connected Device to initiate a Device Registration or Domain Join (i.e. silent Device Registration or silent Domain Join is not allowed for Unconnected Device).
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Figure12: RO Acquisition

Once the Connected Device has received the Domain RO, it SHOULD insert the Domain RO in the associated DCF as specified in section 8.6.2.2.  This enables the DCF and embedded RO to be transferred to the Unconnected Device using a simple file transfer operation over OBEX as shown in the following diagram.  

Note: As an Unconnected Device may not support the acquisition of rights, a Connected Device should present a suitable warning to the user, if the user attempts to transfer a DCF without an embedded Domain ROs to an Unconnected Device. 
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Figure13: Content Acquisition

In the case where a user wishes to remove an Unconnected Device from a Domain, this is achieved as follows:


[image: image4]
Figure 14: Unconnected Device leaving a Domain

1. The user initiates a browsing session from the Connected Device to an RI.  The user indicates to the RI that they would like to remove an Unconnected Device from the Domain: XYZ (how this is achieved is outside of the scope of this specification).  The RI returns a ROAP Trigger of type leaveDomain to the Connected Device and includes the proxy attribute with the value set to “True”.

2. Upon receipt of the ROAP Trigger the Connected Device determines that the ROAP Trigger is intended for an Unconnected Device (through examination of the proxy attribute).  At this point the Connected Device SHALL maintain the connection to the RI and attempt to establish an OBEX connection to the Unconnected Device's OBEX server and sends the ROAP Trigger in an OBEX PUT operation. The Connected Device MUST extract the roapURL from the ROAP Trigger and store for later use.

3. Upon reception of the leaveDomain ROAP Trigger and after performing the steps specified in section 8.4 the Unconnected Device MUST send a ROAP-LeaveDomainRequest message in the OBEX response to the Connected Device.  The Connected Device SHALL forward the message to the roapURL as specified in the ROAP Trigger re-using the maintained connection.

4. The RI will respond with a ROAP-LeaveDomainResponse message, which the Connected Device will send to the Unconnected Device’s OBEX server in an OBEX PUT operation.

The Unconnected Device MAY respond with an OBEX Disconnect or MAY respond with an OBEX message containing the code 0xA0 and no Body (or End of Body) header. Upon reception of the OBEX Disconnect operation the Connected Device SHALL close the connection to the RI.  The Connected Device MAY close the connection to the RI when receiving a response to a PUT request with response code 0xA0 and no Body (or End of Body) header.
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