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1 Reason for Change

The purpose of this CR is to clarify how a DRM Time supporting Device synchronizes its DRM Time. There is some confusion about what should happen when a DRM Time supporting Device should synchronize its DRM Time when the DRM Time is completely wrong, e.g. years out of sync. This CR attempts to clarify what should happen.
2 Impact on Backward Compatibility

If approved, this CR may affect how existing DRM V2.0 DRM Agents synchronize their DRM Time.
3 Impact on Other Specifications

No impacts on other specification have been identified.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

QUALCOMM recommends that this CR be approved.
6 Detailed Change Proposal

Background
By definition, DRM Time is a non-user changeable time source. In DRM V2.0, this non-user changeable time source supposed to be set via the producedAt field of an OCSP Response provided to the Device by the Rights Issuer. However, standard signature verification rules state that when a Device verifies a Rights Issuer’s certificate chain, it should validate the validity dates of each certificate is in the chain. If the dates fall outside the Device’s current time, then the certificate verification fails. So if the certificate verification fails (because the validity dates are outside the current time), how does the Device know that the producedAt field is valid?
It turns out that because it is the Rights Issuer that determines whether the Device’s DRM Time is correct or not, there is no security risk is allowing the Device to always set its DRM Time to the value in the producedAt field before verifying the signature (and certificates). If the DRM Time has been tampered with, next time the Device sends it DRM Time to the Rights Issuer, the Rights Issuer will send a new OCSP Response. This process will continue until the Rights Issuer is satisfied with the Device’s DRM Time.
Proposed Solution

Make the following changes in document OMA-TS-DRM-DRM-V2_0-20060303-A.
Change 1:  Modify Certificate Chain description in section 5.4.2.4.1

Certificate chain: This parameter MUST be present unless the preceding ROAP-RegistrationRequest message contained the Peer Key Identifier extension, the extension was not ignored by the RI, and its value identified the RI's current key. When present, the value of a Certificate Chain parameter shall be a certificate chain including the RI's certificate. The chain MUST NOT include the root certificate. The RI certificate must come first in the list. Each following certificate must directly certify the one preceding it. If the Device indicated trust anchor preferences in its ROAP-RegistrationRequest message, the RI SHOULD select a certificate and chain which chains back to one of the trust anchors in the Device's list. This mimics the features of [RFC3546].

The Device MAY store RI certificate verification data indicating that an RI certificate chain has been verified. The purpose of this is to avoid repeated verification of the same certificate chain. The RI certificate verification data stored in this way MUST uniquely identify the RI certificate and MUST be integrity protected. The Device SHOULD check if the RI certificate chain received in this parameter corresponds to the stored certificate verification data for this RI. If so, the Device need not verify the RI certificate chain again, otherwise the Device MUST verify the RI certificate chain according to section 6.2.
If an RI certificate is received that is not in the stored certificate verification data for this RI, and if the Device can determine (in the case of Connected Devices and Unconnected Devices that support DRM Time) that the expiry time of the received RI certificate is later than the RI Context for this RI, and the certificate status of the RI certificate as indicated in the OCSP response is good (see [OCSP-MP]) then the Device MUST verify the complete chain according to section 6.2 and SHOULD replace the stored RI certificate verification data with the received RI certificate data and set the RI context expiry time to that of the received RI certificate expiry time.

However, if the Device does store RI certificate verification data in this way, it MUST store the expiry time of the RI's certificate (as indicated by the notAfter field within the certificate) in the RI Context. Except for the situations described in the next paragraph, the Device MUST compare the Device's current DRM Time with the stored RI certificate expiry time whenever verifying the signature on signed messages from the RI. If the Device's current DRM Time is after the stored RI certificate expiry time, then the Device MUST abandon processing the RI message and MUST initiate the registration protocol. 
The Device is exempted from comparing the Device’s current DRM Time with the stored RI certificate expiry time when the RegistrationResponse message has been received as part of a 4-pass Registration protocol initated by the Device to recover from a DeviceTimeError signalled by the same RI (see DeviceTimeError in section 5.3.6).
Change 2:  Modify 1st paragraph in section 6.2

A Device MUST verify signed RI responses and ROs. The signature verification MUST include a check of the validity of all the certificates in the RI certificate chain, and of the revocation status of all revocable certificates in the RI certificate chain, with the following exceptions:.

· During a Domain RO installation process, revocation status check MAY be omitted as specified in 8.7.2.1.

· A Device MUST not validate certificate lifetimes if:

· the Device does not support DRM Time, or,

· the Device has never successfully synchronized its DRM Time with an OCSP responder, or

· the Device is verifying a signed ROAP-RegistrationResponse received during a 4-pass Registration protocol initiated by the device in an attempt to recover from a DeviceTimeError.

In all other circumstances, the Device MUST validate certificate lifetimes as part of its validation of certificates using its DRM Time. To allow the Device to do the certificate status check, the RI MUST include OCSP responses for all revocable certificates in the RI certificate chain when sending signed responses to the Device. The only exception to this is when the Device has sent the No OCSP Response extension in the request that triggered the RI response. The determination of which certificates in an RI certificate chain are revocable is deemed to be part of the trust model of the root of trust of that chain. In case the root of trust does not specify such a policy, devices SHALL assume a default model. In the default model only the RI certificate is revocable and requires an OCSP response to prove its status.
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