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1 Reason for Change

This CR solves two review comments from the SCE RD, review comments SCE-RD-163 as given below
	SCE-RD-163
	2006.06.08
	N
	6.1.1
	Source: Orange

Form: OMA-DLDRM-2006-0223

Comment: 

SCE-SEC-004, "secure mechanism" is vague

Proposed Resolution: this req should be replaced with ones equivalent to those agreed in the SRM RD:

SCE-SEC-???: The SCE enabler SHALL ensure the Confidentiality of any Content Encryption Key (CEK) in the Rights Object, in a manner independent of the transport mechanism between the devices such that the CEK can only be exposed to the DRM Agents.

SCE-SEC-???: The SCE enabler SHALL ensure the Integrity of the Rights Object, in a manner independent of the transport mechanism between the devices.
	Status: OPEN




This CR also tries to address the following review comments - SCE-RD-185, SCE-RD-186, SCE-RD-187, which are as given below.
	SCE-RD-185
	2006.06.08
	N
	6.1.1
	Source: Motorola

Form: email to SCE RDRR editor [from David Kravitz]
Comment:

There needs to be a requirement to specify that integrity protection for messaging and content must be addressed.
	Status: OPEN




	SCE-RD-186
	2006.06.08
	N
	6.1.1
	Source: Motorola

Form: email to SCE RDRR editor [from David Kravitz]
Comment:

There needs to be a requirement to specify that confidentiality of transmitted keying material and DRM Content must be addressed, such that keys and unencrypted content are inaccessible to eavesdroppers.
	Status: OPEN




	SCE-RD-187
	2006.06.08
	N
	6.1.1
	Source: Motorola

Form: email to SCE RDRR editor [from David Kravitz]
Comment:

There needs to be a requirement to specify that non-repudiation based on the use of digital signatures must be addressed.
	Status: OPEN




2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DLDRM Group to review and Agree on the new requirements proposed and close the respective review comments.
6 Detailed Change Proposal

This CR tries to resolve SCE-RD-163 by proposing new security requirements to section 6.1.1 of SCE RD for Move functionality. These new requirements also tries to address the following review comments SCE-RD-185, SCE-RD-186, SCE-RD-187.The new security requirements are as give below.
	Label
	Description
	Enabler Release

	SCE-SEC-004
	The SCE enabler SHALL provide a secure mechanism to Move Rights between Devices.
	SCE V1.0

	SCE-SEC-xxx
	It SHALL be possible for the confidentiality of the content encryption key (CEK) in Rights Object Moved between Devices, in a manner independent of the transport mechanism such that the content encryption key (CEK) can be accessed only by the Device for which  the Rights Objects is intended.
	SCE V1.0

	SCE-SEC-xxx
	It SHALL be possible for the Device receiving Moved Rights Object to verify the integrity of the Rights Objects, in a manner independent of the transport mechanism.
	SCE V1.0

	SCE-SEC-xxx
	It SHALL be possible for the integrity of the Moved Rights Object to be protected, in a manner independent of the transport mechanism and verifiable only by the Device to which the Rights Object is intended to.
	SEC V1.0
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