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1 Reason for Change

This proposal gives proposed text to describe architecture and flow for Move functionality and corresponding text modifications in the SCE AD. Following is the summary of proposal included in this input:
· add scope

· add definition

· add interface A2AP(Agent to Agent Protocol) and its description

· add two flows : ‘Move Rights via Rights Issuer’ and ‘Move Rights in the same User Domain’
R03 removed security details and complexity from R02.
2 Impact on Backward Compatibility

No backward compatibility issue was found.
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend for DLDRM Group to agree the proposal as an initial text and incorporate into the latest SCE AD.
6 Detailed Change Proposal

Change 1:  add text into the section 1
1. Scope
(Informative)

The scope of this document is to define the architecture for enhancements to the OMA Digital Rights Management (DRM) specifications to enable the secure exchange of DRM -protected content among multiple devices.  These enhancements include the following:

· The definition of a centralized domain management function, such that users do not have to manage domains for each source of Protected Content for a domain

· The definition of an Import function that will allow content protected by non-OMA DRM mechanisms to be consumed by OMA DRM devices.  Together with the Export function defined in OMA DRM V2.0, the Import function will make it possible for OMA DRM devices to securely exchange content with non-OMA DRM devices.
· The definition of a Move function that will allow Rights to be moved from one DRM Agent to another DRM Agent, either directly between two Devices or via a Rights Issuer. Move can be the complete Rights or a subset of the remaining Rights (Partial Rights).
Change 2:  add a definition into the section 3.2
Add following definitions into the 3.2 Definitions section.

	State Information
	A set of values representing current state associated with Rights. It is managed by the DRM Agent only when Rights contains any of the stateful constraints (e.g. interval, count, timed-count, accumulated, etc.). (SCE RD)

	
	


Change 3:  modify Architectural Diagram
* The original diagram has limitation to represent the Move Rights via Rights Issuer properly. Hence we introduce modified diagram with self-loop at DRM Agent entity, and self-loop represents the interface between DRM Agents.
5.2 Architectural Diagram

Figure 1 provides an overview of the architecture
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Figure 1: Architecture overview
Change 4:  add text into the section 5.3
5.3.10 A2AP-1
The A2AP-1 is used to mutually authenticate each other and to exchange Rights and corresponding information between DRM Agents. A2AP stands for Agent to Agent Protocol.
Change 5:  add text into the section 5.4
5.4.7 Move Rights via Rights Issuer
Figure below depicts the flow of events in case of Moving Rights via Rights Issuer. DRM Agent 1 represents the DRM Agent which sends Rights. DRM Agent 2 represents the DRM Agent which receives Rights. 
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A Rights Object was issued to DRM Agent 1 by a Rights Issuer. The User may Move all or a part of the remaining Rights which are in his/her possession.
1 The user of DRM Agent 1 browses the Rights Issuer’s portal to inform the Rights Issuer that he/she wants to move Rights in his/her possession to another DRM Agent. 
2 The Rights Issuer sends ROAP trigger to DRM Agent 1, indicating DRM Agent 1 to start transferring Rights to the Rights Issuer.
3 DRM Agent 1 sends the ROAP-roMoveRequest to the Rights Issuer. This message contains at least one or more Rights Object (and State Information if Rights are stateful). The Rights Object includes permissions and constraints which are same with the Right Object initially issued from the Rights Issuer.
4 The Rights Issuer processes the ROAP-roMoveRequest and sends ROAP-roMoveResponse to DRM Agent 1. The processing includes verification of the received Rights Object (and State Information if any) and storing the received Rights Object (and State Information if any).
5 If DRM Agent 1 is informed that Move operation to the Rights Issuer was successful, DRM Agent 1 decreases the Rights by amount of transferred Rights.
6 The Rights Issuer conducts existing 1-pass or 2-pass RO Acquisition Protocol to issue the Rights received from Device 1. If 2-pass RO Acquisition Protocol, The Rights Issuer sends a ROAP Trigger to DRM Agent 2, indicating DRM Agent 2 to download the Rights sent by user of DRM Agent 1. Upon receiving ROAP Trigger, if DRM Agent 2 was not registered to the Rights Issuer, DRM Agent 2 registers to the Rights Issuer.
7 DRM Agent 2 successfully completes RO Acquisition Protocol with the Rights Issuer with downloading the Rights prepared by the Rights Issuer in the previous step, and installing the downloaded Rights Object. If RO Acquisition was not successful, RI will re-issue the Rights Object to DRM Agent 1.
5.4.8 Move Rights in the same User Domain
Figure below depicts the flow of events in case of Moving Rights in the same User Domain. DRM Agent 1 represents the DRM Agent which sends Rights. DRM Agent 2 represents the DRM Agent which receives Rights.
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DRM Agent 1 and DRM Agent 2 joined the same User Domain. A User Domain bound Rights Object was issued to DRM Agent 1.
1 DRM Agent 1 discovers DRM Agent 2 using existing discovery mechanisms e.g. UPnP. DRM Agent 2 informs its capability of handling OMA DRM Move operation during discovery process to DRM Agent 1.

2 DRM Agent 1 and DRM Agent 2 complete the mutual authentication including certificate revocation status check procedures. As a result of successful mutual authentication, a session between DRM Agent 1 and DRM Agent 2 is established. Both devices can move Rights through this session several times later.
3 After disabling original Rights Object, DRM Agent 1 transfers the Rights Object (and State Information if the Rights are stateful) to DRM Agent 2.

4 DRM Agent 2 sends A2AP-moveResponse to DRM Agent 1 after successfully processing the A2AP-moveRequest. The processing includes verification of the received Rights Object (and State Information if any), authentication including revocation status checks installing the Rights Object as disabled status (and State Information if any).
5 After DRM Agent 2 successfully sends A2AP-moveResponse to DRM Agent 1, DRM Agent 1 decreases the Rights by amount of transferred Rights and DRM Agent 2 enables installed Rights Object (and State Information if any). If the move was not successful, DRM Agent 1 recovers the Rights by simply enabling the Rights Object.












�By definition State Information is internally managed values. We would need some formatted object to represent State Information, which is State Information.
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