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1 Reason for Change

Metering support is required for loyalty collection purposes for All You Can Eat subscription services.  The Token based Metering solution specified in BCAST XBS does not provide detailed information such as the content ID of the content consumed and therefore is not suitable for fulfilling the royalty collection requirements.
This CR provides details of the changes needed to the REL and TS specifications in order to support metering.

2 Impact on Backward Compatibility

V2.0 Devices will not support metering.
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend that the group approves the changes proposed within this CR.
6 Detailed Change Proposal

Changes to REL Specification (OMA-TS-DRM-REL-V2_1-20060523-D):
2.1 Normative References

	[ISO8601]
	“Representations of dates and times”, ISO (International Organization for Standardization), URL:http://www.iso.ch/

	[ODRL]
	“Open Digital Rights Language (ODRL)”, Version 1.1, 8 August 2002, URL:http://odrl.net/1.1/ODRL-11.pdf or URL:http://www.w3.org/TR/odrl/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2396]
	“Uniform Resource Identifiers (URI): Generic Syntax ”, T. Berners-Lee, R. Fielding, L. Masinter, August 1998, URL:ftp://ftp.isi.edu/in-notes/rfc2396.txt

	[RFC2616] 


	“Hypertext Transfer Protocol -- HTTP/1.1”, R. Fielding, et al, June 1999, URL:http://www.ietf.org/rfc/rfc2616.txt 

	[XML]
	“Extensible Markup Language (XML) 1.0 (Second Edition)”, W3C Recommendation 6 October 2000, URL:http://www.w3c.org/TR/2000/REC-xml-20001006/

	[XMLENC]
	“XML Encryption Syntax and Processing”, W3C Candidate Recommendation 10 December 2002, URL:http://www.w3.org/TR/2002/REC-xmlenc-core-20021210/

	[XMLSchema]
	“XML Schema Part 2: Datatypes”, W3C Recommendation 2 May 2001, URL:http://www.w3.org/TR/xmlschema-2/

	[XMLSIG]
	“XML Signature Syntax and Processing”, W3C Recommendation 12 February 2002, URL:http://www.w3.org/TR/2002/REC-xmldsig-core-20020212/


2.2 Informative References
	[DRM-v2.1]
	“Digital Rights Management”, Open Mobile Alliance(, OMA-DRM-DRM-V2_1, URL:http://www.openmobilealliance.org/

	[DRMARCH-v2.1]
	”OMA DRM Architecture Overview”, Open Mobile Alliance™, OMA-DRM-ARCH-V2-1, URL:http://www.openmobilealliance.org/

	[DRMCF-v2.1]
	“DRM Content Format”, Open Mobile Alliance(, OMA-DRM-DCF-V2_1, URL:http://www.openmobilealliance.org/


2.3 Definitions

	Constraint
	A restriction on the Permission over DRM Content.

	Composite Object
	A Media Object that contains one ore more Media Objects by means of inclusion e.g. DRM messages, zip files.

	Content
	One or more Media Objects.

	DRM Agent
	The entity in the Device that manages Permissions for Media Objects on the Device.

	DRM Content
	Media Objects that are consumed according to a set of Permissions in a Rights Object.

	DRM Time
	A secure, non-user changeable time source. The DRM Time is measured in the UTC time scale.

	Media Object
	A digital work e.g. a ringing tone, a screen saver, a Java game or a Composite Object.

	Meterable Event
	A Meterable Event is an event that meets the RI defined criteria for metering.

	Metered Content
	When DRM Content is accessed via an RO that contains the <tracked> element, the content is said to be Metered Content.

	Metering Information
	The information that is recorded for purposes of Metering.

	Permission
	Actual usage or activities allowed (by the Rights Issuer) over DRM Content.

	Rights Issuer
	An entity that issues Rights Objects to OMA DRM Conformant Devices.

	Rights Object
	A collection of Permissions, Constraints, and other attributes which define under what circumstances access is granted to, and what usages are defined for, DRM Content. All OMA DRM Conformant Devices must adhere to the Rights Object associated with DRM Content.


5. Structure

This section describes the structure of the rights expression language. The REL is defined as a mobile profile of ODRL v1.1 Error! Reference source not found.. Rights are the collection of permissions and constraints defining under which circumstances access is granted to DRM Content. The structure of the rights expression language enables the following functionality:

1. Metadata such as version and content ID

2. The actual rights specification consisting of

a. Linking to and providing protection information for the content, and

b. Specification of usage rights and constraints

Models are used to group rights elements according to their functionality, and thus enable concise definition of elements and their semantics. The following models are used throughout this specification:

· Foundation model

· Agreement model

· Context model

· Permission model

· Constraint model

· Requirements model
· Inheritance model

· Security model

The rights expression language is defined as a mobile profile, i.e., a subset, of ODRL. Section Error! Reference source not found. specifies how to handle ODRL models and elements that are not used in this specification.

5.4.1 Element <permission>

	Element
	<!ELEMENT o-ex:permission (o-ex:constraint?, o-ex:asset*, o-dd:play?, o-dd:display?, o-dd:execute?, o-dd:print?, oma-dd:export?)>

	Semantics
	The <permission> element contains an optional onExpiredURL attribute, an optional <constraint> element, an optional <requirement> element, zero or more <asset> elements and a set of optional permissions specifying the rights over a piece of Content, such as <play>, <display>, <execute>, <print>, and <export> permission elements.

The <constraint> element is the top-level constraint. As a sibling element to other permission elements such as <play>, <display> it applies to all sibling permission elements inside the same <permission> element. The DRM Agent MUST honor the top level constraint in addition to honoring possible constraints specified as a child element to a permission element, e.g., <play>, when granting access to content according to such a permission. The <asset> elements specified within the <permission> element enable expression linking allowing its sibling permission elements in the same <permission> element to apply to DRM Content referenced by <asset> elements contained in an <agreement> element (i.e., outside a <permission> element). The link is established through the use of the “id” and “idref” attributes specified in sections Error! Reference source not found. and Error! Reference source not found..

Note that the DRM Agent MUST respect both, constraints specified as child elements to a permission element and those specified as top-level constraints in the same Rights Object. I.e., the stricter of two constraints of the same type prevails for a given permission element. Of course, Rights Objects with contradictory constraints should not be issued in the first place.

When there is a top-level constraint that is otherwise not allowed as a child constraint to a permission, e.g., <count> and <export mode=”move”>, the child constraint takes precedence over the top-level constraint as applied to this permission. For example, in the move scenario, Content and Rights Object would be moved, and the <count> constraint would accordingly be removed, too.

The <requirement> element MUST only be present as a sibling element to other permission elements such as <play> and <display> it MUST NOT be present as a top-level requirement.  If a DRM Agent receives an RO with a top-level requirement it MUST ignore this requirement.
A DRM Agent MUST grant access to DRM Content referenced by an <asset> element in the agreement model according to permissions specified inside a <permission> element that is as sibling elements to an <asset> element in the permission model, where the <asset> element referencing the DRM Content and the <asset> element inside the <permission> element are linked by matching “id” and “idref” attributes.

If no <asset> element is present in a permission element such as <play>, then the permission applies to all <asset> sibling elements in the same Rights Object.

The <export> permission is associated with all of the DRM Content referenced by <asset> elements within the same Rights Object. A single Rights Object has at most one <export> element within a given <permission> element.


5.4.1.1 Attribute <onExpiredURL>
	Element
	<!ATTLIST o-ex:permission oma-dd:onExpiredURL CDATA #IMPLIED>

	Semantics
	The value of the onExpiredURL attribute MUST be a URL according to [RFC2396]. Note: See [DRM-v2.1] for DRM Agent behaviour.


5.4.2 Element <play>

	Element
	<!ELEMENT o-dd:play (o-ex:constraint?, o-ex:requirement?)>

	Semantics
	The <play> element grants the permission to create a transient representation of audio or video Content. It contains an optional <constraint> element and an optional <requirement> element. 

If the <requirement> element is specified, the DRM Agent MUST ensure that the requirements specified by this element are fulfilled before using this permission element. If any of the specified requirements is not met, then the DRM Agent MUST NOT use this permission element to grant access to DRM protected content. 
If the <constraint> element is specified the DRM Agent MUST grant play rights according to the <constraint> child element. If no <constraint> element is specified, the DRM Agent MUST grant unlimited play rights.

A <system> element contained in a <constraint> child element to <play> is used to specify target system that may be used for creating a transient rendering of DRM Content.

The <play> element has the semantics of rendering the DRM Content into transient audio/video form, for example, audio/midi, video/quicktime. The DRM Agent MUST NOT grant access according to <play> to Content that cannot be rendered in this way.

Note that the DRM Agent MUST NOT grant access to game content, e.g., JavaTM games, based on the <play> permission. In order to specify rights for JavaTM games, the <execute> element MUST be utilized instead (section 5.4.4).

	
	


5.4.3 Element <display>

	Element
	<!ELEMENT o-dd:display (o-ex:constraint?, o-ex:requirement?)>

	Semantics
	The <display> element grants the permission to make a transient visible rendering of the Content. It contains an optional <constraint> element and an optional <requirement> element. 

If the <requirement> element is specified, the DRM Agent MUST ensure that the requirements specified by this element are fulfilled before using this permission element. If any of the specified requirements is not met, then the DRM Agent MUST NOT use this permission element to grant access to DRM protected content. 
If the <constraint> element is specified the DRM Agent MUST grant display rights according to the <constraint> child element. If no <constraint> element is specified, the DRM Agent MUST grant unlimited display rights.

The <display> element has the semantics of rendering the DRM Content onto a visual device, for example, image/gif or image/jpeg. The DRM Agent MUST NOT grant access according to <display> to Content that cannot be rendered in this way.

A <system> element contained in a <constraint> child element to <display> is used to specify target system that may be used for creating a transient rendering of DRM Content.


5.4.4 Element <execute>

	Element
	<!ELEMENT o-dd:execute (o-ex:constraint?, o-ex:requirement?)>

	Semantics
	The <execute> element grants permissions over the primitive computing element execute. It contains an optional <constraint> element and an optional <requirement> and element. 

If the <requirement> element is specified, the DRM Agent MUST ensure that the requirements specified by this element are fulfilled before using this permission element. If any of the specified requirements is not met, then the DRM Agent MUST NOT use this permission element to grant access to DRM protected content. 
If the <constraint> element is specified the DRM Agent MUST grant execution rights according to the <constraint> child element. If no <constraint> element is specified, the DRM Agent MUST grant unlimited execution rights.

The <execute> element has the semantics of executing, i.e., invoking, DRM Content, e.g., JavaTM games or other applications. Thus, the DRM Agent MUST NOT grant access according to <execute> to Content that cannot be rendered in this way.


5.4.5 Element <print>

	Element
	<!ELEMENT o-dd:print (o-ex:constraint?, o-ex:requirement?)>

	Semantics
	The <print> element grants the permission to create a fixed (i.e., static), directly perceivable representation of Content. It contains an optional <constraint> element and an optional <requirement> element. 

If the <requirement> element is specified, the DRM Agent MUST ensure that the requirements specified by this element are fulfilled before using this permission element. If any of the specified requirements is not met, then the DRM Agent MUST NOT use this permission element to grant access to DRM protected content. 
If the <print> element is specified the DRM Agent MUST grant print rights according to the <constraint> child element. If no <constraint> element is specified, the DRM Agent MUST grant unlimited print rights.

The <print> element has the semantics of printing, i.e., creating a hardcopy of, the DRM Content, for example, image/jpeg. The DRM Agent MUST NOT grant access according to <print> to Content that cannot be rendered in this way.


5.4.6 Element <export>

	Element
	<!ELEMENT oma-dd:export (o-ex:constraint, o-ex:requirement?)>

	Semantics
	The <export> element grants export rights over DRM Content and corresponding Rights Objects. It contains a mandatory <constraint> element and an optional <requirement> element. 

If the <requirement> element is specified, the DRM Agent MUST ensure that the requirements specified by this element are fulfilled before using this permission element. If any of the specified requirements is not met, then the DRM Agent MUST NOT use this permission element to grant access to DRM protected content.  The DRM Agent MUST grant export rights according to the <constraint> child element.

The <export> element has the semantics of exporting the DRM Content and corresponding Rights Objects to a target system other than the OMA DRM system. 
The <export> element contains a mandatory <constraint> element, which then contains a mandatory <system> element specifying to which target system(s) the DRM Content and Rights Objects are allowed to be exported.
The semantics of the <export> element are defined as an operation in which the complete Rights Object and DRM Content are exported, either together or separately, to create a logically integral unit.


5.5 Requirements Model

The requirement model enhances the permission model by allowing specific pre-conditions that should be fulfilled in order to obtain the related permissions.

Requirements are associated with one <permission> element at a time. For a permission to be granted all its requirements MUST be fulfilled. If a requirement is not understood or cannot be enforced by the consuming device the parent permission is invalid and MUST NOT be granted. If present, a <requirement> element SHOULD contain at least one of its child elements. If a <requirement> element does not contain any requirements such as <tracked>,  it does not require any specific pre-condition to be fulfilled.

For a given permission element to be allowed, the requirements specified by the permission element specific <requirement> element (if present) as well as those specified by the top-level <requirement> element (if present) contained in the same <permission> element MUST be respected. 

5.5.1 Element <tracked>
	Element
	<!ELEMENT o-dd:tracked EMPTY>

	Semantics
	The <tracked> element indicates that DRM Agent is required to record Metering Information. 
The Metering Information SHALL consist of the number of times that the DRM Content has been consumed and the accumulated usage time that the DRM Content has been consumed for.
If metering is not enabled the DRM Agent MUST NOT grant access to the DRM Content and MUST NOT store Metering Information associated with the consumption of the associated DRM Content.
If metering is enabled and the <tracked> element is present in the RO and if the timed attribute is not present, or it is present and contains an invalid value, or it is present and the value is equal to zero, or if the Device is not able to measure the time since the Device began to access the DRM Content, then the DRM Agent MUST record the appropriate Metering Information immediately upon the Device beginning to access the DRM Content, as referenced via the <uid> element in the <context> element of the <asset> element of the RO.
If metering is enabled and the <tracked> element is present in the RO and the timed attribute is present and its value is equal to a valid value and if the Device is still accessing the DRM Content, as referenced via the <uid> element in the <context> element of the <asset> element of the RO, after the number of seconds specified by the value of the timed attribute then DRM Agent MUST record the appropriate Metering Information.

If metering is enabled and the <tracked> element is defined in a parent RO then the DRM Agent MUST record the appropriate Metering Information as defined above for the associated DRM Content as referenced via the <uid> element in the <context> element of the <asset> element of the child RO.


5.5.1.1 Attribute <timed>
	Element
	<!ATTLIST oma-dd:tracked oma-dd:timer CDATA #IMPLIED>

	Semantics
	The timed attribute contains a positive integer value. It specifies the number of seconds after which the access to the DRM Content SHALL be considered a Meterable Event i.e. if this attribute is present and the Device is still accessing the DRM Content, after the number of seconds specified by the value of this attribute then DRM Agent MUST record Metering Information for the DRM Content being consumed.


5.8 ODRL Compatibility

This specification defines a mobile profile of ODRL v1.1 [ODRL]. This specification takes precedence in case there is any divergence from [ODRL].

The DRM Agent of a device encountering any ODRL [ODRL] elements not defined within this specification MUST proceed as follows:

· Unsupported permissions MUST be ignored. Supported permissions MUST still be granted.

· Permissions containing one or more unsupported constraints MUST NOT be granted.

· 
· Rights objects containing <condition> elements MUST NOT be granted.

· Unsupported <rightsholder> elements SHOULD be ignored.

· Unsupported <context> elements SHOULD be ignored.

· Unsupported <offer> elements SHOULD be ignored.

· Unsupported <party> elements within an <asset> element SHOULD be ignored.
· Unsupported <revoke> elements SHOULD be ignored.
· Unsupported elements of the ODRL security model SHOULD be ignored.
Rights Objects SHOULD NOT contain any elements that are not defined in the specification.
5.6 ODRL Subset

Figure 6.1 depicts the syntax of the ODRL mobile profile using XML document type definition [XML]. The document type definition has the public identifier ’-//OMA//DTD DRMREL 2.0//EN’ and is located at ’http://www.openmobilealliance.org/tech/DTD/drmrel20.dtd’.

A DRM Agent MUST be able to parse all elements defined in the DRM REL DTD. Proprietary elements MAY be added in new namespaces. DRM Agents MAY ignore any element not defined in the DRM REL DTD. This DTD defines the valid subset of Rights Objects for OMA DRM 2.0 that can be generated as jointly defined by the ODRL expression language XML schema, the ODRL data dictionary XML schema and the OMA data dictionary XML schema.

Rights Issuer servers MUST be able to generate Rights Object according to the below DTD.

<!ELEMENT o-ex:rights (o-ex:context, o-ex:agreement)>

<!ATTLIST o-ex:rights


xmlns:o-ex CDATA #FIXED “http://odrl.net/1.1/ODRL-EX”


xmlns:o-dd CDATA #FIXED “http://odrl.net/1.1/ODRL-DD”


xmlns:oma-dd CDATA #FIXED “http://www.openmobilealliance.com/oma-dd”


xmlns:ds CDATA #FIXED “http://www.w3.org/2000/09/xmldsig#”


xmlns:xenc CDATA #FIXED “http://www.w3.org/2001/04/xmlenc#”


o-ex:id id #REQUIRED

>

<!ELEMENT o-ex:context (o-dd:version?, o-dd:uid*)>

<!ELEMENT o-dd:version (#PCDATA)>

<!ELEMENT o-dd:uid (#PCDATA)>

<!ELEMENT o-ex:agreement (o-ex:asset+, o-ex:permission*)>

<!ELEMENT o-ex:asset (o-ex:context?, o-ex:inherit?, o-ex:digest?, ds:KeyInfo?)>

<!ATTLIST o-ex:asset

   o-ex:id ID #IMPLIED

   o-ex:idref IDREF #IMPLIED

>

<!ELEMENT o-ex:inherit (o-ex:context)>

<!ELEMENT o-ex:digest(ds:DigestMethod, ds:DigestValue)>

<!ELEMENT ds:DigestMethod (#PCDATA)>

<!ATTLIST ds:DigestMethod


Algorithm CDATA #FIXED "http://www.w3.org/2000/09/xmldsig#sha1"

>

<!ELEMENT ds:DigestValue (#PCDATA)>
<!ELEMENT ds:KeyInfo (xenc:EncryptedKey?, ds:RetrievalMethod?)>

<!ELEMENT xenc:EncryptedKey (xenc:EncryptionMethod, ds:KeyInfo?, xenc:CipherData)>

<!ELEMENT xenc:EncryptionMethod (#PCDATA)>

<!ATTLIST xenc:EncryptionMethod


Algorithm CDATA #FIXED "http://www.w3.org/2001/04/xmlenc#kw-aes128"

>

<!ELEMENT xenc:CipherData (xenc:CipherValue)>

<!ELEMENT xenc:CipherValue (#PCDATA)>

<!ELEMENT ds:RetrievalMethod (#PCDATA)>

<!ATTLIST ds:RetrievalMethod


URI CDATA #REQUIRED

>

<!ELEMENT o-ex:permission (o-ex:constraint?, o-ex:asset*, o-dd:play?, o-dd:display?, o-dd:execute?, o-dd:print?, oma-dd:export?)>
<!ATTLIST o-ex:permission


oma-dd:onExpiredURL CDATA #IMPLIED

>
<!ELEMENT o-dd:play (o-ex:constraint?,o-ex-requirement?)>

<!ELEMENT o-dd:display (o-ex:constraint?,o-ex-requirement?)>

<!ELEMENT o-dd:execute (o-ex:constraint?,o-ex-requirement?>

<!ELEMENT o-dd:print (o-ex:constraint?,o-ex-requirement?>

<!ELEMENT o-ex:constraint (o-dd:count?, oma-dd:timed-count?, o-dd:datetime?, o-dd:interval?, o-dd:accumulated?, o-dd:individual?, oma-dd:system*)>

<!ELEMENT o-dd:count (#PCDATA)>

<!ELEMENT oma-dd:timed-count (#PCDATA)>

<!ATTLIST oma-dd:timed-count


oma-dd:timer CDATA #IMPLIED

>

<!ELEMENT o-dd:datetime (o-dd:start?, o-dd:end?)>

<!ELEMENT o-dd:start (#PCDATA)>

<!ELEMENT o-dd:end (#PCDATA)>

<!ELEMENT o-dd:interval (#PCDATA)>

<!ELEMENT o-dd:accumulated (#PCDATA)>

<!ELEMENT o-dd:individual (o-ex:context)>

<!ELEMENT oma-dd:export (o-ex:constraint), o-ex-requirement?>

<!ATTLIST oma-dd:export


oma-dd:mode (move | copy) #REQUIRED

>

<!ELEMENT oma-dd:system (o-ex:context+)>
<!ELEMENT o-ex:requirement (o-dd:tracked?)>

<!ELEMENT o-dd:tracked EMPTY>
<!ATTLIST o-dd:tracked


oma-dd:timed CDATA #IMPLIED
>
Figure 6.1‑1. Syntax.

2. OMA Data Dictionary

A DRM Agent MUST be able to parse all elements defined in the below schema.

<?xml version="1.0" encoding="UTF-8"?>

<xsd:schema targetNamespace="http://www.openmobilealliance.com/oma-dd"
   xmlns:xsd="http://www.w3.org/2001/XMLSchema"

   xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
   xmlns:o-ex="http://odrl.net/1.1/ODRL-EX"

   xmlns:o-dd="http://odrl.net/1.1/ODRL-DD"
   xmlns:oma-dd="http://www.openmobilealliance.com/oma-dd"
   elementFormDefault="qualified" attributeFormDefault="qualified"
>
   <xsd:import namespace="http://odrl.net/1.1/ODRL-EX"
schemaLocation="http://odrl.net/1.1/ODRL-EX-11.xsd"/>

   <xsd:element name="export" substitutionGroup="o-ex:permissionElement">

      <xsd:complexType>

         <xsd:complexContent>

            <xsd:extension base="o-ex:permissionType">

               <xsd:attribute name="mode" use="required">

                  <xsd:simpleType>

                     <xsd:restriction base="xsd:NMTOKEN">

                        <xsd:enumeration value="move"/>

                        <xsd:enumeration value="copy"/>

                     </xsd:restriction>

                  </xsd:simpleType>

               </xsd:attribute>

            </xsd:extension>

         </xsd:complexContent>

      </xsd:complexType>

   </xsd:element>

   <xsd:element name="system" type="o-ex:constraintType"
       substitutionGroup="o-ex:constraintElement"/>   <xsd:element name="timed-count" substitutionGroup="o-ex:constraintElement">

      <xsd:complexType>

         <xsd:simpleContent>

            <xsd:extension base="xsd:positiveInteger">

               <xsd:attribute name="timer" type="xsd:positiveInteger" use="required"/>
            </xsd:extension>

         </xsd:simpleContent>

      </xsd:complexType>

   </xsd:element>

   <xsd:attribute name="timed" type="xsd:positiveInteger"/>
   <xsd:attribute name="onExpiredURL" type="xsd:anyURL"/>
</xsd:schema>
Figure 6.2‑2.OMA Data Dictionary schema
Appendix A. Static Conformance Requirements (Normative)

A.1 Client Conformance Requirements

	Item
	Function
	Reference
	Status
	Requirement

	DRM-REL-GEN-C-001
	<rights> element
	5.1.1
	M
	

	DRM-REL-GEN-C-002
	<agreement> element
	5.2.1
	M
	

	DRM-REL-GEN-C-003
	<asset> element
	5.2.2
	M
	

	DRM-REL-GEN-C-004
	Expression linking
	5.2.2.1, 5.2.2.2
	M
	

	DRM-REL-GEN-C-005
	<context> element
	5.3.1
	M
	

	DRM-REL-GEN-C-006
	<version> element
	5.3.2
	M
	

	DRM-REL-GEN-C-007
	<uid> element
	5.3.3
	M
	

	DRM-REL-GEN-C-008
	Permission Model
	5.4
	M
	

	DRM-REL-GEN-C-009
	<permission> element
	5.4.1
	M
	

	DRM-REL-GEN-C-010
	<play> element
	5.4.2
	M
	

	DRM-REL-GEN-C-011
	<display> element
	5.4.3
	M
	

	DRM-REL-GEN-C-012
	<execute> element
	5.4.4
	M
	

	DRM-REL-GEN-C-013
	<print> element
	5.4.5
	M
	

	DRM-REL-GEN-C-014
	<export> element
	5.4.6, 5.4.6.1
	M
	

	DRM-REL-GEN-C-015
	Constraint Model
	5.5
	M
	

	DRM-REL-GEN-C-016
	<constraint> element
	5.5.1
	M
	

	DRM-REL-GEN-C-017
	<count> element
	5.5.2
	M
	

	DRM-REL-GEN-C-018
	<timed-count> element
	5.5.3, 5.5.3.1
	O
	

	DRM-REL-GEN-C-019
	<datetime> element
	5.5.4
	O
	DRM-REL-GEN-C-020 AND

DRM-REL-GEN-C-021

	DRM-REL-GEN-C-020
	<start> element
	5.5.4.1
	O
	

	DRM-REL-GEN-C-021
	<end> element
	5.5.4.2
	O
	

	DRM-REL-GEN-C-022
	<interval> element
	5.5.5
	O
	

	DRM-REL-GEN-C-023
	<accumulated> element
	5.5.6
	O
	

	DRM-REL-GEN-C-024
	<individual> element
	5.5.7
	O
	

	DRM-REL-GEN-C-025
	<system> element
	5.5.8
	M
	

	DRM-REL-GEN-C-026
	<tracked> element
	5.5.9, 5.5.9.1, 5.5.9.2, 5.5.9.3, 5.5.9.4
	M
	

	DRM-REL-GEN-C-027
	Inheritance model
	5.6, 5.6.1
	M
	

	DRM-REL-GEN-C-028
	<KeyInfo> element
	5.7.1.1
	M
	

	DRM-REL-GEN-C-029
	<EncryptedKey> element
	5.7.1.2
	M
	

	DRM-REL-GEN-C-030
	<EncryptionMethod> element
	5.7.1.3, 5.7.1.3.1
	M
	

	DRM-REL-GEN-C-031
	<CipherData> element
	5.7.1.4
	M
	

	DRM-REL-GEN-C-032
	<CipherValue> element
	5.7.1.5
	M
	

	DRM-REL-GEN-C-033
	<RetrievalMethod> element
	5.7.1.6, 5.7.1.6.1
	M
	

	DRM-REL-GEN-C-034
	<digest> element
	5.7.2.1
	M
	

	DRM-REL-GEN-C-035
	<DigestMethod> element
	5.7.2.2, 5.7.2.2.1
	M
	

	DRM-REL-GEN-C-036
	<DigestValue> element
	5.7.2.3
	M
	

	DRM-REL-GEN-C-037
	ODRL compatibility
	5.8
	M
	

	DRM-REL-GEN-C-038
	Syntax Parsing
	6
	M
	

	
DRM-REL-GEN-C-039
	Rights Object evaluation order
	5.9
	M
	


A.2 Server Conformance Requirements

	Item
	Function
	Reference
	Status
	Requirement

	DRM-REL-GEN-S-001
	Expression linking
	5.2.2.1, 5.2.2.2
	M
	

	DRM-REL-GEN-S-002
	<version> element
	5.3.2
	M
	

	DRM-REL-GEN-S-003
	<uid> element
	5.3.3
	M
	

	DRM-REL-GEN-S-004
	<play> element
	5.4.2
	M
	

	DRM-REL-GEN-S-005
	<export> element
	5.4.6, 5.4.6.1
	M
	

	DRM-REL-GEN-S-006
	<datetime> element
	5.5.4
	M
	

	DRM-REL-GEN-S-007
	<start> element
	5.5.4.1
	M
	

	DRM-REL-GEN-S-008
	<end> element
	5.5.4.2
	M
	

	DRM-REL-GEN-S-009
	<interval> element
	5.5.5
	M
	

	DRM-REL-GEN-S-010
	<accumulated> element
	5.5.6
	M
	

	DRM-REL-GEN-S-011
	<system> element
	5.5.8
	M
	

	DRM-REL-GEN-S-012
	<tracked> element
	5.5.9, 5.5.9.1, 5.5.9.2, 5.5.9.3, 5.5.9.4
	M
	

	DRM-REL-GEN-S-013
	Inheritance model
	5.6, 5.6.1
	M
	

	DRM-REL-GEN-S-014
	Security model
	5.7
	M
	

	DRM-REL-GEN-S-015
	<EncryptedKey> element
	5.7.1.2
	M
	

	DRM-REL-GEN-S-016
	Encryption algorithm
	5.7.1.3.1
	M
	

	DRM-REL-GEN-S-017
	REK referencing
	5.7.1.6, 5.7.1.6.1
	M
	

	DRM-REL-GEN-S-018
	Hash algorithm
	5.7.2.2.1
	M
	

	DRM-REL-GEN-S-019
	ODRL compatibility
	5.8
	M
	

	DRM-REL-GEN-S-020
	Syntax Generation
	6
	M
	


C.6 Subscription Scenario with Metering

The example shown below illustrates the use of a parent and Child Rights Object to implement a subscription scenario by which a Rights Issuer can extend the validity of a number of Rights Objects and corresponding DRM Content through issuing a single new Rights Object rather than having to re-issue all Rights Objects.  In this scenario the RI requires Metering Information for loyalty collection purposes and so the RI includes the <tracked> element in the Parent RO.  When granting access to content using the ParentRO the DRM agent records Metering Information for the DRM Content and returns this to the RI when it receives a Metering Report ROAP Trigger.
The parent Rights Object specifies the <play> Permission with a <datetime> constraint that ends on April 30. The Child Rights Object specifies that the Permissions and Constraints should be inherited from the identified <asset> referencing the parent Rights Object. Once the subscribed DRM Content is about to expire, the Rights Issuer can efficiently extend the subscription by issuing a single, new parent Rights Object with the same subscription URN and an updated <datetime> Constraint, this time set to, e.g., October 31. No change is required to the child Rights Object; it will inherit the <play> Permission with the updated end date.
<o-ex:rights

 xmlns:o-ex="http://odrl.net/1.1/ODRL-EX"

 xmlns:o-dd="http://odrl.net/1.1/ODRL-DD"

 xmlns:oma-dd="http://www.openmobilealliance.com/oma-dd"

 xmlns:ds="http://www.w3.org/2000/09/xmldsig#"

 xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"

 o-ex:id="C.4p">

 <o-ex:context>

  <o-dd:version>2.0</o-dd:version>

  <o-dd:uid>RightsObjectID</o-dd:uid>

 </o-ex:context>

 <o-ex:agreement>

  <o-ex:asset>

   <o-ex:context>

    <o-dd:uid>SubscriptionGUID</o-dd:uid>

   </o-ex:context>

  </o-ex:asset>

  <o-ex:permission>

   <o-dd:play>

    <o-ex:constraint>

     <o-dd:datetime>

      <o-dd:end>2006-08-01T23:59:59Z</o-dd:end>

     </o-dd:datetime>
    </o-ex:constraint>
    <o-ex:requirement>

      <o-dd:tracked timed="10"/>

    </o-ex:requirement>
   </o-dd:play>

  </o-ex:permission>

 </o-ex:agreement>

</o-ex:rights>

Parent Rights Object referencing DRM Content

<o-ex:rights

 xmlns:o-ex="http://odrl.net/1.1/ODRL-EX"

 xmlns:o-dd="http://odrl.net/1.1/ODRL-DD"

 xmlns:oma-dd="http://www.openmobilealliance.com/oma-dd"

 xmlns:ds="http://www.w3.org/2000/09/xmldsig#"

 xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"

 o-ex:id="C.4c">

 <o-ex:context>

  <o-dd:version>2.0</o-dd:version>

  <o-dd:uid>RightsObjectID</o-dd:uid>

 </o-ex:context>

 <o-ex:agreement>

  <o-ex:asset>

   <o-ex:context>

    <o-dd:uid>ContentID</o-dd:uid>

   </o-ex:context>

   <o-ex:inherit>

    <o-ex:context>

     <o-dd:uid>SubscriptionGUID</o-dd:uid>

    </o-ex:context>

   </o-ex:inherit>

   <o-ex:digest>

    <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

    <ds:DigestValue>DCFHash</ds:DigestValue>

   </o-ex:digest>

   <ds:KeyInfo>

    <xenc:EncryptedKey>

     <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

     <ds:KeyInfo>
      <ds:RetrievalMethod URI="REKReference"/>
     </ds:KeyInfo>
     <xenc:CipherData>

      <xenc:CipherValue>EncryptedCEK</xenc:CipherValue>

     </xenc:CipherData>

    </xenc:EncryptedKey>

   </ds:KeyInfo>

  </o-ex:asset>

 </o-ex:agreement>

</o-ex:rights>

Child Rights Object referencing the Parent Rights Object
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