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1 Reason for Change

There were already some discussions on contradict between the necessity of verifying DCF integrity and the good User experience. To prevent User from consuming a maliciously tampered DCF, it is quite important for DRM Agent to verify the integrity of DCF before consumption. Yet it takes much time to compute the hash value of a DCF especially when it is big enough, this leads to a bad User experience by keeping the user waiting before gaining access to the DCF.
There was already a proposed solution of parallel processing: to start consuming DCF procedure and verifying DCF procedure simultaneously. This is a good idea but I would like to point out that the potential defect would be:
If RO is stateful, then it is difficult for DRM Agent to maintain the state information in the case when verifying of DCF hash fails during the consuming procedure. It is not easy to determine whether the consumed count should be rolled back or not.
Hence we suggest another solution of caching DCF hash value to solve this problem. Please attached PowerPoint document for more detailed information.
Change for R01: Do not suggest add box to DCF any more, and rewording the sentence added to DRM-DRM document. Besides, I change the classification from “new functionality” to “Bug Fix”.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation
It is recommended that group members agree this document and incorporate the proposed use case into OMA DRM SCE AD.

6 Detailed Change Proposal


Change 1:  Change section 9.1 as below
9.1 Protection of Content Objects

The Content Objects are protected by symmetric key encryption. The details of the content format are specified in [DRMCF-v2] document. Protecting content confidentiality is a key part of the DRM system. Only the intended Devices must be able to decrypt the content. To accomplish this content protection, the Rights Issuer MUST encapsulate the Content Encryption Key (CEK) in a Rights Object. This Rights Object, in turn, is protected as described in Section 7.2 to ensure that only the intended Devices may access the CEK and therefore the Protected Content.

For integrity protection of the DCF, a cryptographic hash value of the DCF MAY BE generated and inserted into the Rights Object. This hash value MUST BE generated according to the DCF hash calculation procedure specified in section 12.4. If the Rights Object contains a DCF hash value, DRM Agents in client Devices MUST verify that this hash value is identical to the hash value calculated by the DRM Agent over the DCF. If the hash values are not identical, the DRM Agent MUST prohibit the DCF from being decrypted and used. In a progressive download scenario, the DRM Agent can complete hash verification only after the complete DCF has been received and possibly after DCF decryption has started. The DRM Agent MUST discontinue DCF decryption and use, if the hash verification fails. 
To improve user experience (by reducing waiting time due to verification of the DCF integrity), the DCF hash may be calculated by the Device in advance, possibly during download or as soon as the DCF is received, and may be cached by the Device for later use. In order to verify the integrity of the DCF a Device may compare the cached hash value to that in a corresponding RO. When acquiring an RO, the Device may also report the cached hash value to the RI in the RO-Request. The location for the cached hash value is not specified and therefore is implementation specific.
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