Doc# OMA-DLDRM-2006-0336R01-CR_AD_[image: image1.jpg]"sOMaQa

Open Mobile Alliance



DRM2.1_Remove_a_misleading_recommendation
Change Request

Doc# OMA-DLDRM-2006-0336R01-CR_AD_DRM2.1_Remove_a_misleading_recommendation
Change Request



Change Request

	Title:
	Remove a misleading recommendation
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	BAC-DLDRM

	Doc to Change:
	OMA-AD-DRM-V2_1 (latest version)

	Submission Date:
	28 Aug 2006

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Renzhou Zhang, HUAWEI, zhangrenzhou@huawei.com

	Replaces:
	


1 Reason for Change

In section 5.1 of OMA-AD-DRM2.1 document, there is a recommendation as below:

Although not required by the OMA DRM specifications or the OMA DRM architecture, it is recommended that the same CEK is not used for all instances of a piece of content. Using the same CEK for all content instances would pose a greater risk if a single device was to be hacked and a CEK stored on that device exposed. Using a different CEK for different deliveries or different devices will limit this risk.
As the group agreed when I was presenting CR0336 in Beijing meeting last week, this recommendation is misleading and could be removed from OMA-AD-DRM2.1 document (rather than a requirement in RD document be removed), because in reality if a CEK is leaked then the content has to be considered lost since there is nothing stopping a party from using the leaked CEK to unwrap the content and issuing it in plaintext. 
So this CR suggests removing the recommendation from OMA-AD-DRM2.1 document.

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation
It is recommended that group members agree this document.

6 Detailed Change Proposal


Change 1:  Remove the recommendation from section 5.1
5.1 Overview

The basic steps for distributing DRM Content can be summarised as follows:

1. Content packaging: Content is packaged in a secure content container (DCF). DRM Content is encrypted with a symmetric content encryption key (CEK). Content can be pre-packaged, i.e. content packaging does not have to happen on the fly.
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