Doc# OMA-DLDRM-2006-0349-DLOTAv2-CR-time-reservation-clarification.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance



TS
Change Request

Doc# OMA-DLDRM-2006-0118R01-License -process-CR-for-DLOTAv2TS
Change Request



Change Request

	Title:
	Time Reservation clarification and bug corrections
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	DLDRM

	Doc to Change:
	OMA-TS-DLOTA-V2_0-20060807-D

	Submission Date:
	28 Aug. 2006 

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Anders Isberg, anders.isberg@obigo.com, Obigo AB

	Replaces:
	


1 Reason for Change

During Timing Reservation, the DL UA shall check whether there is a new DD before the Media Objects/Products are downloaded. Currently it is not defined what should happen if the “downloadTime” and/or “timeInterval” elements have been updated if a new DD is available. This CR adds some extra text to clarify this issue.
Furthermore, during the TP R&D there was raised one minor comment:

“In the TS, Section 7.2.5.1, the description in the DataType is conflicting with the Comments. DataType column should be corrected to "dateTime". Correct Section 7.2.5.2 as well.”

This CR corrects these errors in section 7.2.5.1 and 7.2.5.2. 
The CR also corrects some minor editorial errors. The term “suppressUserNotification” is used instead of “suppressUserConfirmation”.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend that the group approves the changes.

6 Detailed Change Proposal
5.2.3    Step 5b; License Retrieval

If a Media Object or Product has a license element, the Download Agent MUST pass the contents of the license element transparently to the appropriate License Agent. The License Agent MUST retrieve the appropriate License and report back to the Download Agent the result of the License retrieval. The Download Agent MUST include the License retrieval status in any report posted to the server.  It should be noted that it is possible to use a Download Descriptor for the purpose of license upgrade i.e. when the device has already downloaded the Media Object. In this case the Download Descriptor will not contain any mediaObject elements (see example D.9). 

If the device supports OMA DRMv2 [OMADRMv2], it MUST support the license element and associate functionality.

If the License Retrieval status fails with a permanent error, the Downloading of the Media Object or Product associated with the license element MUST be interrupted and the Media Object and License information MUST be removed from the device. 

If the License Retrieval status fails with a temporary error and if pause and resume is supported by the Download Agent as well as the Download Server, the Download transaction SHALL be paused and the end user SHALL be informed about the reason for pausing the Download transaction. The Download Agent MAY offer the end user to resume the Download transaction immediately, keep the Downloaded Media Object, Media Content Range or Product for later resumption of the Download transaction or define a time when the Download transaction shall be resumed. If suppressUserConfirmation is equal to true and the Download Server is authorized as defined in section 8.3, the Download session SHALL NOT be automatically paused during a temporary error. The Download Agent SHALL continue to download as much as possible. If pause and resume is not supported, a temporary error SHALL be treated with same procedures as for a permanent error. 

If the Download Descriptor contains a Compound Product and if a permanent error occur or if the Download Agent do not support pause and resume, the Download Agent MUST discard all the Media Objects downloaded and Licenses for the Compound Product.
If a download reservation (Section 5.2.4.1) is defined for the Download Descriptor, this reservation MUST also be used for determining when to retrieve the License.

The Download Agent MAY perform Media Object download and License retrieval in sequence or in parallel. In case of sequential retrieval, the License referenced by first license element MUST be retrieved before for the downloading of the Media Object. If the License is associated with a Product and sequential downloading is applied, the License referenced by the first license element MUST be retrieved before the first Media Object of the Product is downloaded. In case of parallel Media Object download and License retrieval, the retrieval of the License of the first license element MUST start before or at the same time as the Downloading of the Media Object. If the License is associated with a Product and parallel downloading is applied, the License referenced by the first license element MUST be retrieved before the first Media Object of the Product is downloaded. 

If the license element includes the order attribute and the order attribute is equal to the post. The contents of the license element MUST NOT be passed to the License Agent unless the Media Object or Product is successfully downloaded as defined in section 5.3.2. If the order attribute is equal to post, the Download Agent MUST continue with the next license element. The exact algorithm for Downloading of the remaining Licenses is not defined in this specification.

If the Download Agent supports Progressive Download and receives a Download Descriptor which contains one or more license elements associated with one or more Media Object elements that contains a progressiveDownloadFlag element with the value “true”, the Download Agent MUST NOT make the Media Object(s) available for rendering before the associated License(s) have been successfully installed. The Download Agent MUST include the License retrieval status in any report posted to the server.   The exact algorithm for determining the number of Media Objects and the order in which they shall be progressively downloaded is outside the scope for this specification.　

5.2.4.1    Media Object Retrieval of Download Timing reservation

OMA DLOTA version 2.0 supports the function of timing reservation of the Media Objects retrieval. The Download Agent SHOULD support this function.  The Download Server SHOULD support this function.   The Download Agent MUST advertise support for this function using UAProf header. If the downloadTime element is present in the Download Descriptor, the Download Agent SHOULD execute the download transactions for the Products defined in the Download Descriptor at the time designated by the downloadTime element. If the Download Agent was able to set the timer at the time designated by the downloadTime element and if the reservationNotifyURI element is present in the Download Descriptor, then the Download Agent MUST post a “Set Timer Success” status report to the reservationNotifyURI. The size element and installSize element MAY be equal to zero if the size or installSize is not known when the timing reservation Download Descriptor is Downloaded. If the size element or installSize element is equal to zero, the updateDDURI element MUST be included and the Download Agent MUST fetch the new Download Descriptor from the updateDDURI to obtain the actual size of the Media Objects or Products. If the timeInterval element is present in addition to downloadTime element in the Download Descriptor, then the Download Agent SHOULD execute the download transactions for the Products defined in the Download Descriptor with the desired time interval originated at the time specified in the downloadTime element till the time specified in the timeIntervalExpire element. The Download Agent SHALL NOT execute the download transactions at times later than that specified in the timeIntervalExpire element. 

The process for negotiating the download time between the User and the Download Server is outside the scope of this specification. For example, the User can use a web page to select the desired download time prior to initiating the download process. The Download Agent SHOULD execute the download transaction at the designated time if the timestamp element is present in the Download Descriptor.
Before the Download Agent executes the download transaction at the designated time, if the Download Descriptor contains updatedDDURI element, the Download Agent SHALL initiate the updating Media Object retrieval as defined in section 5.2.4.2 Media Object Retrieval of Updated Media Object. If the Download Agent determines that the Media Object has been replaced or updated, the Download Agent MUST proceed as defined in section 5.2.4.2. 
If the Download Agent determines that the downloadTime element in the Download Descriptor, available at the updateDDURI, has been updated to a time in the future, the Download SHALL NOT download any Products or Media Objects. The Download Agent SHOULD execute the download transaction defined by the new downloadTime. If the Download Agent was able to set the timer at the time designated by the updated downloadTime element and if the reservationNotifyURI element is present in the updated Download Descriptor, then the Download Agent MUST post a “Set Timer Success” status report to the reservationNotifyURI. If timeInterval and/or timeIntervalExpire elements are updated, the new values MUST be used for all succeeding download transactions.
If the user aborts the automatic download after the Download Agent is ready to set the download transactions (e.g. after the Download Agent set a internal timer to execute the download transaction), and if the reservationNotifyURI element is present in the Download Descriptor, then the Download Agent MUST post a “Reservation Cancelled ” status report to the reservationNotifyURI.

If the timeInterval element is present and a download transaction is not concluded before the next download transaction (from the same Download Descriptor) shall be is initiated from the same Download Descriptor, then the Download Agent MUST discarded the new download transaction to avoid that the updating of Products or Media Objects gets updated before the Products or Media Objects before they have been downloaded.
If the Download Agent is not able to execute the download transactions at the designated time, and if the reservationNotifyURI element is present in the Download Descriptor, then the Download Agent SHOULD post a “Reservation Error” status report to the reservationNotifyURI. If the Download Descriptor contains the suppressUserConfirmation element and the value is equal to ‘Always’ and the server can be authorized (see section 8.3) the Download Agent MUST NOT present a message to the User, in all other cases the Download Agent SHOULD present a message to the User that the reserved downloading was not executed.

If the Download Agent is not able to execute the download transaction at the designated time, due to the fact the device was switched off, and the if the reservationNotifyURI element is present in the Download Descriptor, then the Download Agent MAY post a “Reservation Error” status report to the reservationNotifyURI or make a new download attempt. If the timeInterval element is present and it has not been possible to execute one or more several download transaction(s) have not been possible to execute at the designated time, then the Download Agent MUST NOT send more that one “Reservation Error” status report per Download Descriptor or the Download Agent MUST only initiate a new download attempt for the latest time interval.

If the Media Object is no longer available then the Download Server MUST return an HTTP 410 “Gone” status code in response to either a request for the actual Media Object or a request to the updatedDDURI.  Upon reception of an HTTP response with this status code the Download Agent MUST permenantly remove the reservation and send status message 973 reservation cancelled if the reservationNotifyURI element is present in the Download Descriptor. If the Download Descriptor contains the suppressUserConfirmation element and the value is equal to ‘Always’ and the server can be authorized (see section 8.3) the Download Agent MUST NOT present a message to the User, in all other cases the Download Agent SHOULD present a message to the User that the reserved download is no longer available.

The Download Agent SHOULD NOT send the status codes other than the Set Timer Success (971), Reservation Error (972) and Reservation Cancelled (973) status report to reservationNotifyURI. The Download Agent SHOULD use the installNotifyURI to send such error status codes.
See section 6 Status Report Functionality for details on sending reservation related notifications.
7.2.3.3.8     suppressUserConfirmation
	Name
	suppressUserConfirmation

	Definition
	Used to indicate that the Download Agent should not request user confirmation.

	Status
	Download Descriptor: Optional. User Agent: Mandatory

	Datatype
	String Enurmeration: “Always”, “UserConfirmStepOnly”, “Never”

	Refinement
	The suppressUserConfirmation element can be defined at both the Product level and the Media Object level, see section 5.2.3 for details.

	Comment
	The Download Server MAY include the suppressUserConfirmation element in Download Descriptor. When this is present and the value is ‘Always’ AND the Download Server can be authorized (see section 8.3) then the Download Agent MUST NOT request user confirmation at any point in the download process.

When this is present and the value is ‘UserConfirmStepOnly’ AND the Download Server can be authorized (see section 8.3) then the Download Agent MUST NOT request user confirmation prior to downloading the Media Object i.e. step 4 (section 5.2.3) should be skipped.  For all other appropriate points in the download process the Download Agent may require user confirmation, see sections (5.1 to 5.4) for details. When this is present and the value is ‘Never’ then the Download Agent MUST request user confirmation prior to downloading the Media Object and may have to during other appropriate points in the download process, see sections (5.1 to 5.4) for details. 

When this element is not present the Download Agent MUST treat the Download Descriptor as if the suppressUserConfirmation is present and equal to ‘Never’.


7.2.5.1 timestamp

	Name
	Timestamp

	Definition
	The time measured by the Download Server.

	Status
	Download Descriptor: Optional. User Agent: Optional

	Datatype
	dateTime

	Refinement
	-

	Comment
	Values of type datetime MUST conform to a single lexical representation defined in section 3.2.7 of [XMLSchema]. This lexical representation is the extended format CCYY-MM-DDThh:mm:ssZ where CC denotes the century, YY denotes the year, MM denotes the month, DD denotes the day, T is the date/time separator, hh, mm, ss represent the hour, minute, and second respectively, and Z is the mandatory UTC indicator. For example, 2002-12-31T23:59:59Z represents December 31st, 2002, 23:59:59 UTC.


7.2.5.2 downloadTime

	Name
	downloadTime

	Definition
	The time for the automatic download.

	Status
	Download Descriptor: Optional. User Agent: Optional

	Datatype
	dateTime

	Refinement
	-

	Comment
	Values of type datetime MUST conform to a single lexical representation defined in section 3.2.7 of [XMLSchema]. This lexical representation is the extended format CCYY-MM-DDThh:mm:ssZ where CC denotes the century, YY denotes the year, MM denotes the month, DD denotes the day, T is the date/time separator, hh, mm, ss represent the hour, minute, and second respectively, and Z is the mandatory UTC indicator. For example, 2002-12-31T23:59:59Z represents December 31st, 2002, 23:59:59 UTC.


8.3 Server Authorization

White lists SHALL be supported by the Download Agent to provide authorization of Download Servers. The address of each authorized Download Server MUST be configured to the Download Agent. OMA Device Management version v1.2 [OMADM] SHOULD be supported to enable the provisioning of the white list. If there are no server addresses configured in the white list then the Download Agent MUST always require user confirmation. Specifically for cases where the suppressUserConfirmation element is present in the Download Descriptor and the value is equal to ‘Always’ or ‘UserConfirmStepOnly’ and there are no server addresses configured in the white list, the Download Agent MUST NOT continue with the download process without acquiring user consent.
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