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1 Reason for Change

This CR corrects the reference errors in TS-REL document. The naming rule of OMA DRM V2.0 document in the enabler is released as follows:

· DRM Specification: OMA-TS-DRM-DRM-V2_0.

· DRM Rights Expression Language: OMA-TS-DRM-REL-V2_0.

· DRM Content Format: OMA-TS-DRM-DCF-V2_0.

· DRM Architecture: OMA-AD-DRM-V2_0.

· DRM Requirements: OMA-RD-DRM-V2_0.

Document 0350, 0351, 0352 adopts those final released names to make a reference to the proper documents.
Additionally, [DRM-v2] has no section 6.4, so it is modified as section 7.2 in section 5.7.1 of REL Specification.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that the group review this CR and include it within an updated version of the DRM specification.
6 Detailed Change Proposal
Change 1:  Section 2. References
2.2 Informative References

	[DRM-v2]
	“Digital Rights Management V2.0”, Open Mobile Alliance(, OMA-TS-DRM-DRM-V2_0, URL:http://www.openmobilealliance.org/

	[DRMARCH-v2]
	”DRM Architecture V2.0”, Open Mobile Alliance™, OMA-AD-DRM-V2-0, URL:http://www.openmobilealliance.org/

	[DRMCF-v2]
	“DRM Content Format V2.0”, Open Mobile Alliance(, OMA-TS-DRM-DCF-V2_0, URL:http://www.openmobilealliance.org/


Change 2:  Section 5.7.1 Content Confidentiality
Protecting the confidentiality of Content is an essential part of enforcing consumption control of DRM Content. Enabling an authorized party to consume DRM Content is similar to granting this party access to the confidential Content. In other words, a party authorized to consume DRM Content is let into the exclusive circle of parties deemed trustworthy enough to access the  Content.

This concept is realized in [DRM-v2] by i) encrypting the Content thus transforming it into DRM Content [DRMCF-v2], and ii) sharing the key(s) required to decrypt the DRM Content only with those parties that are authorized to consume the Content.

DRM Content is protected by a symmetric algorithm (AES), i.e., the key used for decryption can be derived from the key used for encryption. Thus, henceforth, the key will be referred to as content encryption key, or short CEK.

Note that the CEK may contain an (intermediate) key that in turn encrypts the Content. . If the ContentID contained in the <asset> element matches the ContentID stored in the Common Headers Box associated with the content item (see [DRMCF-v2]), then the CEK contained in the Rights Object was used to encrypt the content directly. If the ContentID matches the GroupID value stored in the OMADRMGroupID box, then the CEK in the Rights Object was used to encrypt the content item’s encryption key.

Encrypting the Content defers Content confidentiality to controlling the confidentiality of the CEK. Now, the security of the DRM system relies on the control of the CEK that must be kept secret from all unauthorized parties. The CEK necessary to decrypt the DRM Content is contained in the Rights Object in encrypted form.

A CEK, KCEK, is a randomly generated 128-bit AES key. It is wrapped using a REK, KREK, by use of AES-WRAP. KREK keys derived as specified in section 7.2 of [DRM-v2] shall be used as the key-wrapping keys:
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