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1 Reason for Change

This CR proposes some modifications and corrections to the current SCE AD.
2 Impact on Backward Compatibility

n/a

3 Impact on Other Specifications

n/a

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Accept the proposed changes and update the SCE AD accordingly.
6 Detailed Change Proposal
Change 1:  Split Functional Components from Interfaces

5.3 Functional Components
5.3.1 DRM Agent

The main responsibility of the DRM Agent is unchanged compared to OMA DRM 2.0:

A DRM Agent embodies a trusted entity in a device. This trusted entity is responsible for enforcing permissions and constraints associated with DRM Content, controlling access to DRM Content, etc.

Compared to OMA DRM 2.0, new functionality for the DRM Agent is that it will specify during the purchasing process to the RI to which User Domain  the content should be bound. 

5.3.2 Content Issuer

The main responsibility of the Content Issuer is unchanged compared to OMA DRM 2.0:

The content issuer is an entity that delivers DRM Content. OMA DRM defines the format of DRM Content delivered to DRM Agents, and the way DRM Content can be transported from a content issuer to a DRM Agent using different transport mechanisms. The content issuer may do the actual packaging of DRM Content itself, or it may receive pre-packaged content from some other source.

5.3.3 Rights Issuer (RI)

The main responsibility of the Rights Issuer (RI) is unchanged compared to OMA DRM 2.0:

The rights issuer is an entity that assigns permissions and constraints to DRM Content, and generates Rights Objects. A Rights Object is an XML document expressing permissions and constraints associated with a piece of DRM Content. Rights Objects govern how DRM Content may be used – DRM Content cannot be used without an associated Rights Object, and may only be used as specified by the Rights Object.

Compared to OMA DRM 2.0, the new functionality for RI’s is that it will provide Rights Objects for a User Domain, as defined by a Domain Authority and/or provide Rights Objects for DCF’s created by an LRM from Import-ready data. 

5.3.4 Domain Authority (DA)

The main responsibility of the Domain Authority is to define a User Domain for a User and ensure towards RI’s that the extend of the User Domain is limited to the limits as specified in an agreed Domain Policy. The ultimate goal is to enable a User to define a set of devices once with the DA and aquire Rights for this set of devices from various sources: RI’s or LRM’s. In this way the User is assured that content for his/her User Domain can be freely exchanged between his/her devices and accessed on all of them, regardless of where the content was purchased or from where it was imported. 

5.3.5 Domain Enforcement Agent (DEA)

5.3.6 Local Rights Manager (LRM)

The main responsibility of the Local Rights Manager (LRM) is to create RO’s and DCF’s from Import-ready data. The created RO’s will only be accesible to a specific device, a specific OMA DRM 2.0 domain or a specific User Domain.

Interfaces
5.3.7 ROAP-SCE

The ROAP-SCE protocol is an extended version of the ROAP 1.0 protocol as specified in OMA DRM 2.0:

The Rights Object Acquisition Protocol (ROAP) is the common name for a suite of DRM security protocols between a Rights Issuer (RI) and a DRM Agent in a Device. The protocol suite contains a 4-pass protocol for registration of a Device with an RI and two protocols by which the Device requests and acquires Rights Objects (RO). The 2-pass RO acquisition protocol encompasses request and delivery of an RO whereas the 1-pass RO acquisition protocol is only a delivery of an RO from an RI to a Device (e.g. messaging/push). The ROAP suite also includes 2-pass protocols for Devices joining and leaving a Domain; the Join Domain protocol and the Leave Domain protocol.

As in OMA DRM 2.0, the basic function is deliver RO’s from an RI to a DRM Agent. The extensions are related to being able to request and deliver RO’s for a User Domain. The ROAP 1.0 protocols for domain management are still relevant to allow OMA DRM 2.0 devices to join a User Domain. 

5.3.8 LRMP-1

The Local Rights Manager Protocol LRMP-1 protocol is used to enable an LRM to import content into a OMA DRM 2.0 domain, as managed by an  RI in the network. Possible robustness rules and backward compatibility issues (see section on Security considerations) require that importing content into a OMA DRM 2.0 domain is partly implemented in the LRM on a device and partly implemented in the network in an entity very similar to an RI. The Local Rights Manager Protocol LRMP-1 protocol is used to enable the required split in deployment and collaboration between RI and LRM.

5.3.9 LRMP-2

The Local Rights Manager Protocol LRMP-2 is used to allow an LRM to import content into a User Domain. 

5.3.10 DMP-1

The Domain Management Protocol DMP-1 is used by the DA to manage the User Domain. Using this protocol, the DA will add and remove Devices to/from the User Domain. Functionally the DMP-1 protocol is quite similar to the domain management calls  in the OMA DRM 2.0-ROAP 1.0 protocol. New functionality will be to allow a DA to specify to a device which RI’s and LRM’s it has authorized to provide content for the User Domain.

5.3.11 RDP-1

5.3.12 Out of scope interfaces

As in OMA DRM 2.0, the interface between DRM-Agents is out of scope. Similarly, the interface between the LRM and the DRM Agent is out of scope. Instead, as in OMA DRM 2.0, RO’s and DCF’s can be exchanged between Devices and devices hosting LRM’s using any mechanism.

Change 2:  Modify text on Flows
5.3.13 Import into a OMA DRM 2.0 Domain

Figure 2 depicts the flow of events in case of import into a OMA DRM 2.0 Domain.
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Figure 2: Import into a OMA DRM 2.0 Domain

Calls

1-5 
The LRM registers with the RI. The involved protocols are similar to Device-RI registration in OMA DRM 2.0. Part of the registration will be a mutual authentication. This protocol is executed when the LRM first starts importing content into a Domain managed by the RI and may be repeated when the registration expires.

6-8
The LRM is assigned to a specific Domain. The involved protocols are similar to the Device join domain protocols as in OMA DRM 2.0. These calls may be repeated e.g. when the domain context expires or when the domain generation is upgraded.

9-12
The LRM receives Import-ready data from an entity outside of the scope of OMA DRM, creates a DCF from it and request the creation of an RO for the Import-ready data. In the CreateRORequest/Response-calls, the LRM and RI will exchange the permissions and restrictions that should be expressed in the RO as well as any neccesary key material and other information (e.g. metadata like riURL for ProtectedRO). The RI creates an OMA DRM 2.0 compatible RO from this information and returns it to the LRM. The sequence of calls may be somewhat different. In case of streaming content for instance, the LRM may request an RO from initial Import ready data and then create a DCF while still receiving the rest of the Import-ready data. Thes calls are repeated for each piece Content that is created from Import-ready data.

13
The RO and DCF may be transported to other Devices, as enabled by OMA DRM 2.0. This is outside of scope for OMA DRM.

14-15
Using the information contained in the RO, the DRM Agents in other Device may request from the RI to be added to the Domain as specified in OMA DRM 2.0. When the DRM Agent is already part of the Domain, these call are not neccesary.

Device may execute 2-Pass ROAP to acquire the RO instead of step 13. RI may send ROAP Trigger for Domain Join to Device.
5.3.14 Purchase for a User Domain

Figure 4 depicts the flow of events in case of purchase for a User Domain. 
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Figure 4: Purchase  for a User Domain
Calls

1
The DRM Agent registers with the DA and joins the User Domain, as described in section 5.4.5. 

2-6
The DRM Agent registers with the RI. The involved protocols are similar to Device-RI registration in OMA DRM 2.0. Part of the registration will be a mutual authentication. This protocol may be repeated when the RI Context expires.

7-11
The DRM Agent is triggered to request a purchased RO, tied to the selected User Domain. Calls 7, 8 and 11 are similar to the calls in OMA DRM 2.0, extended with the neccesary information to request creation of an RO with permission for the User Domain. In Calls 9 and 10, RI and DA exchange the information and key material that enable the RI to create the RO. The RI will use this information to check that it trusts the DA responsible for this User Domain and that it supports the associated Domain Policy. 

5.3.15 User Domain backward compatible usage

Figure 6 depicts the flow of events when DRM Agents acquires Content for a User Domain and transfers this content to a OMA DRM 2.0 conformant DRM Agent (“2.0 DRM Agent”).
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Figure 6: User Domain backward compatible usage

Calls

1
The SCE conformant DRM Agent registers with the DA and joins the User Domain, as described in section 5.4.5. 

2-3
The SCE conformant DRM Agent acquires a RO as described in section 5.4.4.

4
The RO and DCF is transported to the OMA DRM 2.0 conformant DRM Agent, as enabled by OMA DRM 2.0. This is outside of scope for OMA DRM.
5-8
The OMA DRM 2.0 conformant DRM Agent is unable to contact a DA/DEA. Instead it uses the information contained in the RO to contact the RI (as specified in OMA DRM 2.0) to register and request to be joined to the domain. The RI acts as proxy for the DA and forwards the join domain call to the DA/DEA that manages the domain. These calls may be repeated e.g. after the RI Context or Domain Context expires.
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