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1 Reason for Change

The OMA DRM v2.1 Metering solution can be used to collect usage statistics for All You Can Eat subscription services. These services can leverage the ParentRO/GroupRO functionality specified within OMA DRMv2.0 (and 2.1).  
In order to provide the user with continuous access to the subscription content RIs may wish to provide the ParentRO/GroupRO for the next subscription period in a timely manner (i.e. before the previous ParentRO/GroupRO) has expired.  
In addition to this requirement an RI would like to bind the subsequent acquisition of a ParentRO/GroupRO to the successful reporting of Metering Information by the Device.  In order to provide an optimum user experience it would be beneficial to allow the RI to trigger the acquisition of the next ParentRO/GroupRO as a result of receiving a Metering Report. This CR describes a ROAP extension for the MeteringReportResponse message that allows an RI to bind RO Acquisition to the execution of the Metering Report Protocol.

The existing alternatives to this approach include:

· Pushing of ROAP Triggers via WAP Push

· Use of the NextURL from DLOTAv1

· Use of DLOTAv2

However, not all Devices will support these mechanisms and furthermore in the absence of DLOTAv2 the nextURL from DLOTAv1 results an undesirable user experience due to the linking of two separate DLOTAv1 sessions.
2 Impact on Backward Compatibility

V2.0 Devices will not support metering.
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend that the group approves the changes proposed within this CR.
6 Detailed Change Proposal

5.4.6.2 MeteringReportResponse

The ROAP-MeteringReportResponse message is sent from the RI to the Device in response to a ROAP-MeteringReportSubmit message.
5.4.6.2.1 Message description

	Parameter
	ROAP-MeteringReportResponse



	Status
	M

	Device ID
	M

	RI ID
	M

	Device Nonce
	M

	Report Nonce
	M

	Extensions 
	O


Table 12: Metering Report Response Message Parameters

Status indicates if the request was successfully handled or not. In the latter case an error code specified in Section 5.3.6 is sent.

Device ID identifies the requesting Device, in the same manner as in the ROAP-DeviceHello message as specified in section 5.4.2.1.1. The value returned here MUST equal the Device ID sent by the Device in the ROAP-MeteringReportSubmit message that triggered this response.

RI ID identifies the RI. The value MUST equal the RI ID sent by the Device in the preceding ROAP-MeteringReportSubmit message. 
Device Nonce: This parameter MUST have the same value as the corresponding parameter value in the preceding ROAP-MeteringReportSubmit. If the Device Nonce is incorrect, the ROAP-MeteringReportResponse processing will fail and the Device MUST discard the received MeteringReportResponse PDU. 

Report Nonce: This parameter MUST equal the reportNonce value that was sent in the corresponding ROAP-MeteringReportSubmit. If the reportNonce does not equal the reportNonce sent in the corresponding ROAP-MeteringReportSubmit the DRM Agent MUST NOT delete any existing Metering Information corresponding to the data contained in the Metering Report that was sent in the MeteringReportSubmit message.  As specified in section 10 the DRM Agent must continue to record Metering Information.

Extensions: The following extensions are currently defined for the ROAP-MeteringReportResponse message:
· Post Response URL: This allows an RI to bind a subsequent RO acquisition or other ROAP session to the execution of the Metering Report protocol.
5.4.6.2.2 Message syntax

The <MeteringReportResponse> element specifies the ROAP-MeteringReportResponse message. It has complex type roap:MeteringReportResponse, which extends the basic roap:Response type.

<element name="meteringReportResponse" type="roap:MeteringReportResponse"/>

<complexType name="MeteringReportResponse">

  <annotation>

    <documentation xml:lang="en">

      Message sent from RI to Device in response to a meteringReportSubmit message.

    </documentation>

  </annotation>

  <complexContent>

    <extension base="roap:Response">

      <sequence minOccurs="0">

        <element name="deviceID" type="roap:Identifier"/>

        <element name="riID" type="roap:Identifier"/>

        <element name="deviceNonce" type="roap:Nonce"/>

        <element name="reportNonce" type="roap:Nonce"/>

        <element name="extensions" type="roap:Extensions" minOccurs="0"/> 

      </sequence>

    </extension>

  </complexContent>

</complexType>

The following schema fragment defines the Post Response URL extension:

<complexType name="postResponseURL">

  <complexContent>

    <extension base="roap:Extension">
       <element name="prURL" type=”anyURI”/>

    </extension>
  </complexContent>

</complexType>
prURL specifies a URL.  The value of the <prURL> element MUST be a URL according to [RFC2396].  A successful request to the URL MUST return a ROAP Trigger, a Download Descriptor or a bundled Download Descriptor and ROAP Trigger. If the value of the <prURL> element is a HTTP URL and the request fails with error code 404 Not Found [RFC2616], the Device SHOULD NOT make further requests to the URL. If the request fails with some other error, the Device MAY retry the request at a later time.

The critical attribute SHALL be present and the value of the attribute SHALL be “true” and this extension MUST be supported by the Device.
10.3 Processing of ROAP-MeteringReportResponse Message

If DRM Agent receives a ROAP-MeteringReportResponse message it MUST check the value of the <DeviceNonce> element, if this value does not match the value of the <nonce> element sent in the preceeding ROAP-MeteringReportSubmit message the Device MUST: 

· Discard the ROAP-MeteringReportResponse and MUST continue to record Metering Information..

If the value matches the value of the <nonce> element sent in the preceeding ROAP-MeteringReportSubmit message the Device MUST check the value of the <status> element.    

· If the value of the <status> element is equal to ‘Success’ the DRM Agent MUST check the value of the <reportNonce> element.
· If this value equals the value sent in the ROAP-MeteringReportSubmit message then the DRM Agent MUST: 

· Delete any existing Metering Information that corresponds to the data sent in the Metering Report.
· Consider the attempt to send the Metering Report as successful.  

· If this value is not equal to the value sent in the <reportNonce> sent in the ROAP-MeteringReportSubmit message then  the DRM Agent: 

· MUST consider the attempt to send the Metering Report as successful.  

· MUST NOT delete any existing Metering Information that corresponds to the data sent in the Metering Report.
· MUST continue to record Metering Information until it receives a Metering Report ROAP Trigger. 

· If the Post Response URL extension is present the DRM Agent MUST send an HTTP GET request to the URL specified in the value of the <prURL> element of this extension at the first available opportunity.
· If the value is equal to ‘NoCertficateChain’ and the DRM Agent did not include its Certificate Chain in the corresponding ROAP-MeteringReportSubmit message the DRM Agent MUST resend the ROAP-MeteringReportSubmit message but include the appropriate Device Certificate Chain.

· If the value is not equal to ‘Success’ or ‘NoCertficateChain’, the DRM Agent MUST 

· Follow the rules specified in section 5.3.6
· Consider the attempt to send the Metering Report as successful.

· NOT delete any existing Metering Information that corresponds to the data sent in the Metering Report and the DRM Agent MUST continue to record Metering Information.

If the DRM Agent does not receive a ROAP-MeteringReportResponse message in response to sending a ROAP-MeteringReportSubmit message the DRM Agent MUST NOT: 

· consider the attempt to send the Metering Report as successful.

· delete any existing Metering Information that corresponds to the data sent in the Metering Report and the DRM Agent MUST continue to record Metering Information until it receives a Metering Report ROAP Trigger.

The following figure shows this diagramtically.
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Figure 12: Processing of ROAP-MeteringReportResponse Messages
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