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1 Reason for Change

In the section 5.6.3.2 Rights Retrieval in SRM , the spec says  “the “Read Data Flag” of the Rights_Retrieval_Message request in chapter 5.6.3.1 has the value of 00h. Therefore, after the RO and ESF are retrieved, the original Rights in the Rights Slot is not disabled.”  But according to the explanation of the “Read Data Flag in Table 17 , the “Read Data Flag” value should be 01h if the Rights stays in enabled state after retrieval .
So this CR try to correct this mistake.

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend that the OMA BAC DLDRM group agree the change.
6 Detailed Change Proposal

5.6.3.1 Rights_Retrieval_Message
The DRM Agent sends the Rights_Retrieval_Message request to retrieve the Rights from the SRM. The parameters of the request are defined in Table 17.
Table 17: Parameters of Rights_Retrieval_Message Request
	Parameters
	Protection Requirement
	Description

	RID
	Integrity
	Refer to 5.2.2.1

	Read Data Flag
	Integrity
	00h: The Rights is disabled after retrieval.
01h: The Rights stays in enabled state after retrieval.

For the initiation function, the “Read Data Flag” has the value 01h.


The actual transaction of this request is specified in the SRM communication layers of chapter 6.1.2. The protection requirements MUST be supported by the layers.
On receiving the Rights_Retrieval_Message request, the SRM Agent retrieves the Rights stored in the SRM as specified in chapter 5.6.3.2.
After the action, the SRM Agent sends the Rights_Retrieval_Message response to carry the result of the action. The parameters of the response are defined in Table 18.
Table 18: Parameters of Rights_Retrieval_Message Response
	Parameters
	Protection Requirement
	Description

	Anchor
	Integrity
	It indicates a Rights Slot where the Rights is retrieved from. The concept of Anchor is explained in chapter 5.3.

	RO
	Integrity & Confidentiality
	Refer to 5.2.1.1

	ESF
	Integrity 
	Refer to 5.2.1.2

	Error Code
	Integrity
	Error cases of the Rights_Retrieval_in_SRM and Rights_Disablement_in_SRM actions in chapter 5.6.3.2. Refer to Table 19


The actual transaction of this request is specified in the SRM communication layers of chapter 6.1.2. The protection requirements MUST be supported by the layers.
On receiving the response, the DRM Agent performs the following actions:

· To decrypt the RO
· To verify the integrity of parameters in the response

If the DRM Agent fails to receive the response, finds an error by referring to the Error Code, or fails to verify the integrity of parameters, then the DRM Agent MUST perform the following actions:

· The DRM Agent sends the recovery message to the SRM Agent. Refer to chapter 5.7.

· The Initiation of Local Rights Consumption function is terminated.
5.6.3.2 Rights_Retrieval_in_SRM
On receiving the Rights_Retrieval_Message request, the SRM Agent performs the following actions:

· To verify the integrity of the request parameters

· To find a Rights Slot where the Rights with the matched RID is installed

· To retrieve the RO and ESF of the Rights from the found Rights Slot

The “Read Data Flag” of the Rights_Retrieval_Message request in chapter 5.6.3.1 has the value of 01h. Therefore, after the RO and ESF are retrieved, the original Rights in the Rights Slot is not disabled.
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