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1 Reason for Contribution

Although document OMA-DLDRM-2006-0383R01-INP_SRM_TS_Secure_Authenticated_Channel explains a secure channel between a Device and an SRM, it provides minimal technical details. This Input Contribution provides very technical details of a secure channel that is applicable to both SRM and SCE.
2 Summary of Contribution

A secure channel between two SRM or SCE entities is specified.

3 Detailed Proposal

3.1 Out of Scope

The following items are outside the scope of this document:

· The actual mutual authentication with key exchange (MAKE) process.

· If an entity can have multiple, simultaneous channels, how each channel is identified is outside the scope of this document.
3.2 Definition

This Input Contribution defines a “secure channel” as a communications link that provides the following characteristics:

· Message integrity – message can not be modified without detection

· Entity substitution – an entity that does not represent itself with a valid certificate can not participate in the communications

· Replay protection – an attacker can not capture a message and then replay it

· Message confidentiality – portions of the message may be protected against unauthorized disclosure

3.3 Assumptions

This Input Contribution makes the following assumptions:

· Several Input Contributions and/or Change Requests have been submitted to DLDRM that specify a MAKE process between two SRM/SCE entities. There is one proposal for a secure channel between a Device and an SRM but does not provide many technical details. This input contribution assumes that whichever MAKE scheme is selected, it has the following properties:

· The Key Derivation Function (KDF) used produces probabilistically unique random numbers.

· The KDF can provide enough bits for the keys and other values required by this specification.

· For Device to SRM communications, the Device always initiates the communications.

· For Device to Device communications, the source Device always initiates the communications.

3.4 Algorithms

This document specifies the use of the following algorithms:

· HMAC-SHA-1 – used to provide message integrity

· AES-CTR-128 – used to provide message confidentiality

3.5 Secure Channel Specification

3.5.1 KDF Values

After the MAKE process concludes, the following table describes the values that are expected from the KDF:

	Size (bits)
	Description
	Nomenclature

	160
	The HMAC-SHA-1 key
	MK

	128
	The AES session key
	SK

	96
	The most significant bits for the AES-CTR counter
	CtrA


3.5.2 Counter

Both entities must be able to store a 16 bit counter, called Ctr. Ctr is initialized to 1 just after the MAKE process concludes. It is used as follows:

· The sender puts its Ctr value in the message as Ctr-s. After the message is sent, the sender increments its Ctr value by 1.

· When a message is received, the receiver checks the Ctr-s value against its Ctr value. If Ctr-s < Ctr, the receiver aborts the protocol and thus requires a new MAKE process. (Note: The integrity of the message can be performed after this check. But it MUST be performed before further processing, in particular, before any decryption is performed.) Otherwise, the receiver processes the message. If the protocol is not aborted, then the receiver sets Ctr = Ctr-s + 1.

· In all cases, when Ctr rolls over to 0, then a new MAKE process SHALL be performed. This allows 65535 messages to be exchanged. Note, a trust authority may set a lower limit value to cause the MAKE process to take place.

By including the Ctr along with the message being transmitted and protecting both with an HMAC, this specification achieves the first 3 characteristics of the defined secure channel. The HMAC provides integrity protection and doesn’t allow a new entity to substitute as either the sender or receiver because it will not know the MK. Since the Ctr is protected by the HMAC, it protects against replay attacks but does allow to recover from missed messages.

3.5.3 Integrity Protected Message

All exchanged messages shall be integrity protected. Such a message, called HmacMessage, is defined as follows
:

HmacMessage ::= SEQUENCE {

   cmsg CtrMessage,

   hmac HMAC-SHA1-Value -- value of HMAC-SHA-1 over CtrMessage

}

CtrMessage ::= SEQUENCE {

   ctr-s Ctr,

   msg Message
}
HMAC-SHA1-Value ::= OCTET STRING (SIZE(20))
Ctr ::= INTEGER (1..65535) -- 16 bit counter
Message ::= OCTET STRING
3.5.4 Encryption

Although the whole message being transmitted can be encrypted, there is no requirement to do so. Hence, only the fields that need confidentiality will be encrypted. An EncField is an AES-CTR encrypted field. It consists of a length and the ciphertext. It is defined as follows:

EncField ::= SEQUENCE {

   len INTEGER (0..65535), -- 16 bit length - 1

   ct CipherText

}

CipherText ::= OCTET STRING (MAX(65536))
A Message can contain 0 or more EncFields. Which parts of the Message are encrypted are outside the scope of this document. The CipherText is produced by using AES-CTR-128. The initial 128 bit counter value used in AES-CTR-128 is formed as follows:

	Bits
	Description

	96
	CtrA, from the KDF (most significant bits)

	16
	The current Ctr-s value


	16
	Initially set to 0, incremented for every block (least significant bits)


Because the least significant bits are used for the blocks, the maximum field size that can be encrypted is 1048576 bytes, although EncMessage only allows for a maximum field size of 65536.

3.5.5 Digital Signatures

Similarly, a Message can contain 0 or more digital signatures. Which parts of the Message are covered by the digital signature(s) are outside the scope of this document.  Any such digital signature(s) are included within Message.

3.5.6 Summary

The following diagram summarizes the secure channel specified in this document.
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4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

That DLDRM use the secure channel specified in this document in both SRM and SCE.










� Described in ASN.1 because neither author knows XML well enough.


� The integrity of the message must be validated before this value is used.
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