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1 Reason for Change

The ETR is be updated to incorporate DRM 2.1 Test Requirements.

Revision R02:

· Added list of DRM 2.1 features; and then assigned feature keys to all test requirements.

2 Impact on Backward Compatibility

None. 

3 Impact on Other Specifications

n/a

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The author recommends that this CR be reviewed and that the attached ETR with changes is accepted as the next version of the DRM 2.1 ETR.

6 Detailed Change Proposal

See the attachment OMA-ETR-DRM-V2_1-20061215-D.doc for a revised ETR incorporating all of the major changes listed below.

Change 1:  WBXML ROAP Trigger Handling

Added:

Mandatory Client Test Requirements

	WBRT
	Processing WBXML ROAP Triggers received via WAP PUSH
	Required to test whether WBXML ROAP Triggers are processed properly when received via WAP PUSH


Optional Server Test Requirements

	
	Generating and pushing WBXML ROAP Triggers
	Required to test whether the server can generate valid WBXML ROAP Triggers and send them to a client via WAP PUSH


Change 2:  RO Confirmation Protocols

Added:

Mandatory client test requirements   

	3-pass confirmed ROAP RO acquisition protocol 
	Required to test whether the client correctly confirms installation of ROs when specified. 


  

	4-pass confirmed ROAP RO acquisition protocol 
	Required to test whether the client correctly confirms installation of ROs when specified. 


 

Optional Server Test Requirements   

	3-pass confirmed ROAP RO acquisition protocol 
	Required to test whether the server correctly formats a ROAP-ROResponse with the ConfirmROInstallation extension and returns a correct ROAP-ROConfirmResponse to the confirming device. 


  

	4-pass confirmed ROAP RO acquisition protocol 
	Required to test whether the server correctly formats an ROAP-ROResponse with the  ConfirmROInstallation extension and returns a correct ROAP-ROConfirmResponse to the confirming device. 


 
Change 3:  RO Upload Protocols

Added:

Optional Client Test Requirements   

	2-pass Rights Object Upload Protocol
	Required to test whether 2-pass Rights Object Upload Protocol is utilized properly

	Replay Protection for stateless uploaded rights
	Required to test the replay protection mechanism for stateless uploaded rights.


Optional Server Test Requirements   

	2-pass Rights Object Upload Protocol
	Required to test whether 2-pass Rights Object Upload Protocol is utilized properly


Optional REL Test Requirements

	RO Upload <constraint> “id” linking
	Required to test whether the linking between the uploaded “updated” constraints and the constraints in the original RO is utilized properly (through “id” attribute of the constraints element)


Change 4:  Forward Compatibility

Added:

Mandatory Client Test Requirements   

	Forward Compatibility – Unknown non-critical extensions in ROAP
	Required to test that unknown non-critical extensions are ignored in ROAP

	Forward Compatibility – Unknown critical extensions in ROAP
	Required to that that unknown critical extensions cause the ROAP protocol to fail

	Forward Compatibility – Discard Unknown ROAP Triggers
	Required to test that unknown ROAP Triggers are discarded

	Forward Compatibility – Ignore unknown attributes
	Required to test that unknown attributes in ROAP PDUs are ignored.

	Forward Compatibility – Ignore unknown status codes
	Required to that the DRM Agent treats any unknown status codes as “Abort”.

	RIID derived from subjectPublicKeyInfo
	Required to test that the DRM Agent does not create an RI Context if the RIID is not the spkiHash.


Mandatory Server Test Requirements

	Forward Compatibility – Unknown non-critical extensions in ROAP
	Required to test that unknown non-critical extensions are ignored in ROAP

	Forward Compatibility – Unknown critical extensions in ROAP
	Required to that that unknown critical extensions cause the ROAP protocol to fail

	Forward Compatibility – Ignore unknown attributes
	Required to test that unknown attributes in ROAP PDUs are ignored.


REL Mandatory Test Requirements

	REL Forward Compatibility – Unknown Permissions
	Required to test that a DRM Agent ignores unknown permissions.

	REL Forward Compatibility – Unknown Constraints
	Required to test that a DRM Agent does not grant a permission containing an unknown constraint.


Change 5:  Domains No Consume After

Added:

Optional Client Test Requirements   

	Domain No Consume After
	Required to test that Domain Rights Objects are not consumable after the domain NoConsumeAfter date has expired.


Change 6:  Backwards Compatibility

Added

	BCD2
	Backwards Compatibility with DRM 2.0
	Verify interoperability between DRM 2.0 and 2.1 clients and servers for ROAP 4-pass registration.

	
	
	Verify interoperability between DRM 2.0 and 2.1 clients and servers for ROAP 2-pass RO Acquisition

	
	
	Verify interoperability between DRM 2.0 and 2.1 clients and servers for ROAP 2-Pass Join Domain

	
	
	Verify interoperability between DRM 2.0 and 2.1 clients and servers for ROAP 2-pass Leave Domain

	
	
	Verify interoperability between DRM 2.0 and 2.1 clients in Domain RO Superdistribution.


Change 7:  Enabler Dependencies – WBXML

Added:

Binary XML Content Format Specification [WBXML] for efficient encoding of ROAP Triggers. The usage of WBXML in DRM V2.1 is defined in [DRM-v2.1].

Change 8:  2-Pass ROAP Identification Protocol

Added:

Mandatory Client Test Requirements:

	R2PI
	2-pass roap Identification protocol
	Required to test whether 2-pass ROAP identification protocol is utlized properly


Optional Server Test Requirements

	R2PI
	2-pass roap Identification protocol
	Required to test whether 2-pass ROAP identification protocol is utlized properly


Change 9:  Metering

Added:

Mandatory Client Test Requirements:

	R2PM
	2-pass Metering protocol
	Required to test  whether 2-pass Metering protocol is utilized properly

	METR
	Collating Metering Information
	Required to test that DRM Agents collect metering information for ROs with <tracked> element


Optional Server Test Requirements

	R2PM
	2-pass Metering protocol
	Required to test  whether 2-pass Metering protocol is utilized properly


Optional Client Test Requirements

	Unconnected Devices: Metering for Unconnected Devices
	Required to test whether an unconnected device can send a metering report via a connected device.

	Connected Devices: Metering for Unconnected Devices
	Required to test whether an unconnected device can send a metering report via a connected device.


Mandatory REL Client Test Requirements

	<tracked> element
	Required to test whether the <tracked> element is utilized properly

	Requirements model
	Required to test whether the requirements model is utilized properly


Mandatory REL Server Test Requirements

	<tracked> element
	Required to test whether the <tracked> element is utilized properly

	Requirements model
	Required to test whether the requirements model is utilized properly


Change 10:  DCF MetaData

Added:

Mandatory Client Test Requirements

	User-Data box in Discrete Headers Box
	Required to test whether the User data box in the discrete headers is utilized properly. 

	Inclusion of 3GPP User-Data boxes
	Required to test whether the specified 3GPP boxes are utilized properly in the User Data box.


Optional Client Test Requirements

	User-Data box in Mutable DRM Information Box
	Required to test whether the User data box in the Mutable DRM Information box is utilized properly. 


Change 11:  Multiple Trust Models

Added:

Optional Client Test Requirement (Error Flow)

	Multiple Trust Models & Multiple DRM Times
	Required to test that the DRM Agent supporting multiple trust models supports multiple DRM Times (one for each trust model).


Change 12:  Feature Keys

Added feature definition and feature keys for all test requirements.
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