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1 Reason for Change

DRM 2.0 Problem Report 0025 raised an issue regarding the default values of the fields in the OMADRMAUFormatBox.

Problem Summary:

What are the default values for the optional odaf box?
Problem Text:

Spec says that odaf box is optional. But its values are required to know to decrypt encrypted content.  For selectiveEncryption (whatever that shall mean), the only allowed value is 1, so this is a no-brainer.  Same is true for the KeyIndicatorLength.  However, it could be more clearly specified what IV "length should be consistent with the algorithms" means. We believe that because keys must be 128-bit wide, IV must bealways 16 bytes anyhow.
In resolving this Problem Report we should consider all of the values defined in the OMADRMAUFormatBox:

· SelectiveEncryption is mandated in the specification that it has an allowed value of 1. Therefore 1 should be it’s default value.

· KeyIndicatorLength is mandated in the specification to have a value of 0. Therefore 0 should be it’s default value.

· IVLength is variable depending on the encryption algorithm used. For AES CBC/CTR mode the IVLength must be 16, for NULL encryption the IVLength is zero. This CR recommends a default value of 0; which means that the odaf box MUST be included if the encryption mode is AES CTR or CBC.

In analysing the default value of SelectiveEncryption it was identified that there are inconsistencies within the specification. DRM-DCF section 7.2.2 states:

If the Selective Encryption feature is disabled for a track, the Device MUST discard all packets belonging to this track where the encryption indicator is ‘false’ (unencrypted).

Section 7.2.2 refers to the PDCF streaming format, while the OMADRMAUFormatBox is only applicable to the PDCF fileformat (both streamable and non-streamable). If the streamable PDCF MUST use SelectiveEncryption then we can assume that the RTP streaming session must also use SelectiveEncryption. 

NOTE that TS 26.234 (3GPP Streaming Service) Annex K states that SelectiveEncryption is optional parameter in the SDP, and that it’s default value is 0 (false). Therefore the PDCF specification requires that the SDP includes the SelectiveEncryption parameter in the SDP, and that’s value must be 1.

2 Impact on Backward Compatibility

None. 

3 Impact on Other Specifications

n/a

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The author recommends that this CR be reviewed and agreed by the group and incorporated into the first revision of the approved DRM 2.0 specification.

6 Detailed Change Proposal

Change 1:  Section 7.1.3.2 Access Unit Format

7.1.1.1 Access Unit Format

The OMADRMAUFormatBox is used to indicate the format of the headers placed on media access units.

aligned(8) class OMADRMAUFormatBox extends FullBox('odaf', 0, 0) {


bit(1) SelectiveEncryption;


bit(7) reserved;


unsigned int(8) KeyIndicatorLength;


unsigned int(8) IVLength; 

}

Table 14 : OMA DRM Headers in PDCF
Where

SelectiveEncryption: Describes the use of Selective Encryption. This bit should be set to 1 in this version of the specification.

IVLength: Describes the size of the initialization vector in bytes. This length should be consistent with the algorithms used and indicated in table 1.

KeyIndicatorLength: Describes the size of the key indicator in bytes. In this version of the specification, the value of KeyIndicatorLength is 0.

In case the OMADRMAUFormatBox is omitted the default values for the fields are:

SelectiveEncryption: 1 (enabled)

KeyIndicatorLength: 0

IVLength: 0

The default IVLength of zero implies that an OMADRMAUFormatBox MUST be included in all non-NULL encrypted tracks. 
Change 2:  Section 7.2.2 Session Signaling

For PDCF streaming, the session descriptors (SDP files) MUST include information about the wrapper payload. The format parameters for the wrapper format are used to signal e.g. DRM Key Management Specific parameters and Encryption Parameters. . The SDP SHOULD specify the optional Selective Encryption parameter with a value of 1 (true).
Each streaming service supporting PDCF streaming must allocate space for signalling OMA DRM Key Management Specific headers.  In the SDP Encryption Parameters, PDCF streaming MUST support the AES 128 cipher in counter mode 

The Key Management Specific parameters MUST include the mandatory OMA DRM headers, as name value pairs. These parameters MUST be derived from the key management box in PDCF.

Table 17: Required OMA DRM specific parameters

	Parameter name
	Purpose

	ContentID
	ContentID for the protected track

	RightsIssuerURL
	The RightsIssuerURL for fetching Rights


Other headers MAY be added to the key management specific parameters, and a consuming Device MUST pass them to the DRM Agent. The DRM Agent will then act accordingly and acquire Rights for the stream as appropriate. The semantics of the headers are the same as the common headers defined in section Error! Reference source not found..
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