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1 Reason for Change

The DRM 2.0 specification is unclear about the required processing of a DRM Agent after a Domain Context has expired.

In September 2005 CR OMA-DLDRM-2005-0289-Domain_Context_Expiry was agreed that added the current section 8.5 (Domain Context Expiry):

If a Device determines that a Domain Context has expired, for example as part of the process of consuming a Domain RO, then the Device SHOULD attempt to rejoin the Domain in order to establish a valid Domain Context.  If the Device receives a response where the status is not equal to “Success”, with the exception of “NotRegistered” and “DeviceTimeError”, then it MUST NOT retry this attempt.  For behaviour in the case where the status is equal to “NotRegistered” or equal to “DeviceTimeError” see section 5.3.6.

The fundamental question is: Why should the DRM Agent renew the expired Domain Context? 
When CR0289 was agreed there was a common misunderstanding in the working group that Domain Context expiry affected Domain RO Consumption. It has since been clarified that the Domain Context Expiry does not impact Domain RO Consumption (see section 8.3):

In order to consume a Domain RO, a Device MUST have a Domain Context for the Domain that the RO refers to.  A Device MAY continue to consume Domain ROs that belong to a Domain where the Domain Context has expired.  

In fact, the only impact of Domain Context Expiry is that the DRM Agent is unable to install new Domain ROs without first re-joining the domain. These requirements are clearly documented in section 8.7.2.1 (Installing a Domain RO):

3. The Domain baseID of the <domainID> field does not match a Domain baseID in any valid Domain Context already established with the RI. The Device MAY attempt to join the Domain by sending an HTTP GET request to the URL specified in the riURL attribute of the roap:ROPayload. The Device may have to acquire the user’s consent prior to sending the HTTP GET request, section 5.1.8 defines when explicit user consent is required..

The point of these references is that a DRM Agent should not renew a domain context unless it is attempting to install a new Domain RO.

This CR proposes to remove the requirements in section 8.5 and clarify that as per 8.3 domain context expiry does not affect Domain RO consumption, only installation.

In further support of this change, there are other problems with the text in section 8.5:

· The requirements do not specify HOW a DRM Agent should attempt to rejoin the domain. There are two options, either to send a JoinDomainRequest to the RI or to send a HTTP GET to the riURL in the RIContext. It is not specified.

· There is no specification of user consent requirements for this domain renewal.

· If we assume that 8.5 implies to renewal by sending a JoinDomainRequest, then there is inconsistency in the behaviour of the DRM Agent when “renewing” the domain at installation (as per 8.7.2.1) and for renewal at other times. This is not a problem, but a possible inconsistency.

2 Impact on Backward Compatibility

None. 

3 Impact on Other Specifications

n/a

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The author recommends that this CR be reviewed and agreed by the group and incorporated into DRM 2.0.1.

6 Detailed Change Proposal

Change 1:  Section 8.5 Domain Context Expiry

The <notAfter> element in the roap:JoinDomainResponse specifies the domain context expiry. After the Domain Context has expired the DRM Agent MAY continue to consume existing Domain ROs (as per section 8.3
). Installation of new Domain ROs is not permitted for an expired domain without domain renewal (as per section 8.7.2.1
).
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