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1. Scope

<< Define as it relates to Open Mobile Alliance Activity.  If it adds clarity, define what is not in the scope.  DELETE THIS COMMENT >>

The scope of OMA “Secure Removable Media” is to enable the use of the Secure Removable Media based on the OMA DRM version 2.0. This specification defines mechanisms and protocols necessary to implement the Secure Removable Media and the extended part of the OMA DRM version 2.0 system to enable the use of the Secure Removable Media.
2. References

The policy for reference lists is:

1.
OMA documents listed should have at least one approved version – draft-only docs should not be referenced.  Exception exists for documents that will be approved with or after the referenced doc is approved (may be part of same enabler package).  In short – approved docs should not reference unapproved docs.

2.
When a reference is made to an OMA specification, then Open Mobile Alliance with the TM symbol (™) should be used in the description.

3.
The name + version (no date) for OMA specifications are generally sufficient – dates should be used only if there is a specific reason to limit the usage.

4.
For references to WAP Forum docs, dates should not be included as DID's for the old WAP Forum specifications are enough and the reference description should refer to WAP Forum™.

5.
References to other affiliate docs should similarly provide sufficient information to uniquely determine the needed document and should provide the appropriate source information.

6.
The URL for OMA material (new OMA and affiliate) should always be http://www.openmobilealliance.org (an exception is OMNA that is reached through http://www.openmobilealliance.org/tech/omna)

Models to use


[REFLABEL]
<General Model> “Ref Title”, Ref information (source, date, id),
URL:http//<ref-source>/ 


[OMADOC]
<OMA Model> “OMA Document Title”, Open Mobile Alliance™, OMA‑<docname>{‑<version>}, URL:http//www.openmobilealliance.org/ 

If there are no entries in the table – enter ‘none’ to be clear.
DELETE THIS COMMENT
2.1 Normative References

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, URL:http://www.openmobilealliance.org/

	[OMADRMv2]
	“Digital Rights Management”, Open Mobile Alliance(, OMA-DRM-DRM-V2_0, URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. November 1997, URL:http://www.ietf.org/rfc/rfc2234.txt

	
	

	
	<< Add/Remove reference rows as needed! >>


2.2 Informative References

	[SRM-AD]
	“OMA Secure Removable Media Architecture”, Open Mobile Alliance(, OMA-AD-SRM-V1_0, URL:http://www.openmobilealliance.org/

	[SRM-RD]
	“OMA Secure Removable Media Requirements”, Open Mobile Alliance(, OMA-RD-SRM-V1_0, URL:http://www.openmobilealliance.org/


3. Terminology and Conventions

3.1 Conventions

<< If doc includes normative material keep the next two paragraphs.  DELETE THIS COMMENT >>

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

<< OR if doc is informative just keep the next line.  DELETE THIS COMMENT>>

This is an informative document, which is not intended to provide testable requirements to implementations.

<< If needed, describe or declare using appropriate normative references the additional conventions that are used.  DELETE THIS COMMENT >>

3.2 Definitions

<< Add definitions in new rows of the following table as needed.  DELETE THIS COMMENT >>

	Composite Object
	A content object that contains one or more Media Objects by means of inclusion (From [OMADRMv2])

	Media Object
	A digital work e.g. a ringing tone, a screen saver, a Java game or a Composite Object (From [OMADRMv2])

	Permission
	Actual usages or activities allowed (by the Rights Issuer) over Protected Content (From [OMADRMv2])

	Protected Content
	Media Objects that are consumed  according to a set of Permissions in a Rights Object (From [OMADRMv2])

	Rights
	A Rights Object and its associated states.

	Rights Issuer
	An entity that issues Rights Objects to OMA DRM conformant devices (From [OMADRMv2])

	Rights Object
	A collection of Permissions and other attributes which are linked  to Protected Content (From [OMADRMv2])

	Secure Removable Media
	A removable media that implements means to protect against unauthorized access to its internal data and includes an SRM Agent. (e.g. secure memory card, smart card)

	
	

	
	


3.3 Abbreviations

<< Add abbreviations as needed to the following table.  DELETE THIS COMMENT >>

	AES
	Advanced Encryption Standard

	CEK
	Content Encryption Key

	CID
	Content Identifier

	DRM
	Digital Rights Management

	ESF
	Extended State Format

	GUID
	Globally Unique Identifier

	HMAC
	Keyed-Hash Message Authentication Code

	LCID
	List of Content Identifier

	LRID
	List of Rights Object Identifier

	OMA
	Open Mobile Alliance

	PKCS
	Public Key Cryptography Standards

	RID
	Rights Object Identifier

	RITS
	Rights Issuer Time Stamp

	RO
	Rights Object

	ROAP
	Rights Object Acquisition Protocol

	RSA
	Rivest-Shamir-Adelman public key algorithm

	R-UIM
	Removable User Identity Module

	SD
	Secure Digital

	SHA1
	Secure Hash Algorithm

	S-MMC
	Secure MultiMediaCard

	SIM
	Subscriber Identity Module

	SRM
	Secure Removable Media

	SRM-AP
	Secure Removable Media - Access Protocol

	SRM-DP
	Secure Removable Media - Detection Protocol

	USIM
	UMTS Subscriber Identity Module

	
	


4. Introduction

<< From a market perspective...  

· What can you do with this specification?

· What problem does this solve?

· How can this specification be applied?

· Consider the target audience and provide deployment examples as possible.
DELETE THIS COMMENT >>

Secure Removable Media is a removable media that implements means to protect against unauthorized access to its internal data and includes an SRM Agent. Example of Secure Removable Media (referred to as SRM hereinafter) may be the secure memory card and the smart card.

The secure memory card has an embedded microprocessor and is capable of storing Rights or contents in a secure manner (e.g. S-MMC, SD). The smart card also has an embedded microprocessor and is capable of storing access codes, user subscription information, secret keys, contents, Rights etc (e.g. SIM, USIM, R-UIM). If a user uses devices with a physical interface to connect SRM, the user can use the SRM as a mean of increasing storage space for contents and portability of Rights. Differently from the secure memory card, the smart card enables users to make a telephone call by using the devices and is issued by a mobile network operator.

OMA DRM with SRM can provide a mechanism to write, read, delete and update Rights in SRM in a secure manner to realize the use cases defined in the OMA SRM requirements document [SRM-RD]. The architecture of the OMA SRM is specified in the OMA SRM architecture document [SRM-AD]. 
While the OMA DRM version 2.0 [OMADRMv2] defines an end-to-end system for Protected Content and Rights Object distribution among the device, the rights issuer and the content issuer, this specification defines mechanisms and protocols of the SRM to extend the OMA DRM version 2.0 to allow users to move Rights between the device and the SRM and to consume Rights stored in the SRM.
5. Secure Removable Media Overview
This specification defines actions and interfaces of the Rights Issuer, DRM Agent, and SRM Agent.
5.1 Component and Interface Deployment
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Figure 1: Secure Removable Media System - Component and Interface
The Secure Removable Media system is a set of three entities: Rights Issuer, DRM Agent and SRM Agent. The three entities communicate each other using the following protocols:

· Rights Issuer and DRM Agent: ROAP (Rights Object Acquisition Protocol)

· DRM Agent and SRM Agent: SRM-DP (Secure Removable Media – Detection Protocol) and SRM-AP (Secure Removable Media – Access Protocol)

The Rights Issuer and DRM Agent communicate each other by the ROAP as defined in [OMADRMv2]. 
The DRM Agent and the SRM Agent detects each other using the SRM-DP in chapter 5.5. After the detection, the DRM Agent and SRM Agent exchange messages using the SRM-AP to realize functions in chapter 5.6. The protection mechanism specified in chapter 5.5.1 and 5.5.2 enables the secure communication of the SRM-AP.
The SRM Agent has an internal secure communication with the Secure Storage. The implementation of the communication is out of scope of this specification. For the completeness of the security in the Secure Removable Media system, this specification assumes the follows:

· Only the SRM Agent can access the Secure Storage (i.e. the DRM Agent cannot directly access the Secure Storage).

· To perform an action on information in the Secure Storage, the DRM Agent requests the action to the SRM Agent. After performing the action, the SRM Agent passes the result of the action to the DRM Agent (i.e. the DRM Agent cannot receive information from the Secure Storage, if the information is not produced by the SRM Agent.).

5.2 Information Structure
5.2.1 Rights
A Rights consists of Rights Object and Extended State Format.
5.2.1.1 Rights Object
The Rights Object is the <protectedRO> element in an RO Response of ROAP [OMADRMv2]. The Rights Object is compacted using WBXML [WBXML] for transmission of SRM-AP. The compacted Rights Object contains information as follows:

· Globally Unique Rights Object Identification
This is “id” attribute of the <ro> element in the <protectedRO> element which is included in the RO Response of ROAP. The elements (<ro> and <protectedRO>) are defined in [OMADRMv2]. This value is globally unique to identify Rights.
· CEK

This is Content Encryption Key in binary form, i.e., no base64 encoding.
· Associated Content Identification
This conforms to [RFC2396] and is present in the <uid> element when its parent <context> element is included in the <asset>element of the <ro> element. The elements (<uid>, <context>, <asset> and <ro>) are defined in [OMADRMv2]. If the <asset> element is in a parent Rights Object, the WBXML compacted Rights Object includes a subscription identifier. In case of group Rights Object, the <uid> element specifies the GroupID for the corresponding group of DRM contents. In this case, the WBXML compacted Rights Object includes the GroupID. The terms (Parent Rights Object and Group Rights Object) are defined in [OMADRMv2].
· Permission and Constraints
TBD
The chapter A.1.1 specifies the compacted WBXML Rights Object in detail.The Rights Object is referred to as RO hereinafter in this specification.
5.2.1.2 Extended State Format
The Extended State Format is a set of state information. This is attached at an RO if the RO is stateful. The chapter A.1.2 specifies the Extended State Format in detail. The Extended State Format is referred to as ESF hereinafter in this specification.
5.2.2 Other Information

5.2.2.1 Rights Object Identifier
The Rights Object Identifier is the globally unique RO identification of Rights in chapter 5.2.1. The Rights Object Identifier is referred to as RID hereinafter in this specification.
5.2.2.2 List of Content Identifier
The RO is associated with one DRM content or with multiple DRM contents. The List of Content Identifier is an identifier list of DRM contents which are associated with the RO. The chapter A.2 specifies the List of Content Identifier in detail.
The List of Content Identifier is referred to as LCID hereinafter in this specification.
5.2.2.3 List of Rights Object Identifier
The List of Rights Object Identifier consists of the RIDs of the Rights which are associated with a specific DRM content. The chapter A.3 specifies the List of Rights Object Identifier in detail. The List of Rights Object Identifier is referred to as LRID hereinafter in this specification.
5.3 Conceptual Design of Secure Storage
The implementation of the Secure Storage is out of scope of the OMA SRM enabler. Therefore, this specification provides only the conceptual design of the Secure Storage.

The Secure Storage consists of “Rights Slots” as in Figure 2. At a Rights Slot, a Rights is stored.

Each Rights Slot is searched by using RID of a Rights that is stored in the Rights Slot. Two or more Rights Slots don’t share an identical RID.
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Figure 2: Secure Storage Structure
5.4 Notations of Functions
This chapter presents notations used in this specification.
5.4.1 Messages
A message is data communication between the DRM Agent and the SRM Agent in this specification. The communication is based on a request-response mechanism. A message consists of a request and a response. For all messages between the DRM Agent and the SRM Agent, the DRM Agent sends a request to the SRM Agent to perform a specific action. The SRM Agent sends a response back to the DRM Agent for each received request.
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Figure 3: Notation of Message
In Figure 3, the solid line denotes a request and the dotted line denotes a response. The Entity A sends the request to the Entity B to perform a specific action. After this, the Entity B sends the response back to the Entity A. 

Each message has a name (e.g. Rights_Installation_Message). All message names are ended with the string “Message”.

This notation is used for all messages in this specification.
5.4.2 Actions
An action is a specific operation of the DRM Agent or the SRM Agent. The DRM Agent performs a specific action independently, but the SRM Agent performs a specific action by a request from the DRM Agent. For each action in the SRM, the SRM Agent sends a response to the DRM Agent.
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Figure 4: Notation of Action
In Figure 4, the curved line denotes an action. The Entity C performs an action. Each action has a name (e.g. Rights_Installation_in_SRM). All action names are ended with the string “in_{Place}”, in case that the action is performed in the “Place”.
5.4.3 Parameters
A parameter is a data unit which is passed from an entity to the other entity to make the recipient entity perform an action that uses the parameter.

Messages in this specification carry a set of parameters from the DRM Agent to the SRM Agent or vice versa. The parameters are denoted by using a table as Table 1 below. A request and response have their own parameter tables (i.e. one parameter table for the request and one parameter table for the response).
Table 1: Notation of Parameters
	Parameters
	Protection Requirement
	Description

	A
	Integrity
	

	B
	Confidentiality
	

	C
	Integrity & Confidentiality
	

	D
	No
	


The Table 1 shows that a message carries 4 parameters – A, B, C, and D. The “Protection Requirement” column denotes the minimum security requirement that MUST be protected. (i.e. the integrity of the parameter A MUST be guaranteed, the confidentiality of the parameter B MUST be guaranteed , both of the integrity and confidentiality of the parameter C MUST be guaranteed, and the parameter D is not needed to be protected.) The “Description” column shows detail of parameters.

The protection mechanism is specified in chapter 5.5.2.
5.5 SRM-DP (Secure Removable Media - Detection Protocol)
5.5.1 Mutual Authentication
By the mutual authentication, DRM Agent and SRM Agent share keys to transmit data securely between them. For the authentication, DRM Agent and SRM Agent exchange certificates and verify them. If the certificates are verified, the DRM Agent and SRM Agent share a symmetric encryption key (hereinafter, referred to as Session Key), Initial Vector, and MAC Key. These keys are used to guarantee the confidentiality and integrity of transmitted data between the DRM Agent and SRM Agent.

As clarified in chapter 6, the OMA DRM enabler defines the application layer of the mutual authentication as below:

· Cryptographic algorithms (refer to chapter 5.5.1.1)

· Elements used for the mutual authentication (refer to chapter 5.5.1.2)

· Overview of the mutual authentication process (refer to chapter 5.5.1.3)

· Key derivation for the message protection (refer to chapter 5.5.1.4)

The cryptographic algorithms and the key derivation function defined in this specification MUST be supported regardless of the type of SRM. The actual transmission protocol to perform the mutual authentication is defined in the layers of chapter 6.1.2. Regardless of the type of SRM, each step of the mutual authentication process in chapter 5.5.1.3 MUST be performed.
5.5.1.1 Cryptographic Algorithms

For the mutual authentication and message protection, the following cryptographic algorithms are used in this specification. The following algorithms and associated URIs MUST be supported by all DRM Agents and SRM Agents.

Hash algorithms:

SHA-1: http://www.w3.org/2000/09/xmldsig#sha1
MAC algorithms:

HMAC-SHA-1: http://www.w3.org/2000/09/xmldsig#hmac-sha1
Symmetric encryption algorithms:

AES-128-CBC: http://www.w3.org/2001/04/xmlenc#aes128-cbc
Asymmetric encryption algorithms:

RSA-OAEP (v2.1): http://www.rsasecurity.com/rsalabs/pkcs/schemas/pkcs-1
Signature algorithms:

RSA-PSS (v2.1): http://www.rsasecurity.com/rsalabs/pkcs/schemas/pkcs-1
5.5.1.2 Security Elements

For the mutual authentication, the elements in the following Table 2 are used in this specification.
Table 2: Elements for Mutual Authentication
	Name
	Notation
	Description

	SRM Certificate
	CertS
	Certificate Chain of Secure Removable Media

	Device Certificate
	CertD
	Certificate Chain of Device

	SRM Public Key
	PuKeyS
	SRM’s public key used in signature verification and asymmetric encryption

	Device Public Key
	PuKeyD 
	Device’s public key used in signature verification and asymmetric encryption

	SRM Private Key
	PrKeyS
	SRM’s private key used in signature and asymmetric decryption

	Device Private Key
	PrKeyH
	Device’s private key used in signature verification and asymmetric decryption

	SRM Identifier
	IDS
	Hash of SRM Public Key by SHA1

	Device Identifier
	IDD
	Hash of Device Public Key by SHA1


For the message protection between DRM Agent and SRM Agent, the elements in the following Table 3 are used in this specification.These elements are derieved as the result of the mutual authentication.
Table 3: Elements for Message Protection
	Name
	Notation
	Description

	Session Key
	KSEK
	Key to hide data transmission between DRM Agent and SRM Agent after the mutual authentication. The encryption is done by AES 128 bit in CBC mode. The length of this key is 16 bytes.

	Initial Vector
	IV
	Initial Vector for AES encryption. The length of this key is 16 bytes.

	MAC Key
	KMAC
	Key to generate MAC value of data transmission between DRM Agent and SRM Agent to guarantee integrity of the data. The length of this key is 16 bytes.


5.5.1.3 Mutual Authentication Process
TBD

5.5.1.4 Key Derivation Function for SRM
TBD

5.5.2 Message Protection
To perform SRM-AP between DRM Agent and SRM Agent, parameters defined in this specification are transmitted between the agents. In this specification, the minimal protection requirement of each parameter is specified as Table 1 in chapter 5.4.3. The format of the table is used in this overall specification.
The way of protection is specified as below:
· Integrity

If it is specified that the integrity of a parameter must be protected, a message to carry the parameter also carries the MAC value of the parameter. The MAC value is calculated by the MAC algorithm (HMAC-SHA1) with the MAC Key (KMAC). 

If the MAC value is calculated by the DRM Agent, the SRM Agent can verify the integrity by recalculating it with the shared MAC Key and vice versa.
· Confidentiality

If it is specified that the confidentiality of a parameter must be protected, a message to carry the parameter MUST be encrypted by the symmetric encryption algorithm (AES-128-CBC) with the Session Key (KSEK) and Initial Vector (IV). 

If the DRM Agent encrypts the message, the SRM Agent can decrypt the message with the Session Key and Initial Vector and vice versa.

As clarified in chapter 6, the OMA DRM enabler defines the application layer of the message protection mechanism as above. The cryptographic algorithms defined in this specification MUST be supported regardless of the type of SRM. However, the actual message transmission protocol may differ depending on each SRM type. Therefore the protection mechanism defined in this chapter can be applied differently on each SRM type. The layers of chapter 6.1.2 define how to apply the integrity and confidentialty protection mechanism to each SRM. Regardless of the type of SRM, the minimal protection requirement MUST be supported.
5.5.3 SRM Detection
When an SRM is connected to a device physically, the device detects the SRM and initiates message exchange between the device and SRM. When the DRM Agent in the device accesses the Secure Storage in the SRM by user’s request via user interface, if the SRM has not been discovered (detected) by the device yet, then the device tries to detect the SRM and initiates message exchange. The specification of this step belongs to the SRM communication layers in chapter 6.1.2.
After the detection, the DRM Agent sends the SRM_Hello_Message request to the SRM and finds the SRM Agent by receiving the SRM_Hello_Message response. This specification defines parameters of the messages, actions, and principles of handing errors/exceptions of actions for the DRM Agent and SRM Agent as described in chapter 6.1.1.
Editor's Note: The issue of proximity detection should be considered for a future version of the draft SRM TS
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Figure 5: Sequence Diagram - SRM Detection
5.5.3.1 SRM Events in Device
The DRM Agent in the device MUST be capable of receiving the following events. The specification of generating these events belongs to the layers in chapter 6.1.2.
· SRM Discovery Event
The DRM Agent receives the SRM Discovery Event if an SRM is physically connected to the device.

· SRM Removal Event
The DRM Agent receives the SRM Removal Event if an SRM is physically removed from the device.
5.5.3.2 SRM Hello Message
The DRM Agent sends the SRM_Hello_Message request to detect the SRM Agent. The parameters of the request are defined in Table 4.
Table 4: Parameters of SRM Hello Message Request
	Parameters
	Protection Requirement
	Description

	Device ID (IDD)
	No
	The hash of the device’s public key in the device certificate chain.

	Device Certificate Chain (CertD)
	No
	TBD


The actual transaction of this request is specified in the SRM communication layers of chapter 6.1.2. The protection requirements MUST be supported by the layers.

On receiving the SRM_Hello_Message request, the SRM Agent verifies the device certificate chain as specified in chapter 5.5.1. If the verification proves the device certificate chain is valid, the SRM Agent verifies the integrity of device ID by comparing it with the hash of the device’s public key in the device certificate chain.
After the action, the SRM Agent sends the SRM_Hello_Message response to carry the result of the action. The parameters of the response are defined in Table 5.
Table 5: Parameters of SRM Hello Message Response
	Parameters
	Protection Requirement
	Description

	SRM ID (IDS)
	No
	The hash of the SRM’s public key in the SRM certificate chain

	SRM Certificate Chain (CertS)
	No
	TBD

	Error Code
	No
	Refer to Table 6


The actual transaction of this request is specified in the SRM communication layers of chapter 6.1.2. The protection requirements MUST be supported by the layers.
On receiving the SRM_Hello_Message response, the DRM Agent verifies the SRM certificate chain as specified in chapter 5.5.1. If the verification proves the SRM certificate chain is valid, the DRM Agent verifies the integrity of SRM ID by comparing it with the hash of the SRM’s public key in the SRM certificate chain.
If any error occurs during this action, the error SHOULD be reported to the DRM Agent. The Error Code parameter of the SRM_Hello_Message response contains the error cases in Table 6.
Table 6: Error Code of SRM Hello Message
	Error Code
	Description

	No Error
	The device certificate chain and the device ID were verified successfully.

	Generating Parameters in Response Failed
	The SRM Agent failed to generate the parameters in Table 5. (i.e. SRM ID or SRM Certificate Chain)

	Device Certificate Chain Verification Failed
	TBD

	Integrity of Device ID verification Failed
	The device ID and the hash of the device’s public key in the device certificate chain are not identical.


If the DRM Agent fails to receive the response or finds an error by referring to the Error Code, then the DRM Agent MUST terminate the SRM Detection function.
The SRM Detection function MUST be performed in the following cases:

· The DRM Agent receives the SRM Discovery Event.

· The DRM Agent detects exceptions during exchanging messages.
5.6 SRM-AP (Secure Removable Media - Access Protocol)
This chapter specifies functions of the technical use cases defined in [SRM-AD].
This chapter defines parameters of messages, actions, and principles of handing errors/exceptions of actions for the DRM Agent and SRM Agent as described in chapter 6.1.1.
5.6.1 Movement of Rights from Device to SRM
A Rights is moved from a device to an SRM by this function. The DRM Agent requests the SRM Agent to install the Rights (i.e. RO, ESF, RID and LCID) in the SRM. (Refer to chapter 5.6.1.2 and 5.6.1.3) Before the Rights is installed in the SRM, the DRM Agent disables the Rights in the device. (Refer to chapter 5.6.1.1) The installed Rights is consumable (enabled) just after the installation in the SRM. If the Rights is installed in the SRM successfully, the DRM Agent removes the disabled Rights from the originated device. (Refer to chapter 5.6.1.4)
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Figure 6: Sequence Diagram – Movement of Rights from Device to SRM
5.6.1.1 Rights_Disablement_in_Device
The DRM Agent disables the Rights and the disabled Rights MUST satisfy the following conditions:

· The Rights can be enabled only by the DRM Agent that has disabled the Rights.

· The Rights cannot be consumed to use its associated DRM contents.

· The Rights can be removed from the device only by the DRM Agent that has disabled the Rights.

· If the disabled Rights is enabled, the state of the Rights MUST be identical to the original state of the Rights before the disablement.

If the disablement action is aborted, the Rights MUST be enabled by the DRM Agent that has disabled the Rights and the Move function is terminated.
5.6.1.2 Rights_Installation_Message
After the Rights is disabled, the DRM Agent sends the Rights_Installation_Message request to install the Rights in the SRM. The parameters of the request are defined in Table 7.
Table 7: Parameters of Rights_Installation_Message Request
	Parameters
	Protection Requirement
	Description

	RO
	Integrity & Confidentiality
	Refer to 5.2.1.1

	ESF
	Integrity
	Refer to 5.2.1.2

	RID
	Integrity
	Refer to 5.2.2.1

	LCID
	Integrity
	Refer to 5.2.2.2


The actual transaction of this request is specified in the SRM communication layers of chapter 6.1.2. The protection requirements MUST be supported by the layers.
On receiving the Rights_Installation_Message request, the SRM Agent installs the Rights in the SRM as specified in chapter 5.6.1.3.
After the action, the SRM Agent sends the Rights_Installation_Message response to carry the result of the action. The parameters of the response are defined in Table 8.
Table 8: Parameters of Rights_Installation_Message Response
	Parameters
	Protection Requirement
	Description

	
	
	

	Error Code
	Integrity
	Error cases of the Rights_Installation_in_SRM action in chapter 5.6.1.3. Refer to Table 9


The actual transaction of this request is specified in the SRM communication layers of chapter 6.1.2. The protection requirements MUST be supported by the layers.
On receiving the response, the DRM Agent performs the following actions:

· To verify the integrity of parameters in the response
If the DRM Agent fails to receive the response, finds an error by referring to the Error Code, or fails to verify the integrity of parameters, then the DRM Agent MUST perform the following actions:

· The DRM Agent sends the recovery message to the SRM Agent. Refer to chapter 5.7.

· If the DRM Agent receives the successful recovery response, the DRM Agent enables the Rights that has been disabled in chapter 5.6.1.1.

· The Move function is terminated. 
If the SRM Agent receives a properly formulated recovery message from the DRM Agent, then the SRM Agent MUST perform the following actions:

· The SRM Agent aborts Rights installation if begun, or removes the Rights if already installed.       

· The SRM Agent sends the recovery response message to the DRM Agent. Refer to chapter 5.7.
5.6.1.3 Rights_Installation_in_SRM
On receiving the Rights_Installation_Message request, the SRM Agent installs the Rights in the SRM. For the installation, the SRM Agent performs the following actions:

· To decrypt the RO
· To verify the integrity of the request parameters

· To allocate an empty Rights Slot
· To store the RO, ESF, RID, and LCID (i.e. Rights) at the allocated Rights Slot
The installed Rights MUST satisfy the following conditions:

· The Rights can be disabled by DRM Agents.
· The Rights can be locked to use its associated DRM contents.

If any error occurs during the installation, the error MUST be reported to the DRM Agent. The Error Code parameter of the Rights_Installation_Message response contains the error cases in Table 9.
Table 9: Error Code of Rights_Installation_Message
	Error Code
	Description

	No Error
	The Rights_Installation_in_SRM action is succeeded.

	No Enough Space
	The SRM doesn’t have enough space to store the Rights.

	Parameter Integrity Verification Failed
	The HMAC value of parameters in the request is not matched with the HMAC value of the parameters generated by the SRM Agent.

	Parameter Decryption Failed
	The SRM Agent fails to decrypt the encrypted parameters.


5.6.1.4 Rights_Removal_in_Device
If the Rights installed in the SRM is enabled successfully (i.e. No Error in Error Code parameter of the Rights_Installation_Message response), the DRM Agent removes the Rights from the originated device permanently.
If the RO of the Rights is stateful, the DRM Agent removes the RO’s GUID (i.e. RID) and RITS from the replay caches in [OMADRMv2].
5.6.2 Movement of Rights from SRM to Device
A Rights is moved from an SRM to a device by this function. The DRM Agent in the device requests the SRM Agent to retrieve the Rights from the SRM. On receiving the retrieval request, the SRM Agent retrieves the Rights from its Secure Storage and sends the retrieved Rights to the DRM Agent. (Refer to chapter 5.6.2.1 and 5.6.2.2) Even after the SRM Agent sends the retrieved Rights, the retrieved Rights still remains in the SRM, but it is in disabled state. The DRM Agent installs the received Rights in the device. (Refer to chapter 5.6.2.3) If the installation is successful, the disabled Rights in the originated SRM is removed. (Refer to chapter 5.6.2.4 and 5.6.2.5)
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Figure 7: Sequence Diagram – Movement of Rights from SRM to Device
5.6.2.1 Rights_Retrieval_Message
The DRM Agent sends the Rights_Retrieval_Message request to retrieve the Rights in the SRM. The parameters of the request are defined in Table 10.
Table 10: Parameters of Rights_Retrieval_Message Request
	Parameters
	Protection Requirement
	Description

	RID
	Integrity
	Refer to 5.2.2.1

	Read Data Flag
	Integrity
	00h: The Rights is disabled after retrieval.
01h: The Rights stays in enabled state after retrieval.
For the move function, the “Read Data Flag” has the value 00h.


The actual transaction of this request is specified in the SRM communication layers of chapter 6.1.2. The protection requirements MUST be supported by the layers.
On receiving the Rights_Retrieval_Message request, the SRM Agent retrieves the Rights stored in the SRM as specified in chapter 5.6.2.2.
After the action, the SRM Agent sends the Rights_Retrieval_Message response to carry the result of the action. The parameters of the response are defined in Table 11.
Table 11: Parameters of Rights_Retrieval_Message Response
	Parameters
	Protection Requirement
	Description

	
	
	

	RO
	Integrity & Confidentiality
	Refer to 5.2.1.1

	ESF
	Integrity 
	Refer to 5.2.1.2

	Error Code
	Integrity
	Error cases of the Rights_Retrieval_in_SRM and Rights_Disablement_in_SRM actions in chapter 5.6.2.2. Refer to Table 12


The actual transaction of this request is specified in the SRM communication layers of chapter 6.1.2. The protection requirements MUST be supported by the layers.
On receiving the response, the DRM Agent performs the following actions:

· To decrypt the RO
· To verify the integrity of parameters in the response

If the DRM Agent fails to receive the response, finds an error by referring to the Error Code, or fails to verify the integrity of parameters, then the DRM Agent MUST perform the following actions:

· The DRM Agent sends the recovery message to the SRM Agent. Refer to chapter 5.7.

· The Move function is terminated.
5.6.2.2 Rights_Retrieval_in_SRM / Rights_Disablement_in_SRM
On receiving the Rights_Retrieval_Message request, the SRM Agent performs the following actions:

· To verify the integrity of the request parameters

· To find a Rights Slot where the Rights with the matched RID is installed

· To retrieve the RO and ESF of the Rights from the found Rights Slot
The “Read Data Flag” of the Rights_Retrieval_Message request in chapter 5.6.2.1 has the value of 00h. Therefore, after the RO and ESF are retrieved, the original Rights in the Rights Slot MUST be disabled and satisfy the following conditions:

· The Rights can be enabled only by the request of the DRM Agent that has disabled the Rights.

· The Rights cannot be retrieved by other DRM Agents.

· The Rights cannot be disabled by other DRM Agents.
· The Rights cannot be locked to use its associated DRM contents.

· The Rights can be removed only by the request of the DRM Agent that has disabled the Rights.

· If the Rights is enabled, the state of the Rights MUST be identical to the original state of the Rights before the disablement.
If any error occurs during the retrieval, the error MUST be reported to the DRM Agent. The Error Code parameter of the Rights_Retrieval_Message response contains the error cases as defined in Table 12.
Table 12: Error Code of Rights_Retrieval_Message
	Error Code
	Description

	No Error
	The Rights_Retrieval_in_SRM action is succeeded.

	No Rights Found
	The SRM Agent cannot find the matched Rights.

	Parameter Integrity Verification Failed
	The HMAC value of parameters in the request is not matched with the HMAC value of the parameters generated by the SRM Agent.

	Rights Already Disabled or Locked
	The Rights has already been disabled or locked.


5.6.2.3 Rights_Installation_in_Device
If the RO and ESF of the Rights is retrieved from the SRM successfully (i.e. No Error in Error Code parameter of the Rights_Installation_Message response), the DRM Agent installs the RO in the device. The installed RO can be consumed to use its associated DRM contents.

If the RO is stateful, the DRM Agent performs the following actions:

· The DRM Agent converts the ESF of the Rights, retrieved from the SRM in chapter 5.6.2.1, to the device’s local state information format and removes the ESF.

· The DRM Agent inserts the RO’s GUID (i.e. RID) and RITS in the replay caches in [OMADRMv2].
If the installation is aborted, the Rights MUST be removed from the device and the Rights stored in the SRM MUST be enabled by the request of the DRM Agent that has disabled the Rights. After this, the Move function is terminated.
5.6.2.4 Rights_Removal_Message
After the Rights is installed in the device, the DRM Agent sends the Rights_Removal_Message request to remove the original Rights in the SRM. The parameters of the request are defined in Table 13.
Table 13: Parameters of Rights_Removal_Message Request
	Parameters
	Protection Requirement
	Description

	RID
	Integrity
	Refer to 5.2.2.1


The actual transaction of this request is specified in the SRM communication layers of chapter 6.1.2. The protection requirements MUST be supported by the layers.
On receiving the Rights_Removal_Message request, the SRM Agent removes the Rights from the SRM as specified in chapter 5.6.2.5.
After the action, the SRM Agent sends the Rights_Removal_Message response to carry the result of the action. The parameters of the response are defined in Table 14.
Table 14: Parameters of Rights_Removal_Message Request
	Parameters
	Protection Requirement
	Description

	Error Code
	Integrity
	Error cases of the Rights_Removal_in_SRM action in chapter 5.6.2.5. Refer to Table 15


The actual transaction of this request is specified in the SRM communication layers of chapter 6.1.2. The protection requirements MUST be supported by the layers.
On receiving the response, the DRM Agent performs the following actions:

· To verify the integrity of parameters in the response

If the DRM Agent fails to receive the response, finds an error by referring to the Error Code, or fails to verify the integrity of parameters, then the DRM Agent MUST repeat this message to remove the Rights from the SRM.
5.6.2.5 Rights_Removal_in_SRM
On receiving the Rights_Removal_Message request, the SRM Agent finds a Rights Slot of the RID and removes the Rights in the Rights Slot permanently. After the Rights removal, the Rights Slot is released. The SRM Agent removes only disabled Rights.
If any error occurs during the removal, the error MUST be reported to the DRM Agent. The Error Code parameter of the Rights_Removal_Message response contains the error cases as defined in Table 15.
Table 15: Error Code of Rights_Removal_Message
	Error Code
	Description

	No Error
	The Rights_Removal_in_SRM action is succeeded.

	Parameter Integrity Verification Failed
	The HMAC value of parameters in the request is not matched with the HMAC value of the parameters generated by the SRM Agent.

	Invalid RID
	There is no Rights Slot indicated by the RID.

	Invalid DRM Agent
	The Rights_Removal_Message request is from a DRM Agent that hasn’t disabled the Rights.

	Rights in Enabled State
	The Rights cannot be removed, because it is in enabled state.


5.6.3 Initiation of Local Rights Consumption

To use a DRM content by consuming its associated Rights, the DRM Agent collects Rights associated with the DRM content from the SRM. To perform the collection, the DRM Agent requests a retrieval of the Rights to the SRM Agent. On receiving the retrieval request, the SRM Agent retrieves the Rights from its Secure Storage and sends it to the DRM Agent. (Refer to chapter 5.6.3.1 and 5.6.3.2) If there are more than one Rights in the SRM associated with the DRM content, the DRM Agent can perform multiple Rights retrievals. The DRM Agent selects associated Rights for consumption. (Refer to chapter 5.6.3.3) After the DRM Agent selects the Rights, the DRM Agent locks the original Rights that remains in the SRM, in order to prohibit consumption of the Rights by other DRM Agents. (Refer to chapter 5.6.3.4 and 5.6.3.5)
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Table 16: Sequence Diagram - Initiation of Local Rights Consumption
5.6.3.1 Rights_Retrieval_Message
The DRM Agent sends the Rights_Retrieval_Message request to retrieve the Rights from the SRM. The parameters of the request are defined in Table 17.
Table 17: Parameters of Rights_Retrieval_Message Request
	Parameters
	Protection Requirement
	Description

	RID
	Integrity
	Refer to 5.2.2.1

	Read Data Flag
	Integrity
	00h: The Rights is disabled after retrieval.
01h: The Rights stays in enabled state after retrieval.

For the initiation function, the “Read Data Flag” has the value 01h.


The actual transaction of this request is specified in the SRM communication layers of chapter 6.1.2. The protection requirements MUST be supported by the layers.
On receiving the Rights_Retrieval_Message request, the SRM Agent retrieves the Rights stored in the SRM as specified in chapter 5.6.3.2.
After the action, the SRM Agent sends the Rights_Retrieval_Message response to carry the result of the action. The parameters of the response are defined in Table 18.
Table 18: Parameters of Rights_Retrieval_Message Response
	Parameters
	Protection Requirement
	Description

	
	
	

	RO
	Integrity & Confidentiality
	Refer to 5.2.1.1

	ESF
	Integrity 
	Refer to 5.2.1.2

	Error Code
	Integrity
	Error cases of the Rights_Retrieval_in_SRM and Rights_Disablement_in_SRM actions in chapter 5.6.3.2. Refer to Table 19


The actual transaction of this request is specified in the SRM communication layers of chapter 6.1.2. The protection requirements MUST be supported by the layers.
On receiving the response, the DRM Agent performs the following actions:

· To decrypt the RO
· To verify the integrity of parameters in the response

If the DRM Agent fails to receive the response, finds an error by referring to the Error Code, or fails to verify the integrity of parameters, then the DRM Agent MUST perform the following actions:

· The DRM Agent sends the recovery message to the SRM Agent. Refer to chapter 5.7.

· The Initiation of Local Rights Consumption function is terminated.
5.6.3.2 Rights_Retrieval_in_SRM
On receiving the Rights_Retrieval_Message request, the SRM Agent performs the following actions:

· To verify the integrity of the request parameters

· To find a Rights Slot where the Rights with the matched RID is installed

· To retrieve the RO and ESF of the Rights from the found Rights Slot

The “Read Data Flag” of the Rights_Retrieval_Message request in chapter 5.6.3.1 has the value of 00h. Therefore, after the RO and ESF are retrieved, the original Rights in the Rights Slot is not disabled.
If any error occurs during the retrieval, the error MUST be reported to the DRM Agent. The Error Code parameter of the Rights_Retrieval_Message response contains the error cases as defined in Table 19.
Table 19: Error Code of Rights_Retrieval_Message
	Error Code
	Description

	No Error
	The Rights_Retrieval_in_SRM action is succeeded.

	No Rights Found
	The SRM Agent cannot find the matched Rights.

	Parameter Integrity Verification Failed
	The HMAC value of parameters in the request is not matched with the HMAC value of the parameters generated by the SRM Agent.

	Rights Already Disabled or Locked
	The Rights has already been disabled or locked.


5.6.3.3 Rights_Selection_in_Device
If there are more than one associated Rights in the SRM or in the device, the DRM Agent selects one Rights in the device or in the SRM.

If a Rights in the device is selected, the consumption of the Rights is performed as specified in [OMADRMv2]. The DRM Agent can also select an associated Rights in the SRM by referring to the Rights retrieved as specified in chapter 5.6.3.1. If there are more than one Rights from the SRM (i.e. the Rights_Retrieval_Message step of chapter 5.6.3.1 is performed multiple times), the DRM Agent selects one of them.
5.6.3.4 Rights_Lock_Message
If the DRM Agent selects a Rights from an SRM in order to consume it, the DRM Agent sends the Rights_Lock_Message request to lock the original Rights in the SRM. The parameters of the request are defined in Table 20.
Table 20: Parameters of Rights_Lock_Message Request
	Parameters
	Protection Requirement
	Description

	RID
	Integrity
	Refer to 5.2.2.1


The actual transaction of this request is specified in the SRM communication layers of chapter 6.1.2. The protection requirements MUST be supported by the layers.
On receiving the Rights_Lock_Message request, the SRM Agent locks the original Rights in the SRM as specified in chapter 5.6.3.5.
After the action, the SRM Agent sends the Rights_Lock_Message response to carry the result of the action. The parameters of the response are defined in Table 21.
Table 21: Parameters of Rights_Lock_Message Response
	Parameters
	Protection Requirement
	Description

	
	
	

	Error Code
	Integrity
	Error cases of the Rights_Lock_in_SRM action in chapter 5.6.3.5. Refer to Table 22


The actual transaction of this request is specified in the SRM communication layers of chapter 6.1.2. The protection requirements MUST be supported by the layers.
On receiving the response, the DRM Agent performs the following actions:

· To verify the integrity of parameters in the response

If the DRM Agent fails to receive the response, finds an error by referring to the Error Code, or fails to verify the integrity of parameters, then the DRM Agent MUST perform the following actions:

· The DRM Agent sends the recovery message to the SRM Agent. Refer to chapter 5.7.

· If the DRM Agent receives the successful recovery response, the DRM Agent removes the retrieved Rights in chapter 5.6.3.1 from the device.
· The Initiation of Local Rights Consumption function is terminated.
5.6.3.5 Rights_Lock_in_SRM
On receiving the Rights_Lock_Message request, the SRM Agent locks the Rights in the SRM. The locked Rights MUST satisfy the following conditions:

· The ESF of Rights can be updated only by the DRM Agent that has locked the Rights.

· Only the ESF part of the Rights can be updated.

· Even the DRM Agent, that has requested to lock the Rights, cannot modify the RO part.

· The locked Rights can only be released by the DRM Agent that has locked the Rights.

· The locked Rights cannot be disabled.
· The SRM Agent allows only one Rights_Lock_Message request concurrently (i.e. A Rights cannot be locked by multiple Rights_Lock_Message requests.)
If any error occurs during the locking action, the error MUST be reported to the DRM Agent. The Error Code parameter of the Rights_Lock_Message response contains the error cases as defined in Table 22.
Table 22: Error Code of Rights_Lock_Message
	Error Code
	Description

	No Error
	The Rights_Lock_in_SRM action is succeeded.

	Parameter Integrity Verification Failed
	The HMAC value of parameters in the request is not matched with the HMAC value of the parameters generated by the SRM Agent.

	Invalid RID
	There is no Rights Slot indicated by the RID.

	Rights Already Disabled or Locked
	The Rights has already been disabled or locked.


5.6.4 Update of Rights in SRM for Local Consumption
The DRM Agent consumes the selected Rights in order to use the DRM content. The consumption is performed as specified below:
· Stateless Rights:
If the selected Rights is stateless (i.e. the Rights has unlimited constraint or date/time constraint without interval, count, timed-count, and accumulated constraints), the DRM Agent uses the DRM content based on the constraints of the Rights without updating original Rights stored in the SRM.
· Stateful Rights:
If the Rights is stateful (i.e. the Rights has at least one the following constraints: interval, count, timed-count or accumulated constraints.), the DRM Agent uses the DRM content based on the constraints of the Rights while updating the ESF of the original Rights stored in the SRM. (Refer to chapter 5.6.4.1 and 5.6.4.2) The update action is performed as defined in Table 23:
Table 23: Rule of Rights Update
	Error Code
	Description

	Count
	Update Rights in SRM at the very beginning of DRM content use

	Timed-count
	Update Rights in SRM after the specified duration of DRM content use. The duration is specified by the timer attribute of <timed-count> element

	Interval
	Update Rights in SRM at the very beginning of DRM content use. The Rights is updated only once at the first consumption of the constraint

	Accumulated
	Update Rights in SRM repeatedly until the end of DRM content use

	Date/time
	No need to update

	Unlimited
	No need to update


The details of the constraints (count, timed-count, interval, accumulated, date/time, and unlimited constraint) are in [OMADRMv2].

[image: image11.emf]DRM Agent SRM Agent

Rights_Update_Message

Rights_Update_in_SRM

1


Figure 8: Sequence Diagram - Rights Update
If use of the DRM content is finished or aborted by users, the DRM Agent requests the SRM Agent to release the locked Rights. (Refer to 5.6.4.3 and 5.6.4.4) The DRM Agent cannot request the SRM Agent to update the released Rights.
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Figure 9: Sequence Diagram – Rights Release
5.6.4.1 Rights_Update_Message
Before the DRM Agent requests the SRM Agent to update the ESFof the Rights, the DRM Agent generates a new ESF that replaces the original ESF.

The DRM Agent sends the Rights_Update_Message request to update the ESF of the Rights in the SRM. The parameters of the request are defined in Table 24.
Table 24: Parameters of Rights_Update_Message Request
	Parameters
	Protection Requirement
	Description

	RID
	Integrity
	From the parameter of Rights_Lock_Message request in chapter 5.6.3.4

	New ESF
	Integrity
	A new ESF that replaces the original ESF


The actual transaction of this request is specified in the SRM communication layers of chapter 6.1.2. The protection requirements MUST be supported by the layers.
On receiving the Rights_Update_Message request, the SRM Agent updates the ESF of the Rights as specified in chapter 5.6.4.2.
After the action, the SRM Agent sends the Rights_Update_Message response to carry the result of the action. The parameters of the response are defined in Table 25.
Table 25: Parameters of Rights_Update_Message Response
	Parameters
	Protection Requirement
	Description

	Error Code
	Integrity
	Error cases of the Rights_Update_in_SRM action in chapter 5.6.4.2. Refer to Table 26


The actual transaction of this request is specified in the SRM communication layers of chapter 6.1.2. The protection requirements MUST be supported by the layers.
On receiving the response, the DRM Agent performs the following actions:
· To verify the integrity of parameters in the response
If the DRM Agent fails to receive the response, finds an error by referring to the Error Code, or fails to verify the integrity of parameters, then the DRM Agent MUST perform the following actions:

· The DRM Agent sends the recovery message to the SRM Agent. Refer to chapter 5.7.

· The Update of Rights in SRM for Local Consumption function is terminated.
After the successful update action, the DRM Agent also updates the copy of the ESF in the device to synchronize with the ESF that is updated in the SRM.
5.6.4.2 Rights_Update_in_SRM
On receiving the Rights_Update_Message request, the SRM Agent performs the following actions:

· To verify the integrity of the request parameters

· To find an Rights Slot by the RID in Table 24
· To replace the New ESF with the ESF of the found Rights
If any error occurs during the update, the error MUST be reported to the DRM Agent. The Error Code parameter of the Rights_Update_Message response contains the error cases as defined in Table 26.
Table 26: Error Code of Rights_Update_Message
	Error Code
	Description

	No Error
	The Rights_Update_in_SRM action is succeeded.

	Parameter Integrity Verification Failed
	The HMAC value of parameters in the request is not matched with the HMAC value of the parameters generated by the SRM Agent.

	Invalid RID
	There is no Rights Slot indicated by the RID

	Invalid DRM Agent
	The Rights_Update_Message request is from a DRM Agent that hasn’t locked the Rights.

	Rights Not Locked
	The Rights cannot be updated, because it is not locked.

	Update Failure
	The SRM Agent fails to update Rights.


5.6.4.3 Rights_Release_Message
When the use of the DRM content is finished, the DRM Agent sends the Rights_Release_Message request to release the locked Rights. The parameters of the request are defined in Table 27.
Table 27: Parameters of Rights_Release_Message Request
	Parameters
	Protection Requirement
	Description

	RID
	Integrity
	From the parameter of Rights_Lock_Message request in chapter 5.6.3.4


The actual transaction of this request is specified in the SRM communication layers of chapter 6.1.2. The protection requirements MUST be supported by the layers.
On receiving the Rights_Release_Message request, the SRM Agent releases the Rights in the SRM as specified in chapter 5.6.4.4.
After the action, the SRM Agent sends the Rights_Release_Message response to carry the result of the action. The parameters of the response are defined in Table 28.
Table 28: Parameters of Rights_Release_Message Response
	Parameters
	Protection Requirement
	Description

	Error Code
	Integrity
	Error cases of the Rights_Release_in_SRM action in chapter 5.6.4.4. Refer to Table 29


The actual transaction of this request is specified in the SRM communication layers of chapter 6.1.2. The protection requirements MUST be supported by the layers.
On receiving the response, the DRM Agent performs the following actions:

· To verify the integrity of parameters in the response

· To remove the image of the Rights from the device

If the DRM Agent fails to receive the response, finds an error by referring to the Error Code, or fails to verify the integrity of parameters, then the DRM Agent MUST perform the following actions:

· The DRM Agent sends the recovery message to the SRM Agent. Refer to chapter 5.7.

· If the DRM Agent receives the successful recovery response, the DRM Agent releases the Rights that has been locked in chapter 5.6.3.5.
· The Update of Rights in SRM for Local Consumption function is terminated.
5.6.4.4 Rights_Release_in_SRM
On receiving the Rights_Release_Message request, the SRM Agent releases the locked Rights in the SRM. 

The released Rights MUST satisfy the following conditions:

· The Rights can be locked by requests from DRM Agents.

· The Rights can be retrieved by requests from DRM Agents.

· The Rights can be disabled by requests from DRM Agents.
If any error occurs during the release, the error MUST be reported to the DRM Agent. The Error Code parameter of the Rights_Release_Message response contains the error cases as defined in Table 29.
Table 29: Error Code of Rights_Release_Message
	Error Code
	Description

	No Error
	The Rights_Release_in_SRM action is succeeded.

	Parameter Integrity Verification Failed
	The HMAC value of parameters in the request is not matched with the HMAC value of the parameters generated by the SRM Agent.

	Invalid RID
	There is no Rights Slot indicated by the RID.

	Invalid DRM Agent
	The Rights_Update_Message request is from a DRM Agent that hasn’t locked the Rights.

	Rights Not Locked
	The Rights cannot be released, because it is not locked.

	Release
	The SRM Agent fails to release Rights.


5.6.5 LRID Retrieval
TBD
5.6.5.1 LRID_Retrieval_Message
TBD
5.6.5.2 LRID_Retrieval_in_SRM
TBD
5.6.6 On-Line Rights Provision in SRM
TBD
5.6.7 Off-Line Rights Provision in SRM
TBD
5.7 Function Recovery
TBD 
6. Transport Mappings
This chapter shows SRM communication layer model and includes explanation of each layer. This chapter clarifies the scope of OMA SRM enabler and the work-scope of external organizations related to each type of SRM.
6.1 SRM Communication Layer Model

The SRM communication layer model divides the functions of a protocol into a series of layers. Each layer has the property that it only uses the functions of the layer below, and only exports functionality to the layer above. This chapter briefly dictates the specifications on how one layer interacts with another. 
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Figure 10: SRM Communication Layer
The SRM communication layer model consists of 4 layers: SRM access layer, transformation layer, middle layer and application layer. SRM access layer, transformation layer and middle layer have different property depending on each SRM type. However the application layer defines a common function of a protocol between devices and SRM regardless of the layers below.

6.1.1 Application Layer

The application layer defines services that facilitate communication between DRM Agents and SRM Agents. This layer is independent of lower layers so that this layer is common to all SRM types.

OMA Secure Removable Media enabler specifies this layer.
6.1.2 Other Layers (Informative)

OMA Secure Removable Media enabler doesn’t specify these layers, and these layers are defined by external organizations related to each type of SRM.
6.1.2.1 Middle Layer

The middle layer relieves the application layer of concern regarding syntactical differences in a message's data representation between device and SRM. This layer provides functional interface defined by OMA SRM enabler for DRM agents and SRM Agents in the application layer. The implementation of this layer depends on each type of SRM.
6.1.2.2 Transformation Layer

The transformation layer defines fragmentation and de-fragmentation of the representation of digital data in devices and SRM(s) and data blocks over a data line
6.1.2.3 SRM Access Layer

The SRM access layer defines all the electrical and physical specifications for device and SRM. This includes bus width, data rate, clock frequencies, and SRM form factor. The major functions and services performed by the SRM access layer are:
· Establishment and termination of a connection to a communications medium

· Modulation or conversion between data blocks and the corresponding signals transmitted over a communications channel

· Format of command line and data line
· SRM states and transition between each state
This layer also detects and corrects errors that may occur physically.
Appendix A. Data Format

A.1 Rights

A.1.1 RO (Rights Object) in WBXML

TBD

A.1.2 ESF (Extended State Format)
TBD

A.2 LCID (List of Content Identifier)
TBD

A.3 LRID (List of Rights Object Identifier)
TBD
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Appendix C. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [IOPPROC].

The following is a model of a set of SCR tables.  DELETE THIS COMMENT

C.1 SCR for XYZ Client

	Item
	Function
	Reference
	Status
	Requirement

	XYZ-C-001
	Something mandatory
	Section x.y
	M
	(XYZ-C-001 OR XYZ-C-003) AND
 XYZ-C-002

	XYZ-C-002
	Something optional
	Section x.y
	O
	

	XYZ-C-003
	Dependencies on ZYX
	Section x.y
	M
	ZYX:MCF

	XYZ-C-004
	Dependencies on ZYX
	Section x.y
	O
	ZYX:OCF


C.2 SCR for XYZ Server

	Item
	Function
	Reference
	Status
	Requirement

	XYZ-S-001
	Something mandatory
	Section x.y
	M
	XYZ-S-001 OR XYZ-S-002 OR XYZ-S-003

	XYZ-S-002
	Something optional
	Section x.y
	O
	

	XYZ-S-003
	Dependencies on ZYX
	Section x.y
	M
	ZYX:MSF

	XYZ-S-004
	Dependencies on ZYX
	Section x.y
	O
	ZYX:OSF
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If needed, add annex to provide additional information to support the document.  In general, this information should be informative, as normative material should be contained in the primary body of the document.

Note that the styles for the headers in the appendix (App1, App2, App3) are different than the main body.  The use below is intended to validate the styles to be used.  Remove if not needed.
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D.1.1 More Headers
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