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1 Reason for Change

This CR proposes the profile of SRM Certificate. OMA DRM v2.0 specification defines the profiles of Device Certificate (DRM Agent Certificate in OMA DRM v2.0 spec) and RI Certificate. This CR defines the profile of SRM Certificate and requirements of DRM Agent to process the certificate.
This CR also proposes explicit description of certificate chains.

2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DLDRM WG agrees this CR and includes in the current SRM TS.
6 Detailed Change Proposal

Change 1:  Clarification of Certificate Chain in Table 2, 4, 5, and 6
Table 2: Elements for Mutual Authentication
	Name
	Notation
	Description

	SRM Certificate
	CertS
	Certificate of Secure Removable Media

	Device Certificate
	CertD
	Certificate of Device

	SRM Public Key
	PuKeyS
	SRM’s public key used in signature verification and asymmetric encryption

	Device Public Key
	PuKeyD 
	Device’s public key used in signature verification and asymmetric encryption

	SRM Private Key
	PrKeyS
	SRM’s private key used in signature and asymmetric decryption

	Device Private Key
	PrKeyD
	Device’s private key used in signature verification and asymmetric decryption

	SRM Identifier
	IDS
	Hash of SRM Public Key by SHA1

	Device Identifier
	IDD
	Hash of Device Public Key by SHA1


Table 4: Parameters of SRM Hello Message Request
	Parameters
	Protection Requirement
	Description

	Device ID (IDD)
	No
	The hash of the device’s public key in the device certificate (i.e. the hash of the complete DER-encoded subjectPublicKeyInfo component in the Device Certificate (CertD)). The default hash algorithm is SHA-1.

	Device Certificate Chain
	No
	A certificate chain including the Device Certificate (CertD). The chain MUST NOT include the root certificate. The Device Certificate MUST come first in the list. Each following certificate MUST directly certify the one preceding it. Refer to B.1


Table 5: Parameters of SRM Hello Message Response
	Parameters
	Protection Requirement
	Description

	SRM ID (IDS)
	No
	The hash of the SRM’s public key in the SRM certificate (i.e. the hash of the complete DER-encoded subjectPublicKeyInfo component in the SRM Certificate (CertS)). The default hash algorithm is SHA-1.

	SRM Certificate Chain
	No
	A certificate chain including the SRM Certificate (CertS). The chain MUST NOT include the root certificate. The SRM Certificate MUST come first in the list. Each following certificate MUST directly certify the one preceding it. Refer to B.1

	Error Code
	No
	Refer to Table 6


Table 6: Error Code of SRM Hello Message
	Error Code
	Description

	No Error
	The device certificate chain and the device ID were verified successfully.

	Generating Parameters in Response Failed
	The SRM Agent failed to generate the parameters in Table 5. (i.e. SRM ID or SRM Certificate Chain)

	Device Certificate Chain Verification Failed
	The SRM Agent fails to verify the device certificate chain.

	Integrity of Device ID verification Failed
	The device ID and the hash of the device’s public key in the device certificate chain are not identical.


Change 2:  Addition of Certificate Profile in Appendix B
Appendix B. Certificates and CRL
B.1 Certificate Profiles and Requirements
The profile for Device Certificates follows the profile of the DRM Agent Certificates in OMA DRM v2.0 [OMADRMv2]. The DRM Agent Certificate in OMA DRM v2.0 is referred to as Device Certificate in this specification. SRM Agents processing Device Certificates MUST meet all requirements on entities processing user certificates defined in [CertProf]. In addition, SRM Agents:

· MUST be able to process Device Certificates with serial numbers up to 20 bytes long;

· MUST recognize and require the presence of the oma-kp-drmAgent object identifier defined in the extKeyUsage extension in Device Certificates; and

· MUST support the cRLDistributionPoints extension
The profile for SRM Certificates follows the profile for “User Certificates for Authentication” in [CertProf] with the following modifications in Table 30:
Table 30: SRM Certificate Profile
	Fields
	Values

	Version
	Version 3 (Integer value is 2)

	Signature
	MUST be RSA with SHA-1

	Serial Number
	MUST be less than, or equal to, 20 bytes in length

	Issuer Name
	MUST be present and MUST use a subset of following naming attributes from [CertProf] – countryName, organizationName, organizationalUnitName, commonName, and stateOrProvinceName.

	Subject Name
	MUST be present and MUST use a subset of the following attributes from [CertProf] – countryName, organizationName, organizationalUnitName, commonName, and serialNumber

The structure and contents of an SRM subject name shall be as follows:

[countryName=<Country of manufacturer>]

[organizationName=<Manufacturer company name>]

[organizationalUnitName=<Manufacturing location>

[commonName=<Model name>]

serialNumber=<Unique identifier for SRM, as assigned by the Certificate Issuer>

The serialNumber attribute MUST be present. The countryName, organizationName, organizationalUnitName, and commonName may be present. Other attributes are not allowed and must not be included. For all naming attributes of type DirectoryString, the PrintableString or the UTF8String choice must be used.

Note that the maximum length (in octets) for values of these attributes is as follows: countryName - 2 (country code in accordance with ISO/IEC 3166), organizationName, organizationalUnitName, commonName, and serialNumber - 64.

Example:

C="US";O="DRM SRMs 'R Us"; CN="DRM SRM Mark V"; SN="1234567890"

	Extensions
	The extKeyUsage extension SHALL be present, and contain (at least) the oma-kp-srmAgent key purpose object identifier:
oma-kp-srmAgent OBJECT IDENTIFIER ::= {oma-kp 3}
The oma-kp object identifier is defined as follows:

oma-kp OBJECT IDENTIFIER ::= {oma 1}

oma OBJECT IDENTIFIER ::= {joint-iso-itu-t(2) identified-organizations(23) wap(43) oma(6)}
CAs are recommended to set this extension to critical.

· If CAs include the keyUsage extension (recommended), then both the digitalSignature bit and the keyEncipherment bit must be set, if the corresponding private key is to be used both for authentication and decryption. Otherwise only the applicable bit shall be set. When present, this extension shall be set to critical. 

CAs may include the certificatePolicy extension, indicating the policy the certificate has been issued under, and possibly containing a URI identifying a source of more information about the policy.

CAs are recommended to not include any other extensions, but may, for compliance with [RFC3280], include the authorityKeyIdentifier extension. CAs may also include the authorityInfoAccess extension from [RFC3280] for OCSP responder navigation purposes, and the cRLDistributionPoints extension to identify how CRL information is obtained.

CAs MUST NOT include any other critical extensions.


DRM Agents processing SRM Certificates MUST meet all requirements on entities processing user certificates defined in [CertProf]. In addition, DRM Agents:

· MUST be able to process SRM Certificates with serial numbers up to 20 bytes long;

· MUST recognize and require the presence of the oma-kp-srmAgent object identifier defined in the extKeyUsage extension in SRM Certificates; and

· MUST support the cRLDistributionPoints extension
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