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1 Reason for Change

When a Device conducts a 2-pass protocol to acquire multi ROs, there is the possibility that part of the ROs could be successfully acquired but the other ROs could not be (for some reason such as the RO IDs are invalid). Obviously, it is not appropriate for the RI to send a roResponse message for which Status indicates “Success”, because there  are still some ROs that can not be successfully issued and the User should be tell the truth, nor to just send one that indicates “all fails”, because after all there are still some ROs can be successfully issued. So the purpose of this CR is to add some explicit resolution about how to deal with this case. The main changes to the TS are as follows.
Firstly, we suggest add a new error code: “PartialSuccess” to the <Status> element.
Secondly, we propose add an explicit extension to roResponse message. Such extension may include the RO ID of those ROs that can not be successfully issued and the corresponding reason for the failure.
For more detailed information, please see “Detailed Change Proposal” section in this CR. 
2 Impact on Backward Compatibility

No impact. 

3 Impact on Other Specifications

No impacts on other specification have been identified.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The working group is encouraged to review this proposal, and agree it for incorporation in DRM 2.1.

6 Detailed Change Proposal

Change 1:  Section 5.3.6, the Status 

5.3.6 The Status type

The Status simple type enumerates all possible error messages.   

<simpleType name="Status">


<restriction base="string">



<enumeration value="Success"/>


<enumeration value="PartialSuccess"/>


<enumeration value=”Abort”/>



<enumeration value="NotSupported"/>



<enumeration value="AccessDenied"/>



<enumeration value="NotFound"/>



<enumeration value="MalformedRequest"/>



<enumeration value="UnknownCriticalExtension"/>



<enumeration value="UnsupportedVersion"/>



<enumeration value="UnsupportedAlgorithm"/>



<enumeration value="NoCertificateChain"/>



<enumeration value="InvalidCertificateChain"/>



<enumeration value="TrustedRootCertificateNotPresent"/>

                                                         <enumeration value=”SignatureError”/>



<enumeration value="DeviceTimeError"/>



<enumeration value="NotRegistered"/>



<enumeration value="InvalidDCFHash"/>



<enumeration value="InvalidDomain"/>



<enumeration value="DomainFull"/>



<enumeration value="DomainAccessDenied"/>



<enumeration value="RightsExpired"/>


<enumeration value=”TriggerExpiredOrInvalid”/>
                                                         <enumeration value="UnableToDecryptMeteringReport"/>

 

<enumeration value="UnableToValidateMeteringReportMAC"/>
                                                         <enumeration value="MalformedMeteringReport"/>
<enumeration value="UnknownUploadedRO"/>
                          

<enumeration value="InvalidUploadedRO"/>

</restriction>

</simpleType>

Upon transmission or receipt of a message for which Status is not "Success" or “PartialSuccess”, the default behaviour, unless explicitly stated otherwise below, is that both the RI and the Device SHALL immediately close the connection and terminate the protocol. RI systems and Devices are required to delete any session-identifiers, nonces, keys, and/or secrets associated with a failed run of the ROAP protocol.
Change 2:  Section 5.4.4.2, the table about RO Response Message Parameters
5.4.4.2 RO Response

The ROAP-ROResponse message is sent from the RI to the Device either in response to a ROAP-RORequest message (two-pass variant) or by RI initiative (one-pass variant). It carries the protected ROs.

5.4.2.2.1 Message description

	Parameter
	ROAP-ROResponse



	
	2-pass

Status = Success
or

Status = PartialSuccess
	2-pass

Status ≠ Success
and

Status ≠ PartialSuccess
	1-pass

	Status
	M
	M
	M

	Device ID
	M
	-
	M

	RI ID
	M
	-
	M

	Device Nonce
	M
	-
	-

	Protected ROs
	M
	-
	M

	Certificate Chain
	O
	-
	O

	OCSP Response
	O
	-
	M

	Extensions 
	O
	-
	O

	Signature
	M
	-
	M


Status indicates if the request was successfully handled or not. In the latter case an error code specified in Section 5.3.6 is sent. If the value of Status is “Success”, it means that the Device can find all the ROs it has acquired in the ProtectedROs element. If the value is “PartialSuccess”, it means that the Device SHALL find the successfully acquired ROs in ProtectedROs element and the unsuccessfully ROIDs and corresponding reason for failure in Extensions element.
Device ID identifies the requesting Device, in the same manner as in the ROAP-DeviceHello message as specified in section 5.4.2.1.1. The value returned here MUST equal the Device ID sent by the Device in the ROAP-RORequest message that triggered this response in the 2-pass ROAP. In the 1-pass ROAP, the value MUST equal the stored Device ID of the recipient Device as defined in Section 5.4.2.4.1. If the Device ID is incorrect, the ROAP-ROResponse processing will fail and the Device MUST discard the received ROResponse PDU.
Change 3:  The section 5.4.4.2.2, about the extensions in roResponse message.
5.4.4.2.2 Message syntax

The <roResponse> element specifies the ROAP-ROResponse message. It has complex type roap:ROResponse, which extends the basic roap:Response type.

<element name="roResponse" type="roap:ROResponse"/>

<complexType name="ROResponse">

  <annotation>

    <documentation xml:lang="en">

      Message sent from RI to Device in response to a roRequest message.

    </documentation>

  </annotation>

  <complexContent>

    <extension base="roap:Response">

      <sequence minOccurs="0">

        <element name="deviceID" type="roap:Identifier"/>

        <element name="riID" type="roap:Identifier"/>

        <element name="nonce" type="roap:Nonce" minOccurs="0"/>

        <element name="protectedRO" type="roap:ProtectedRO" maxOccurs="unbounded"/>

        <element name="certificateChain" type="roap:CertificateChain" minOccurs="0"/> 

        <element name="ocspResponse" type="base64Binary" minOccurs="0" maxOccurs="unbounded"/>

        <element name="extensions" type="roap:Extensions" minOccurs="0"/> 

        <element name="signature" type="base64Binary"/>

      </sequence>

    </extension>

  </complexContent>

</complexType>

The roap:ProtectedRO type is defined in The Protected Rights Object payload type section.

The following schema fragment defines the ConfirmROInstallation extension:

<complexType name="ConfirmROInstallation">

  <complexContent>

    <extension base="roap:Extension">

<attribute name="sessionId" type="string" use="required"/>
    </extension>

   </complexContent>

</complexType>
Session ID is a protocol session identifier set by the RI. This allows for several, concurrent confirmation sessions.
The critical attribute of the ConfirmROInstallation type SHALL be present and the value of the attribute SHALL be “true”. 
The extensions could also be FailedROInfos which is defined as the following:
<complexType name="FailedROInfos">

  <complexContent>

    <extension base="roap:Extension"/>

        <sequence>

          <element name="roID" type="ID"/>
          <element name="reasonForFailure" type="string" minOccurs="0"/>
        </sequence>

    </extension>

</complexContent>
</complexType>
This extension is used by RI to tell the Device which RO is failed and why is failed.The roID is ROID of the RO that can not be issued successfully. The reasonForFailure indicates why the RO can not be issued successfully.
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