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1 Reason for Change

Currently the RI and Domain aliases specified in ROAP Triggers SHALL be saved in the RI Context and Domain Context for future use. In OMA-DLDRM-2006-0449-CR_DRM_2.1_Aliases_in_ProtectedRO it was agreed that RI and Domain aliases SHOULD be specified in ROPayload. Therefore, if DRM Agent receives a RO contained the <riAlias > element or the <domainAlias > element, it SHALL add the RI or Domain aliases to the RI Context or Domain Context for future use. 
So this CR tries to make a clarification on the issue mentioned above.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend that the OMA BAC DLDRM group agree the change.
6 Detailed Change Proposal

Change 1:  Section 5.3.9 The Rights Object Payload type
Values of the ROPayload type carries (protected) rights and wrapped keys that can be used to decrypt encrypted portions of the rights. 

<!-- Rights Object Definitions -->

<complexType name="ROPayload">

  <sequence>

    <element name="riID" type="roap:Identifier"/>

    <element name="rights" type="o-ex:rightsType"/>

    <element name="signature" type="ds:SignatureType" minOccurs="0"/>

    <element name="timeStamp" type="dateTime" minOccurs="0"/>

    <element name="encKey" type="xenc:EncryptedKeyType"/>

    <element name="riAlias" type="string" minOccurs="0"/>

    <element name="roAlias" type="string" minOccurs="0"/>

    <element name="domainAlias" type="string" minOccurs="0"/>
  </sequence>

  <attribute name="version" type="roap:Version" use="required" />

  <attribute name="id" type="ID" use="required" />

  <attribute name="stateful" type="boolean"/>

  <attribute name="domainRO" type="boolean"/>

  <attribute name="riURL" type="anyURI"/>

</complexType>

The <riID> element is of type roap:Identifier and SHALL identify the issuing RI.

The <rights> element is of type o-ex:rightsType and MUST be conformant with [DRMREL-v2]. The o-ex:id attribute of this type SHALL be present.

The <signature> element is of type ds:SignatureType from [XML-DSIG] and MUST be present when the RO is a Domain RO. The URI attribute of a <ds:Reference> element of the <ds:SignedInfo> child element of the <signature> SHALL reference the <rights> element by having the same value as the o-ex:id attribute of the <rights> element (i.e., when present, the signature SHALL be made at least over the <rights> element). In compliance to the rules of canonicalization specified in Section Error! Reference source not found., the <ds:Reference> element MUST contain a <ds:Transforms> element, that contains a single <ds:Transform> element that signals the use of the exclusive canonicalization algorithm without comments. The <ds:KeyInfo> child element of the <signature> element SHALL identify the signing key. The Device MUST verify that the signing key is associated with the RI identified in the <riID> element.

The <timeStamp> value MUST be given in Universal Coordinated Time (UTC). The time-stamp provides replay protection, see further in section Error! Reference source not found.. RIs MUST include a timeStamp for all Device ROs.
The <encKey> element is of type xenc:EncryptedKeyType from [XML-Enc]. It consists of a wrapped concatenation of a MAC key, KMAC and an RO encryption key, KREK. If the <rights> element does not contain a <ds:KeyInfo> element (for example if the <rights> element is used as parent right; see REL, section 5.2.2), the RO encryption key, KREK, is still required in the <encKey> element but, it is not used. The Id attribute of this element SHALL be present and SHALL have the same value as the value of the URI attribute of the <ds:RetrievalMethod> element in the <ds:KeyInfo> elements (if present) inside the <rights> element. The <ds:KeyInfo> child element of the <encKey> element SHALL identify the wrapping key. In the case of a Rights Object intended for a Device, the child of the <ds:KeyInfo> element SHALL be the <roap:X509SPKIHash> element, identifying a particular DRM Agent's public key through the (SHA-1) hash of the DER-encoded subjectPublicKeyInfo value in its certificate. In the case of a Rights Object intended for a Domain, it will be of the type <roap:domainID> element, identifying the correct Domain key. 

Note that the encrypted key material consists of two keys - a MAC key and a Rights Object Encryption key. A Rights Object Encryption key MUST be present, even if it is unused in cases where the <rights> object does not contain a <ds:KeyInfo> element. For further information on packaging the MAC key and the Rights Object Encryption key, see the Key Management discussion in section Error! Reference source not found.. 

The <riAlias>, <roAlias> and <domainAlias> elements are as described for ROAP Triggers in section 5.2.1. The <riAlias> SHOULD always be specified and SHALL be saved in the RI Context for future use if there doesn’t exist <riAlias> in the RI Context. The <roAlias> MAY be specified for any RO, but it SHOULD be specified for Group, Parent or multi-asset ROs. The <domainAlias> SHOULD be specified for Domain ROs and SHALL be saved in the Domain Context for future use if there doesn’t exist <domainAlias> in the Domain Context. 

The version attribute indicates the version of the ROPayload type. For this version of the OMA DRM specification, the value SHALL be “1.0”. Minor version upgrades must always be backwards compatible. The ROPayload version must not be confused with the OMA DRM version, which is independently set. The reason for having different versions is to enable Domain ROs to be shared between Devices with different OMA DRM protocol versions.

The id attribute of the ROPayload type identifies the RO and MUST correspond to an <roID> value in the previous ROAP-RORequest, if there was one. The id attribute is also used as a reference point for the MAC as described in the previous section. This Rights Object identifier MUST uniquely identify a rights object; i.e. any two ROs sharing the same RO-id MUST be equivalent (have identical Exclusive Canonical forms).

The stateful attribute, when present and set to “true”, indicates that the RO contains stateful rights (i.e. needs replay protection).  The id attribute MUST be globally unique when this attribute is present and set to true, in order to enable a Device to correctly enforce replay protection (Note: one way for an RI to generate globally unique identifiers is to combine an RI-unique and freshly generated nonce with the hash of the RI's public key). If the stateful attribute is not present, or is set to "false", then the RI does not regard the RO as stateful.

The domainRO attribute, when present and set to "true", indicates that the RO is for a Domain. If the domainRO attribute is not present, or is set to "false", then the RO is for a particular Device.

The riURL attribute, if present, SHALL contain a URL that the Device can use to contact the RI. In case of a Domain RO, a HTTP GET on this URL SHOULD return either a JoinDomain ROAP Trigger or a (X)HTML page that starts an interaction with the User which may eventually lead to a JoinDomain ROAP Trigger. In case of Device RO, an HTTP GET request to this URL SHOULD return either a RegistrationRequest ROAP Trigger or a (X)HTML page that starts an interaction with the User which may eventually lead to a RegistrationRequest ROAP Trigger.The value of the riURL MUST be a URL according to [RFC2396], and MUST be an absolute identifier. 













NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2006 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 4)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20060101-I]

© 2006 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 2 (of 3)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20060101-I]

