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1 Reason for Change

This CR defines changes to the SCR tables for DRM 2.1 which are required to accommodate the RO confirmation feature. 
2 Impact on Backward Compatibility

No backwards compatibility issues.

3 Impact on Other Specifications

No impacts on other specification have been identified.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To add the defined entries to the SCR tables. 
6 Detailed Change Proposal
Appendix A. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [IOPPROC].

A.1 Client Conformance Requirements

The table below enumerates the client conformance requirements on all Devices – Connected, as well as Unconnected Devices. The Enabler Release Definition for DRM V2.0 [DRMERELD-v2] defines the mandatory features to be supported by the Connected and Unconnected Devices. For further information, please see section 8 of [DRMERELD-v2].

	Item
	Function
	Reference
	Status
	Requirements

	DRM-CLI-CMN-001 
	ROAP Schema parsing and processing support.
	5.3
	M
	

	DRM-CLI-CMN-002 
	General XML Schema Requirements
	5.3.2
	M
	

	DRM-CLI-CMN-003 
	Nonce values in ROAP messages
	5.3.10
	M
	

	DRM-CLI-CMN-004 
	Processing and responding to status codes during ROAP protocol runs
	5.3.6,5.4.2 
	M
	

	DRM-CLI-CMN-005 
	ROAP Trigger parsing and processing
	5.2.1
	M
	

	DRM-CLI-CMN-006 
	ProtectedRO support
	5.3.8,5.3.9
	M
	

	DRM-CLI-CMN-007 
	XML Canonicalization
	5.3.9,5.4 
	M
	

	DRM-CLI-CMN-008 
	4-pass ROAP-Registration protocol
	5.4.2
	M
	

	DRM-CLI-CMN-009 
	ROAP Extensions
	5.4.2,5.4.3,5.4.5
	O
	

	DRM-CLI-CMN-0010 
	Hash Algorithms: SHA-1 and associated URI
	5.4.2.1.1
	M
	

	DRM-CLI-CMN-0011 
	MAC Algorithms: HMAC-SHA-1 and associated URI
	5.4.2.1.1
	M
	

	DRM-CLI-CMN-0012 
	Signature Algorithms: RSA-PSS-Default and associated URI
	5.4.2.1.1
	M
	

	DRM-CLI-CMN-0013 
	Key Transport Algorithms: RSAES-KEM-KDF2-KW-AES128 and associated URI
	5.4.2.1.1
	M
	

	DRM-CLI-CMN-0014 
	Key Wrap Algorithms: AES-WRAP and associated URI
	5.4.2.1.1
	M
	

	DRM-CLI-CMN-0015 
	Domains Functionality
	5.1.5,5.1.6,5.4.5,7.2.3,7.3,8 
	O
	DRM-CLI-CMN-016,DRM-CLI-CMN-032,DRM-CLI-CMN-033,DRM-CLI-CMN-034,DRM-CLI-CMN-035,DRM-CLI-CMN-042, 

AND DRM-CLI-CMN-059, DRM-CLI-CMN-060 

OR DRM-CLI-UD-067, DRM-CLI-UD-068

	DRM-CLI-CMN-0016 
	Hash Chains for Domain Key Management
	5.4.5.1.1,7.3,8.8.1
	O
	

	DRM-CLI-CMN-0017 
	DRM Agent Certificates 
	D.1
	M
	

	DRM-CLI-CMN-0018 
	User Certificates for WIM Binding
	D.5
	O
	

	DRM-CLI-CMN-0019 
	RI Certificate Processing and Certificate Chain Validation
	5.4.2.4,5.4.4.2,5.4.5.2,6.2
	M
	

	DRM-CLI-CMN-0020 
	RI Signature Validation
	5.4.2.4,5.4.4.2,5.4.5.2
	M
	

	DRM-CLI-CMN-0021 
	OCSP Response Validation
	5.4.2.4,5.4.4.2,5.4.5.2,6.2,6.3
	M
	OCSP-C-006, OCSP-C-007, OCSP-C-009, OCSP-C-011, OCSP-C-012, OCSP-C-013, OCSP-C-015, OCSP-C-016, OCSP-C-017, OCSP-C-019, OCSP-C-020, OCSP-C-021, OCSP-C-022, OCSP-C-022a, OCSP-C-022b, OCSP-C-022c, OCSP-C-023, OCSP-C-024, OCSP-C-028

	DRM-CLI-CMN-0022 
	IMSI Binding
	18.1
	O
	

	DRM-CLI-CMN-0023 
	WIM Binding
	18.2
	O
	DRM-CLI-CMN-018

	DRM-CLI-CMN-0024 
	Transaction Tracking
	15.3, 5.4.4.1, 5.4.4.2.1
	O
	

	DRM-CLI-CMN-0025 
	User Consent for ROAP Triggers and associated processing
	5.2.1
	M
	

	DRM-CLI-CMN-0026 
	User Consent for Silent and Preview Headers
	5.2.2
	M
	

	DRM-CLI-CMN-0027 
	RI Certificate Caching
	5.4.2.1.1 
	O
	

	DRM-CLI-CMN-0028 
	RI Certificate Verification data storage in the RI Context
	5.4.2.4.1
	O
	

	DRM-CLI-CMN-0029 
	Replay Protection for Stateful Rights Objects
	10.4,5.3.9
	M
	

	DRM-CLI-CMN-0030 
	Maintaining state information for Stateful Rights Objects
	10.4.1
	M
	

	DRM-CLI-CMN-0031 
	Domain Name Whitelists
	5.4.2.4.1
	M
	

	DRM-CLI-CMN-0032 
	Multiple Domain Contexts 
	8.2
	O
	

	DRM-CLI-CMN-0033 
	Domain Context
	5.4.5.2.1,8.2
	O
	

	DRM-CLI-CMN-0034 
	Domain Context Expiry processing
	5.4.5.2.1
	O
	

	DRM-CLI-CMN-0035 
	Installing Domain ROs
	8.7.2.1, 8.7,5.4.5.2
	O
	

	DRM-CLI-CMN-0036 
	Multiple RI Contexts
	5.4.2.4.1
	M
	

	DRM-CLI-CMN-0037 
	RI Context 
	5.4.2.4.1
	M
	

	DRM-CLI-CMN-0038 
	Use of riID as identifiers for RI Contexts stored in the Device
	5.4.2.4.1,5.3.8,5.2.1
	M
	

	DRM-CLI-CMN-0039 
	RI Context Expiry processing
	5.4.2.4.1
	M
	

	DRM-CLI-CMN-0040 
	DCF Hash verification; usage in ROAP
	5.4.4.1.1
	O
	

	DRM-CLI-CMN-0041 
	Device RO Processing
	10.3.1
	M
	

	DRM-CLI-CMN-0042 
	Domain RO Processing
	8.7
	O
	

	DRM-CLI-CMN-0043 
	MIME Types for ROAP PDU, Trigger, ProtectedRO, and Rights Objects
	5.3.8,13.2
	M
	

	DRM-CLI-CMN-0044 
	Exporting to other DRMs and Protected Links
	16
	O
	

	DRM-CLI-CMN-0045 
	Super Distribution of the DCF
	15
	O
	

	DRM-CLI-CMN-0046 
	Super Distribution of the ContentURL 
	15
	O
	

	DRM-CLI-CMN-0047 
	Parent Rights Object
	10.5
	M
	

	DRM-CLI-CMN-0048 
	Off-device storage of content and Rights Objects
	10.6
	O
	

	DRM-CLI-CMN-0049 
	Capability signaling to Content Issuers and Rights Issuers
	11
	M
	

	DRM-CLI-CMN-0050 
	Processing Content Objects, Rights Objects and ROAP Triggers received via WAP PUSH
	14.4
	M
	

	DRM-CLI-CMN-0051 
	DCF Integrity protection after the DCFs are downloaded to the Device
	15.4
	M
	

	DRM-CLI-CMN-0052 
	Backwards Compatibility to OMA DRM v1
	Appendix B
	M
	

	DRM-CLI-CMN-0053 
	DRM Time 
	6.3,5.4
	O
	DRM-CLI-CMN-054

	DRM-CLI-CMN-0054 
	DRM Time Synchronization
	6.3,5.4
	O
	

	DRM-CLI-CMN-0055 
	Connectivity for Unconnected Devices via ROAP over OBEX
	14.6
	O
	DRM-CLI-CMN-015

	DRM-CLI-CMN-0056 
	Connectivity to Rights Issuers over appropriate transport connections
	176
	O
	

	DRM-CLI-CMN-0057 
	2-pass ROAP-ROAcquisition protocol
	5.4.3
	O
	

	DRM-CLI-CMN-0058 
	1-pass ROAP-ROAcquisition protocol
	5.4.4.2.1
	O
	

	DRM-CLI-CMN-0059 
	2-pass ROAP-JoinDomain protocol
	5.4.5.1
	O
	

	DRM-CLI-CMN-0060 
	2-pass ROAP-LeaveDomain protocol
	5.4.5.3
	O
	

	DRM-CLI-CMN-0061 
	HTTP Transport Mapping 
	14.2
	O
	

	DRM-CLI-CMN-0062 
	Capability Signalling
	13
	O
	

	DRM-CLI-CMN-0063 
	Silent and Preview header processing in DCFs
	5.2.2
	O
	

	DRM-CLI-CMN-0064 
	Download OTA support for delivering Content , ROAP Triggers, and Rights Objects
	14.3
	O
	

	DRM-CLI-UD-0065 
	Utilize the connectivity provided by the Connected Device to conduct ROAP protocols
	17
	O
	

	DRM-CLI-UD-0066 
	ROAP-OBEX Server
	17,14.6
	O
	

	DRM-CLI-UD-0067 
	2-pass ROAP JoinDomain protocol
	5.4.5.1
	O
	

	DRM-CLI-UD-0068 
	2-pass ROAP LeaveDomain protocol
	5.4.5.3
	O
	

	DRM-CLI-UD-0069 
	Metering
	5.4.6, 11
	O
	

	DRM-CLI-UD-0070 
	2-pass ROAP RO Upload protocol
	5.4.7,

11
	O
	

	DRM-CLI-UD-0071 
	WBXML ROAP Trigger
	16.2
	M
	

	DRM-CLI-UD-0072 
	4-pass confirmed ROAP-ROAcquisition Protocol
	5.1.2, 5.4.3.3, 5.4.3.4
	M 
	

	DRM-CLI-UD-0073 
	3-pass confirmed ROAP-ROResponse Protocol
	5.1.3, 5.4.3.3, 5.4.3.4
	M 
	


A.2 Server Conformance Requirements

	Item
	Function
	Reference
	Status
	Requirements

	DRM-SERVER-001 
	ROAP schema parsing and message processing 
	5.3
	M
	

	DRM-SERVER-002 
	General XML Schema Requirements
	5.3.2
	M
	

	DRM-SERVER-003 
	Nonce values in ROAP messages
	5.3.10
	M
	

	DRM-SERVER-004 
	Indicating the status parameter in the runs of the ROAP protocols as defined
	5.3.6,5.4.2 
	M
	

	DRM-SERVER-005 
	XML Canonicalization
	5.3.9,5.4 
	M
	

	DRM-SERVER-006 
	RI Certificates
	D.2
	M
	

	DRM-SERVER-007 
	DRM Agent Certificate processing and Certificate Chain Validation
	5.4.2.3.1
	M
	

	DRM-SERVER-008 
	Unique riID in ROAP Protocols.
	5.4
	M
	

	DRM-SERVER-009 
	Support for OCSP Requests; including nonce extensions.
	5.4.2.4.1
	M
	OCSP-C-001, OCSP-C-002, OCSP-C-004, OCSP-C-006, OCSP-C-007, OCSP-C-025, OCSP-C-027,  OCSP-C-031 OCSP-C-033, OCSP-C-034, OCSP-C-035, OCSP-C-037

See Note 
 

	DRM-SERVER-0010 
	Providing the most recent OCSP Response to Devices in ROAP protocol runs
	5.4.2.4.1
	O
	

	DRM-SERVER-0011 
	ROAP Trigger support and initiating the ROAP protocol using ROAP Triggers
	5.2.1
	M
	

	DRM-SERVER-0012 
	Domain ID element in ROAP Triggers
	5.2.1
	O
	

	DRM-SERVER-0013 
	More than one roID elements in a roAcquisition trigger
	5.2.1
	O
	

	DRM-SERVER-0014 
	Use of MAC in leaveDomain ROAP Trigger
	5.2.1
	M
	

	DRM-SERVER-0015 
	4-pass ROAP-Registration Protocol
	5.4.2
	M
	

	DRM-SERVER-0016 
	2-pass ROAP-ROAcquisition Protocol
	5.4.3
	M
	

	DRM-SERVER-0017 
	1-pass ROAP-ROResponse Protocol
	5.4.4.2.1
	M
	

	DRM-SERVER-0018 
	2-pass ROAP-JoinDomain Protocol
	5.4.5.1
	M
	

	DRM-SERVER-0019 
	2-pass ROAP-LeaveDomain Protocol
	5.4.5.3
	M
	

	DRM-SERVER-0020 
	Hash Chain support for Domain Key Generation
	8.8.1
	O
	

	DRM-SERVER-0021 
	ProtectedRO support
	5.3.8
	M
	

	DRM-SERVER-0022 
	Signature on Domain RO
	5.4.4.2.1,5.3.9
	M
	

	DRM-SERVER-0023 
	Signature on Device RO
	5.3.9,5.4.4.2.1
	O
	

	DRM-SERVER-0024 
	domainRO and riURL attributes in ProtectedRO for Domain ROs
	5.3.9
	M
	

	DRM-SERVER-0025 
	Hash Algorithms: SHA-1 and associated URI
	5.4.2.1.1
	M
	

	DRM-SERVER-0026 
	MAC Algorithms: HMAC-SHA-1 and associated URI
	5.4.2.1.1
	M
	

	DRM-SERVER-0027 
	Signature Algorithms: RSA-PSS-Default and associated URI
	5.4.2.1.1
	M
	

	DRM-SERVER-0028 
	Key Transport Algorithms: RSAES-KEM-KDF2-KW-AES128 and associated URI
	5.4.2.1.1
	M
	

	DRM-SERVER-0029 
	Key Wrap Algorithms: AES-WRAP and associated URI
	5.4.2.1.1
	M
	

	DRM-SERVER-0030 
	Unique identifier for Rights Issuers
	5.3.9
	M
	

	DRM-SERVER-0031 
	Parent Rights Object
	10.5
	M
	

	DRM-SERVER-0032 
	Issuer Responsibilities
	13.4
	M
	

	DRM-SERVER-0033 
	Download OTA support for delivering Content , ROAP Triggers, and Rights Objects
	14.3
	O
	

	DRM-SERVER-0034 
	Use of WAP PUSH to deliver Content, ROAP Triggers, and Rights Objects
	14.4
	M
	

	DRM-SERVER-0035 
	Transaction Tracking
	15.3, 5.4.4.1, 5.4.4.2.1
	M
	

	DRM-SERVER-0036 
	Metering
	5.4.6,11
	M
	

	DRM-SERVER-0037 
	2-pass ROAP RO Upload protocol
	5.4.7,

11
	O
	

	DRM-SERVER-0038 
	WBXML ROAP Trigger
	16.2
	O
	

	DRM-SERVER-0039 
	4-pass confirmed ROAP-ROAcquisition Protocol
	5.1.2, 5.4.3.3, 5.4.3.4
	M 
	

	DRM-SERVER-0040 
	3-pass confirmed ROAP-ROResponse Protocol
	5.1.3, 5.4.3.3, 5.4.3.4
	M 
	














� Note: The RI is used primarily as a proxy between the DRM agent and the OCSP responder and thus does not necessarily need to process the OCSP response.  However, to minimize client side processing and to reduce bandwidth consumption, this specification highly recommends that Rights Issuers do as much processing and validation of OCSP responses it receives from the responder as possible before sending them to the DRM agent and thus also support OCSP-C-009, OCSP-C-011, OCSP-C-012, OCSP-C-013, OCSP-C-015, OCSP-C-016, OCSP-C-017, OCSP-C-019, OCSP-C-021, OCSP-C-022b, OCSP-C-022c, OCSP-C-029, OCSP-C-030.
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