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1 Reason for Change

This CR defines additional use cases for the architecture document. These use cases describe the confirmation of RO installation feature. 
2 Impact on Backward Compatibility

No backwards compatibility issues.

3 Impact on Other Specifications

No impacts on other specification have been identified.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To add the defined entries to the SCR tables. 
6 Detailed Change Proposal
Change 1: 

4.3.9 Metering

OMA DRM enables a Rights Issuer to collect usage information (Metering Information) from Devices for the purpose of royalty collection.  If an RI needs to collect Metering Information when a particular RO is consumed the RI includes the appropriate element(s) in the RO.  If the appropriate user consent has been obtained then DRM Agent will record Metering Information upon consumption of such an RO.  If the user does not give their consent to the collection and reporting of Metering Information the DRM Agent does not record Metering Information, however, it will be up to the RI to determine whether or not to prevent the consumption of the content.
When an RI wishes to retrieve the Metering Information from a Device it sends a “Metering Report” ROAP Trigger to the Device.  Upon reception of this ROAP Trigger the Device sends the currently stored Metering Information to the RI using the appropriate ROAP messages.  

4.3.10 Uploading Rights

OMA DRM enables a DRM Agent to upload one or more Rights Objects including the current state information to the issuing  RI so that the RI can be able to re-issue a new  RO, with the uploaded current state information as the original state information  if stateful, to an another Device belonging to the same User. 
4.3.11 Confirming RO Installation 
OMA DRM allows an RI to request that a Device confirm the installation status of particular ROs which have been delivered to it. 
Change 2: 
6.7 Metering

An RI typically needs to obtain usage information for royalty collection purposes as part of a subscription service.  Metering can be enabled on per content basis by including the appropriate element(s) within an RO.  When the RI wishes to retrieve the Metering Information from a particular Device it sends a Metering Report ROAP Trigger.  The interaction diagram below illustrates the flow of content, rights and Metering Information for a subscription scenario where the RI wishes to obtain Metering Information for the subscription content.   In the scenario shown below it is assumed that the appropriate user consent for metering has been obtained as part of the subscription setup.
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Figure 1: Metering

1. The Device connects to the Content Issuer portal. After a browsing session to select the content, the DRM Content X and the Rights to Content X are downloaded and installed on the Device. 

2. At some point in time the RI decides to retrieve the Metering Information from the Device.  In order to do this the RI sends a Metering Report ROAP Trigger to the Device.  Upon reception of this ROAP Trigger the Device sends the appropriate ROAP request containing an encrypted version of the Metering Information.  Upon reception of this ROAP Request the RI can produce the appropriate ROAP Response.  Finally if the ROAP Response from the RI indicates that the RI successfully received the Metering Information the Device will delete any Metering Information that was sent to the RI. 
6.8 Uploading Rights
DRM Rights can be uploaded to an RI to more easily facilitate the transfer of rights from one device to another (for example in a device upgrade scenario). RO upload is a user-initiated event.

 The interaction diagram below illustrates the flow of RO uploading and re-issuing for a scenario where the User wishes to upload an RO and re-issue it to another Device. Authentication of the user is out of the scope of this specification. 
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Figure 2: RO Uploading

1.  User initiates the RO upload and the DRM Agent sends an upload request containing the Rights, and current state information if stateful to the RI. Upon receipt of this request the RI may save the state information and produce appropriate confirmation. If the RO upload is confirmed successfully the Device will delete the RO that was uploaded to the RI.
2. At some point in time, the User’s another Device connects to the RI Portal. After the browsing session, the User may selects the RO to be re-issued, the RI sends a RO Acquisition ROAP Trigger to the Device. Then the Device can initiate the RO Acquisition request to acquire a new RO generated by Rights Issuer with the uploaded current state information in step 1 as the original state information. 
6.8 Confirming RO Installation 
RO Confirmation can be used for several purposes including billing, customer care, etc. It allows the RI to request that a Device report on the installation status of particular ROs. The interaction diagram below illustrates the flow of issuing an Ro whose installation needs to be confirmed and of reporting the installation status. 
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Figure 3: RO Confirmation
1. The Device connects to the Content Issuer portal. After a browsing session to select the content, the DRM Content X and the Rights to Content X are downloaded and installed on the Device. The RI indicates during the delivery that the installation of the RO must be confirmed. 
2. The device attempts to install the RO and returns the installation status to the RI. 
3. The RI confirms that it has received the RO installation information. 
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