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1 Reason for Change

During the Washington meeting the ARC group did an informal review of the SCE Architecture. 

This CR proposes some changes to address the comments.

2 Impact on Backward Compatibility

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Accept the proposed changes.

6 Detailed Change Proposal

Change 1:  Changes to architectural diagram.  

5.2 Architectural Diagram

Figure 1 provides an overview of the architecture
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Figure 1: Architecture overview

All protocols are bi-directional in the sense that either party can initiate the exchange of messages. All entities and protocols are described in subsequent sections. 
Change 2:  Missing descriptions  

5.3.5. Domain Enforcement Agent (DEA)

The main responsibility of the Domain Enforcement Agent (DEA) is to manage the User Domain on behalf of the Domain Authority and ensure that the extend of the User Domain is limited to the limits as specified in the Domain Policy that is determined by the Domain Authority. The ultimate goal is to enable deployment of the DEA on a user equipment, such that the management of the User Domain can build on device discovery mechanisms for local networks (e.g. UPnP) and device to device connectivity (e.g. Bluetooth). However, this version of the architecture does not yet address separate deployment of DA and DEA. Instead in this version, the DA and DEA are always treated as a single entity: DA/DEA
5.3.11 RDP-1 

The Domain Management Protocol DMP-1 is used by the DA/DEA and RI to enable a Rights Issuer to issue Rights Objects for a User Domain managed by the DA/DEA. Using this protocol, the DA/DEA and RI will agree on a Domain Policy and exchange the secrets the RI needs to create RO’s for the User Domain. 
Change 3:  Definitions  

3.2 Definitions

The entities and concepts that are relevant for this document have been adequately defined in [SCE-RD]. For convenience, these definitions have been copied into the table below.

	Ad Hoc Domain
	A group of Devices that engage in Ad Hoc Sharing that is governed by a Domain Policy.  

	Ad Hoc Sharing
	Sharing that is intended to allow a source Device to share specified Rights with a recipient Device in spontaneous, unplanned situations (e.g. sharing a song with a new group of friends at a party or playing a video on a hotel room TV while travelling).

	Constraint
	A restriction on a Permission over DRM Content (DRM V2.0).

	Consume
	To Play, Display, Print or Execute DRM Content on a Device or to render DRM Content on a Render Client. 

	Content
	One or more Media Objects (DRM V2.0).

	Content Issuer
	The entity making content available to the DRM Agent in a Device (DRM V2.0).

	Content Provider
	An entity that is either a Content Issuer or a Rights Issuer (DRM V2.0).

	Copy
	To make Rights existing on a source Device available for use by a recipient Device, without affecting availability on the source Device.  Rights may be restricted on the recipient Device. Note: this is different from the V2.0 definition.

	Device
	A Device is the entity (hardware/software or combination thereof) within a user equipment that implements a DRM Agent. The Device is also conformant to the OMA DRM specifications.  The Device may include a smart card module (e.g. a SIM) (DRM V2.0).

	Domain
	A group of Devices defined by a Rights Issuer such that the Rights Issuer can issue Rights Objects for the group that can be processed by all Devices within the group, and only those Devices (DRM V2.0). 

	Domain Authority
	The entity to specify the Domain Policy for a User Domain or an Ad Hoc Domain. 

	Domain Enforcement Agent
	The entity to enforce the Domain Policy on behalf of the Domain Authority.  It may reside in the network as a service or in a User’s device.

	Domain Policy
	A collection of attributes which defines the policy determining characteristics of the membership of a User Domain or Ad Hoc Domain, as set by the Domain Authority that the Domain Enforcement Agent will enforce.

	DRM Agent
	The entity in the Device that manages Permissions for Media Objects on the Device (DRM V2.0).

	DRM Content
	Media Objects that are consumed according to a set of Permissions in a Rights Object (DRM V2.0).

	DRM Time
	A secure, non user-changeable time source. The DRM Time is measured in the UTC time scale (DRM V2.0).

	Import
	To convert Import-Ready Data into OMA (P)DCFs and ROs.

	Imported-Content
	OMA (P)DCF(s) resulting from converting Import-Ready Data.

	Import-Ready Data
	Content and associated Rights derived from Non-OMA DRM-sourced data that can be converted into OMA (P)DCFs and ROs.

	Imported-Rights-Object
	An OMA RO resulting from converting Import-Ready Data.

	Imported-Data
	Imported-Content and associated Imported-Rights-Object(s).

	Local Rights Manager (LRM)
	An entity that is responsible for aspect(s) of Import and it may also manage an Imported-Content for a limited group of OMA DRM Agents. 

	Media Object
	A digital work e.g. a ring tone, a screen saver, or a Java game (DRM V2.0).

	Move
	To make Rights existing initially on a source Device fully or partially available for use by a recipient Device, such that the Rights or parts thereof that become usable on the recipient Device can no longer be used on the source Device. 

	Non-OMA DRM
	A protection system other than OMA DRM, which may include copy protection mechanisms for storage medium and/or transport mechanisms.

	Partial Rights
	A subset of a set of Rights, such that the Partial Rights are equally or more restrictive than those in the set.

	Permission
	Actual usages or activities allowed (by the Rights Issuer) over DRM Content.

	Play
	To create a transient, perceivable rendition of a resource.

	Rights
	The collection of permissions and constraints defining under which circumstances access is granted to DRM Content. 

	Rights Issuer
	An entity that issues Rights Objects to OMA DRM conformant Devices (DRM V2.0).

	Rights Object
	A collection of Permissions and other attributes which are linked to DRM Content.

	Shared Rights
	Rights that can be consumed on multiple Devices, where the allowed distribution and consumption of the Rights among the Devices are specified by permissions in the Rights themselves or in the Domain Policy of the Domain for which the Rights were obtained.

	Sharing
	The act of providing Shared Rights from a source Device to a recipient Device, such that the recipient Device is able to render the shared content associated with the Shared Rights.

	State Information
	A set of values representing current state associated with Rights. It is managed by the DRM Agent only when the Rights contain any of the stateful constraints (e.g. interval, count, timed-count, accumulated, etc.).

	Superdistribution
	A mechanism that (1) allows a User to distribute DRM Content to other Devices through potentially insecure channels and (2) enables the User of that Device to obtain a Rights Object for the superdistributed DRM Content (DRM V2.0). 

	User
	The human user of a Device. The User does not necessarily own the Device (DRM V2.0).

	User Domain
	A group of Devices defined by the Domain Enforcement Agent such that, for example Rights Issuers, can issue Rights Objects with Permissions, Constraints and other attributes specifically for the Devices in the group. 


3.3 Abbreviations

	CI
	Content Issuer

	DEA
	Domain Enforcement Agent

	DCF
	DRM Content Format

	DRM
	Digital Rights Management

	LRM
	Local Rights Manager

	OMA
	Open Mobile Alliance

	RI
	Rights Issuer

	RO
	Rights Object

	SCE
	Secure Content Exchange


Superfluous flow  

5.4.8 








Change 4:  Updated introduction  

1. Introduction
(Informative)

This architecture builds on the architecture of OMA DRM 2.0. It enables the following additional functionality:

· Import of non-OMA protected content into OMA DRM by introducing the Local Rights Manager (LRM)

· Central management of the User Domain by introducing the Domain Authority (DA), with an integrated Domain Enforcement Agent (DEA)

· The definition of a Move function that will allow Rights to be moved from one DRM Agent to another DRM Agent, either directly between two Devices or via a Rights Issuer. Move can be the complete Rights or a subset of the remaining Rights (Partial Rights).

· The concept of Ad Hoc Sharing that allows Users to exchange Content in an ad hoc manner (as permitted by the Rights Issuer).Additionally a Device is able to request from the Rights Issuer the permission to Share Rights, in the case where the User's existing Rights do not explicitly permit Sharing.
An import design goal is to provide for this new functionality as much as possible in a backward compatible way. This means that existing OMA DRM 2.0 devices should be able to take advantage of the new functionality.  
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