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1 Reason for Change

This Change Request applies to the present draft AD (OMA-AD-SCE-V0_6_0-20070119-D) and aims at scoping and describing proximity in the context of Secure Content Exchange. The intention is to enable but not to limit various business and trust models and potential new services. Therefore, the Enabler should be able to make use of present and future technologies for determining proximity. It is proposed to enable this flexibility through proximity related parameters in the Rights Object. 

Summary of changes

This CR proposes a number of changes which are detailed below and comprises adding a subsection to the Introduction (AD section 4) describing the concept of proximity and adding definitions of Proximity and Proximity Method.

2 Impact on Backward Compatibility

No impact on backward compatibility has been identified.

3 Impact on Other Specifications

There is possibly impact on the specification of the Rights Object which is proposed to be extended for DRM SCE.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend to take the proposed changes into consideration and to include them (all or in parts) in the current AD. 

6 Detailed Change Proposal

Change 1:  Add informative text to the AD as section “4.3 Proximity”

4.3 Proximity

4.3.1 Definition and Scope 

Proximity is a concept that is used in this Enabler for expressing closeness between two devices or between the users of those devices. Two Entities can either be in proximity to another or not such that in technical terms proximity always evaluates to either true or false. It may be clear that devices can be only mutually in proximity to each other.

The use of proximity in the DRM SCE Enabler is for enabling secure content exchange between two entities that are in proximity. 

Proximity means that the distance between the two entities is below a certain threshold value. Distance does not only refer to spatial distance but can also be distance in time. Distance between devices could possibly also be measured as the number of hops needed for an IP packet to be transported from one device to the other. As far as non-technical proximity is concerned, closeness between two users in the context of DRM SCE could be interpreted as belonging to the same community, e.g., a project team, or a sports club.  

Since a plethora of different ways of determining proximity is conceivable and because their realisation might depend on the technical / network environment and technical capabilities of devices, the architecture defines the abstract concept of Proximity Methods but leaves the actual definition of those Proximity Methods out of scope.  

Therefore, the SCE enabler will extend the set of OMA DRM protocols to enable secure exchange of content between Devices, building – if needed – on Proximity Methods that are not specified by SCE. 

The SCE specified protocols will allow services and devices to securely communicate the need for proximity measurements between Devices, but the actual Proximity (measurement) Methods and related compliancy and robustness rules are not in scope for OMA DRM. This is analogous to OMA DRM 2.0 which specifies the protocols needed to securely acquire content, but building on a trust and compliancy infrastructure that is not specified by OMA DRM. Therefore the SCE enabler will allow other bodies and standards to specify and mandate implementation of certain proximity measurement methods. The SCE protocols will provide the hooks to allow services and devices to communicate when and how these methods must be used to assure the secure exchange of content. 

As proximity can be interpreted as spatial, temporal, social or other kind of closeness between users or devices, depending on the actual Proximity Method(s) employed, the DRM SCE Enabler enables a variety of service scenarios, trust models and business models while at the same time ensuring interoperability between OMA DRM enabled devices. 

Generally speaking, Proximity is determined by means of applying one or several Proximity Methods that can be combined. The DRM SCE Enabler uses the Rights Object to determine which Proximity Method (or combination of Proximity Methods) to apply and with what parameters for the respective method(s). 

For example, the Rights Object might mandate to use the “GPS” method for measuring absolute geographical distance and consider the devices in proximity if their distance is below 100 meters. If the DRM SCE Enabler implementation on the device cannot meet the Proximity Method requirements given in the Rights Object, then the devices will be considered as not in proximity. A Rights Issuer may mandate by means of the Rights Object that two ore more Proximity Methods must all evaluate to true for the Rights Objects to be passed from one DRM Agent to another.

4.3.2 Proximity Methods
Proximity Methods test certain conditions to determine whether a proximity constraint is fulfilled. 
As sketched in the previous section, there may be many different ways to determine proximity, resulting in about as many Proximity Methods.

A Proximity Method may involve only the two devices involved to determine whether they are in proximity but may also involve a third Entity. For example, a mobile network operator can determine reliably whether two devices are within the same network cell. A service provider could determine whether two users are belonging to the same project team etc. 

The DRM SCE Enabler addresses the following types of Proximity Methods:

· Proximity Methods that involve only the two devices for which the condition of proximity is measured. That could be using short range wireless network connectivity between the two devices containing the DRM Agents and utilising for example Bluetooth, RFID, NFC. 

· Proximity Methods using a third party (a proximity verifier) for determining or verifying other aspects of proximity, e.g., a service provider with the ability to verify social proximity or the positions of the wireless network cells the devices are in. 

A Content Provider or Rights Issuer might mandate that more than one Proximity Method is used in order to allow Secure Content Exchange. In such a case the Rights Object would contain parameters for more than one Proximity Method. 

Each required Proximity Method should be listed in the Rights Object with its registered name (e.g. “GPS”, “Bluetooth”,  “ServiceProvider”), and additional values that parametrize each method and that may be different for different Proximity Methods. For example, the “GPS” Proximity Method could contain a parameter for the maximum distance allowed between devices, e.g., 100 m. The “ServiceProvider” Proximity Method could contain a URI for the web service to be contacted in order to determine social proximity or the position of the network cell.

Because the actual specification of Proximity Methods is out of scope of the DRM SCE Enabler, Proximity Methods shall be registered by third parties under their respective names with the Open Mobile Naming Authority (OMNA). For more information see http://www.openmobilealliance.org/tech/omna/index.htm.

Change 2:  Definition of Proximity (in the context of DRM SCE)

The following definition should be included in Section 3.2 (Definitions) of the AD.

	Proximity


	A state expressing that the (spatial, temporal or other) distance between two Entities is below a certain treshold and which can be either true (“in proximity”) or false (not “in proximity”). Entities can be either devices or users of the respective devices. 


Change 3:  Definition of Proximity Method 

The following definition should be included in Section 3.2 (Definitions) of the AD.

	Proximity Method
	A method for determining mutual Proximity of two Entities.
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