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1 Reason for Change

In the San Francisco meeting, members had a consensus that SRM may store RI certificate chains.
In order to achieve it, this CR proposes three functions as follows:

- Store RI Certificate Chain

- Get RI Certificate Chain

- Remove RI Certificate Chain

2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DRM WG agrees this CR.
6 Detailed Change Proposal

Change 1:  RI Certificate Chain delivery/removal protocols
5.7.5 SRM Utilities

The protocols specified in this chapter provide necessary functions that are used for the Rights movement and local Rights consumption.

5.7.5.1 Store RI Certificate Chain

The DRM Agent may store Rights Issuer’s certificate chains in the SRM using this function.
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Figure 1: Sequence Diagram – Store RI Certificate Chain
The DRM Agent sends the RICertificateStoreRequest to store an RI certificate chain in the SRM. The parameters of the request are defined in Table 1.
Table 1: Parameters of RICertificateStoreRequest
	Parameters
	Protection Requirement
	Description

	RI ID
	No
	The hash of the Rights Issuer’s public key in the RI Certificate (i.e. the hash of the complete DER-encoded subjectPublicKeyInfo component in the RI Certificate). The default hash algorithm is SHA-1.

	RI Certificate Chain
	No
	Rights Issuer’s certificate chain


On receiving the RICertificateStoreRequest, the SRM Agent stores the RI ID and certificate chain. If there already exists the RI certificate chain, this is overwritten with the certificate chain in the request.

After the action, the SRM Agent sends the RICertificateStoreResponse to carry the result of the action. The parameters of the response are defined in Table 2. If any error occurs during this action, the error SHOULD be reported to the DRM Agent. The Error Code parameter of the RICertificateStoreResponse contains the error cases in Table 3.
Table 2: Parameters of RICertificateStoreResponse
	Parameters
	Protection Requirement
	Description

	Error Code
	No
	Refer to Table 3


Table 3: Error Code of RICertificateStoreResponse
	Error Code
	Description

	No Error
	No errors during the action

	No Enough Space
	The SRM doesn’t have enough space to store the certificate chain.

	Function Not Supported
	RI Certificate Chain cannot be stored in the SRM.

	Unknown Error
	Other errors


If the DRM Agent fails to receive the response, or finds an error by referring to the Error Code, then the DRM Agent aborts this function. User MAY be informed this exception.

5.7.5.2 Get RI Certificate Chain

The DRM Agent may read Rights Issuer’s certificate chains from the SRM using this function.
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Figure 2: Sequence Diagram – Get RI Certificate Chain
The DRM Agent sends the RICertificateQueryRequest to read an RI certificate chain from the SRM. The parameters of the request are defined in Table 4.
Table 4: Parameters of RICertificateQueryRequest
	Parameters
	Protection Requirement
	Description

	RI ID
	No
	The hash of the Rights Issuer’s public key in the RI Certificate (i.e. the hash of the complete DER-encoded subjectPublicKeyInfo component in the RI Certificate). The default hash algorithm is SHA-1.


On receiving theRICertificateQueryRequest, the SRM Agent reads the RI certificate chain identified by the RI ID from the SRM.

After the action, the SRM Agent sends the RICertificateQueryResponse to carry the result of the action. The parameters of the response are defined in Table 5. If any error occurs during the action, the error SHOULD be reported to the DRM Agent. The Error Code parameter of the RICertificateQueryResponse contains the error cases in Table 6.
Table 5: Parameters of RICertificateQueryResponse
	Parameters
	Protection Requirement
	Description

	Error Code
	No
	Refer to Table 6

	RI Certificate Chain
	No
	Rights Issuer’s certificate chain


Table 6: Error Code of RICertificateQueryResponse
	Error Code
	Description

	No Error
	No errors during the action

	RI Certificuate Chain Not Found
	The SRM Agent cannot find the matched RI certificate chain.

	Unknown Error
	Other errors


If the DRM Agent fails to receive the response, or finds an error by referring to the Error Code, then the DRM Agent aborts this function. User MAY be informed this exception.

5.7.5.3 Remove RI Certificate Chain

The DRM Agent may remove an RI certificate chain from the SRM using this function.


[image: image3.emf]DRM Agent SRM Agent

RICertificateRemovalRequest

1

RICertificateRemovalResponse


Figure 3: Sequence Diagram – Remove RI Certificate Chain
The DRM Agent sends the RICertificateRemovalRequest to remove the RI certificate chain from the SRM. The parameters of the request are defined in Table 7.
Table 7: Parameters of RICertificateRemovalRequest
	Parameters
	Protection Requirement
	Description

	RI ID
	No
	The hash of the Rights Issuer’s public key in the RI Certificate (i.e. the hash of the complete DER-encoded subjectPublicKeyInfo component in the RI Certificate). The default hash algorithm is SHA-1.


Upon receiving the RICertificateRemovalRequest, the SRM Agent finds the RI certificate chain identified by the RI ID and removes it.
After the action, the SRM Agent sends the RICertificateRemovalResponse to carry the result of the action. The parameters of the response are defined in Table 8. If any error occurs during the action, the error SHOULD be reported to the DRM Agent. The Error Code parameter of the RICertificateRemovalResponse contains the error cases as defined in Table 9.
Table 8: Parameters of RICertificateRemovalResponse

	Parameters
	Protection Requirement
	Description

	Error Code
	No
	Refer to Table 9


Table 9: Error Code of RICertificateRemovalResponse

	Error Code
	Description

	No Error
	No errors during the action

	RI Certificuate Chain Not Found
	The SRM Agent cannot find the matched RI certificate chain.

	Unknown Error
	Other errors


If the DRM Agent fails to receive the response, or finds an error by referring to the Error Code, then the DRM Agent aborts this function. User MAY be informed this exception.
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