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1 Reason for Change

This CR is intended to identify the primary components required to instantiate the flow for LRM-managed Import to an individual specific Device.
The DA/DEA serves the role of capping the number of Devices that are associated with a particular LRM at a given time. The cap can either be explicit by associating specific Devices with the LRM, or implicit in that the DA/DEA securely conveys any such limit(s) directly to the LRM.
There is no DA/DEA or RI involvement in the actual Import.

The DA/DEA does not provide cryptographic keying material for use within the Import operation.

There MAY be subsequent transfer of the Imported-Rights-Object involving the Import-recipient Device and other Device(s) (for the purpose of Move or Copy), although that is not provided for within the current CR.

2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM Working Group agrees this CR and includes it in the SCE LRM Technical Specification.

6 Detailed Change Proposal

Change 1:  Certificate Management - Note to Editor: Please incorporate this material into the appropriate section(s) of OMA-TS-SCE_LRM-V1_0-20070209-D.
The LRM certificate profile SHALL ensure that LRM certificates are distinguishable from DRM Agent/Device certificates and from RI certificates by SCE-conformant Devices.

The LRM certificate profile SHALL ensure that LRM certificates are distinguishable from RI certificates by OMA DRM  Devices that are not conformant to SCE in that such LRM certificates will be rejected for effective use by DRM Agents in such SCE- non-conformant Devices.
OMA DRM SCE Certificate Profiles

References

[CertProf]
“Certificate and CRL Profiles”, OMA-Security-CertProf-v1_1, Open Mobile Alliance, http://www.openmobilealliance.org.
1. LRM Certificates

The profile for LRM certificates follows the profile for "X.509-compliant server certificate" in [CertProf] with the following modifications:

	Signature
	MUST be RSA with SHA-1

	Serial Number
	MUST be less than, or equal to, 20 bytes in length

	Issuer Name
	MUST be present and MUST use a subset of the following naming attributes from [CertProf] – countryName, organizationName, organizationalUnitName, commonName, and stateOrProvinceName.

	Subject Name
	MUST be present and MUST use a subset of the following naming attributes from [CertProf] – countryName, organizationName, organizationalUnitName, commonName, and serialNumber.

The structure and contents of a Device subject name shall be as follows:

[countryName=<Country of manufacturer>]

[organizationName=<Manufacturer company name>]

[organizationalUnitName=<Manufacturing location>]

[commonName=<Model name>]

serialNumber=<Unique identifier for Device, as assigned by the Certificate Issuer. Does not have to be the same as the IMEI>

The serialNumber attribute MUST be present. The countryName, organizationName, organizationalUnitName, and commonName may be present. Other attributes are not allowed and must not be included. For all naming attributes of type DirectoryString, the PrintableString or the UTF8String choice must be used.

Note that the maximum length (in octets) for values of these attributes is as follows: countryName – 2 (country code in accordance with ISO/IEC 3166), organizationName, organizationalUnitName, commonName, and serialNumber – 64.
Example:

C="US";O="DRM Devices 'R Us"; CN="DRM Device Mark VI"; SN="1234567890"

	Extensions
	The extKeyUsage extension SHALL be present, and contain (at least) the oma-kp-localRightsManager key purpose object identifier:

oma-kp-localRightsManager OBJECT IDENTIFIER ::= {oma-kp <tba>}

CAs MUST set this extension to critical.

If the keyUsage extension is present (recommended), then the digitalSignature bit shall be set. When present, this extension shall be set to critical.

CAs may include the certificatePolicy extension, indicating the policy the certificate has been issued under, and possibly containing a URI identifying a source of more information about the policy.

CAs are recommended to not include any other extensions, but may, for compliance with [RFC3280], include the authorityKeyIdentifier extension. 

CAs MUST NOT include any other critical extensions.


SCE DRM Agents processing LRM certificates MUST meet the requirements on clients processing "X.509-compliant server certificates" defined in [CertProf]. In addition, SCE DRM Agents:

MUST be able to process LRM certificates up to 1500 bytes long;

MUST be able to process LRM certificates with serial numbers 20 bytes long; and

MUST recognize and require the presence of the oma-kp-localRightsManager object identifier defined above in the extKeyUsage extension in LRM certificates.

<Editor’s note: the oma-kp- localRightsManager object identifier needs to be assigned by a naming authority.)
2. CA Certificates

The CA certificates for use by SCE follows the OMA DRM CA certificate profile specified in Section D.3 of [DRM]. In addition, the following requirements apply:

LRMs and SCE DRM Agents MUST meet the requirements on relying parties defined in [CertProf]. Note that this implies, among other things, a requirement on LRMs and SCE DRM Agents to also recognize the basicConstraints and the subjectKeyIdentifier extensions. 
Change 2:  LRM request for generation of DA/DEA-signed data - Note to Editor: Please incorporate this material into the appropriate section(s) of OMA-TS-SCE_LRM-V1_0-20070209-D.

An LRM that has registered with the DA/DEA MAY request the generation of “DA/DEA-signed data”.  Such DA/DEA-signed data associates an LRM to a set of Devices to be managed by that LRM.  The DA/DEA MAY enforce a limit on the number of Devices simultaneously associated with an LRM.  Such a limit MAY be assigned by a Trust Authority under which the DA/DEA, the LRM, and these Devices are certified.  The association of a set of Devices to an LRM MAY be split across multiple instances of DA/DEA-signed data (in that some Device IDs MAY be incorporated into one DA/DEA-signed association of Devices to a given LRM, and another one or more of DA/DEA-signed associations of Devices to that same LRM MAY include additional Device IDs). Any such limit on the number of Devices simultaneously associated with an LRM MAY be implicit in that the DA/DEA MAY sign data that identifies the LRM but that does not make any explicit reference to specific Device ID(s). Such Device-null DA/DEA-signed data constitutes proof to Devices that that LRM has registered with the DA/DEA and has been made aware of any restrictions such as limit(s) on number of Devices to be associated with that LRM. While a DA/DEA-signed association of an LRM to specific Device(s) MAY be generated by the DA/DEA directly upon request by such Devices, Device-null DA/DEA-signed data MUST be made directly available to the identified LRM if the use of such DA/DEA-signed data implies limit(s) that MUST be securely conveyed to the LRM.  
The DA/DEA is trusted to verify current revocation status of Devices and LRM(s), as a condition of associating an LRM to Devices. In the case of the issuance of Device-null DA/DEA-signed data, only the current revocation statue of the LRM need be checked. 

The DA/DEA returns an OCSP response to the LRM indicating the DA/DEA certificate status. The LRM rejects DA/DEA-signed data if this DA/DEA certificate status check indicates the DA/DEA has been revoked.
Change 3:  LRM-managed Import to a specific Device – This Change is predicated on use of the interface between the LRM and DRM Agent (which is denoted by SCE-6-LRMP within CR0049R03). Note to Editor: Please incorporate this material into the appropriate section(s) of OMA-TS-SCE_LRM-V1_0-20070209-D.
The LRM generates an Imported-Rights-Object and Imported-Content. The specifics of the Imported-Rights-Object format are TBD, but will follow the general form of Rights Objects transferred over the SCE-7-A2AP interface between DRM Agents [SCE A2A TS].  In particular, the Imported-Rights-Object includes a <rights> element and <signature> element.  As in a Move of Rights over the SCE-7-A2AP interface [SCE A2A TS], the REK is transferred over a Secure Authenticated Channel that is established using a run of the Mutual Authentication and Key Exchange (MAKE) protocol specified in  [SCE A2A TS]. Unlike the Move operation specified in  [SCE A2A TS], the Rights Object Encryption Key (REK) is generated by the LRM (or derived from Non-OMA DRM-sourced data securely provided to the LRM). Unlike the Move operation, the <signature> element is generated using the LRM’s private key (rather than having the Move-source forward an RI-generated signature).  The DRM Agent MUST verify that the LRM which was used to set up the Secure Authenticated Channel with the DRM Agent is the same LRM that generated the <signature> element.

As a condition of installing an Imported-Rights-Object, the recipient DRM Agent MUST successfully verify DA/DEA-signed data that includes that DRM Agent’s Device ID and the LRM ID or Device-null DA/DEA-signed data. There MUST be a means for the DRM Agent to ascertain the current validity status of the DA/DEA-signed data. A Device that supports DRM Time can independently ascertain the current validity status of the DA/DEA-signed data.  DA/DEA-signed data MAY be issued by the DA/DEA without any start- or end- time restrictions. Appropriate DA/DEA-signed data MAY be provided to the Device by the LRM or an alternative source.  As a condition of installing an Imported-Rights-Object, the DRM Agent MUST have verified the validity of the DA/DEA certificate chain. 

An operation entailing LRM-managed Import to a specific Device is not cryptographically accessible to any Device other than the Import-recipient Device.
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