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1 Reason for Change

Section 5.3.6 of DRMv2.1 specification states as below:

“If as part of responding to an Identification Trigger a Device receives a RIHello message with the status attribute equal “NotRegistered” the Device MUST respond with a Registration Request message i.e. the Device MUST treat the Trigger as if it were a Registration Trigger.”

Also Section 5.4.3 states as below:

“If the RI determines that it does not have any registration information for the Device it SHOULD send a RIHello message with the status attribute equal to “NotRegistered”.”
In the above case, when the device receives a RIHello message with status attribute equal to “NotRegistered”, the RIHello message does not contain any information other than the status.

After successful completion of the Registration protocol, the device needs to establish a RIContext with the information available in the RIHello message. As mentioned above, this required information will not be available in the RIHello message for status equal to “NotRegistered”.

Hence, first suggestion was that, in response to the identification trigger when the device is not registered, the RI should send a successful RIHello message with the status attribute set to “NotRegistered”.

But there were comments from the group that, how does the Rights Issuer know that the DeviceHello message was actually the start of the 2-pass Identification Protocol; and not the start of the 4-pass registration protocol? i.e. when the RI receives the DeviceHello message from a device which is not registered it has no information available which tells the RI whether it should respond with NotRegistered or whether it should send the RIHello as per the normal 4-pass registration protocol. 
Also there was comment that, if “NotRegistered” status is received in a RIHello response as part of the 2-pass Identification protocol the device should not start a 4-pass Registration protocol because the Identification request may have come from a content issuer’s presentation server and not an RI server and hence it would not support registration.
There were suggestions to add a new extension in DeviceHello message to distinguish a DeviceHello message initiated for a 2-pass Identification protocol from a DeviceHello message initiated for a 4-pass Registration protocol.
After discussion the group concluded to define new request and response messages for Identification protocol instead of reusing the DeviceHello and RIHello messages.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG to review and agree this document.
6 Detailed Change Proposal

Change 1:  Modify Figure 2 in 5.1.2
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Figure 2: The 2-pass Identification Protocol
Change 2:  Change in 5.2.1
5.2.1 The ROAP Trigger

If the <roapTrigger> element carries a <identificationRequest> element, the PDU MUST be a ROAP-IdentificationRequest PDU.

Change 3:  Changes in 5.3.6
5.3.6 The Status type

UnsupportedVersion indicates that the Device used a ROAP protocol version not supported by the RI. This error is only valid in the ROAP-RIHello message and ROAP-IdentificationResponse message.

NotRegistered indicates that the Device tried to contact an RI which does not have any registration information stored for the Device. This error is only valid in the following messages: ROAP-IdentificationResponse, ROAP-ROResponse, ROAP-JoinDomainResponse, ROAP-LeaveDomainResponse , ROAP-MeteringReportResponse and ROAP-ROUploadResponse. The Device SHOULD NOT perform the default error handling.
If as part of responding to an Identification Trigger a Device receives an IdentificationResponse message with the status attribute equal to “NotRegistered” the Device SHOULD NOT initiate a 4-pass Registration protocol.
Change 4:  Changes in 5.4.2.1
5.4.2.1 Device Hello

The ROAP-DeviceHello message is sent from the Device to the Rights Issuer to initiate the 4-pass Registration protocol. This message expresses Device information and preferences

Change 5:  Changes in 5.4.2.2
5.4.2.2 RI Hello
The ROAP-RIHello message is the second message of the Registration protocol and is sent from the Rights Issuer to the Device in response to a ROAP-DeviceHello message. The message expresses RI preferences and decisions based on the values supplied by the Device.

Change 6:  Add Identification Request/Response message
5.4.3 Identification Protocol
If a Device receives an Identification Trigger the Device MUST respond with an IdentificationRequest message and the RI MUST respond to this message with an IdentificationResponse message.  If the RI determines that it does not have any registration information for the Device it SHOULD send an IdentificationResponse message with the status attribute equal to “NotRegistered”.
5.4.3.1 Identification Request

The ROAP-Identification message is sent from the Device to the Rights Issuer to initiate the 2-pass Identification protocol. This message contains Device specific information.
5.4.3.1.1 Message description

	Parameter
	ROAP-IdentificationRequest

	Version
	M

	Device ID
	M

	Extensions
	O


Table 6: Identification Request Message Parameters

Version SHALL be identical to the Version parameter as described in Device Hello message.
Device ID SHALL be identical to the Device ID parameter as described in Device Hello message.
Extensions: There are no extensions defined for the ROAP-IdentificationRequest message.
5.4.3.1.2 Message syntax
The <IdentificationRequest> element specifies the ROAP-IdentificationRequest message. It has complex type roap:IdentificationRequest, which extends the basic roap:Request type.
<element name="identificationRequest" type="roap:IdentificationRequest"/>

<complexType name="IdentificationRequest">

  <annotation>

    <documentation xml:lang="en">

      Message sent from Device to RI to identify the device.

    </documentation>

  </annotation>

  <complexContent>

    <extension base="roap:Request">

      <sequence>

        <element name="version" type="roap:Version"/>

        <element name="deviceID" type="roap:Identifier"

                 maxOccurs="unbounded"/> 

        <element name="extensions" type="roap:Extensions"

                 minOccurs="0"/> 

      </sequence>

    </extension>

  </complexContent>

</complexType>
5.4.3.2 Identification Response

The ROAP-IdentificationResponse message is sent from the Rights Issuer to the Device in response to a ROAP-IdentificationRequest message.

5.4.3.2.1 Message description

	Parameter
	ROAP-IdentificationResponse

	Status
	M


Table 7: Identification Response Message Parameters

Status indicates if the ROAP-IdentificationRequest message was successfully (Status = Success) handled or not. In the latter case an error code as specified in Section 5.3.6 is sent.
5.4.3.2.2 Message syntax

The <identificationResponse> element specifies the ROAP-IdentificationResponse message. It has complex type roap:IdentificationResponse.
<element name="identificationResponse" type="roap:IdentificationResponse"/>

<complexType name="IdentificationResponse">

  <annotation>

    <documentation xml:lang="en">

      Message sent from RI to Device in response to an IdentificationRequest message.

    </documentation>

  </annotation>

  <complexContent>

    <extension base="roap:Response">
    </extension>

  </complexContent>

</complexType>

Change 7:  Modify Figure 33 in G.3.3
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Figure 33: Using Download OTA to deliver an Identification ROAP Trigger
Change 8:  Changes in G.3.3
3. The ROAP Trigger is used by the DRM Agent on the Device to initiate a 2-pass Identification ROAP session. The DRM Agent issues an HTTP POST to the ROAP Trigger URL. The POST includes a ROAP-IdentificationRequest PDU in the HTTP request body.

POST /id.cgi?tid=qw683hgew7d HTTP/1.1

 Host: ri.example.com 

 User-Agent: CoolPhone/1.4 

 Accept: application/vnd.oma.drm.roap-pdu+xml,multipart/related 

 Content-Length: 125

 Content-Type: application/vnd.oma.drm.roap-pdu+xml

... [ROAP PDU] ...

4. The RI returns the ROAP-IdentificationResponse PDU.

HTTP 1.1 200 OK

 Server: CoolServer/1.3.12 

 Content-Length: 986 

 Content-Type: application/vnd.oma.drm.roap-pdu+xml

... [ROAP PDU] ...
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