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1 Reason for Change

This CR tries to close comment B039 in DRM2.1 CONRR. See below
	B039
	2007.02.13
	T
	5.4.7.2.2
	Source: Vodafone

Form: OMA-DLDRM-2007-0059

Comment:
Should the Fail extension also include a textual reason indicating why the upload failed? This could be used by the device when displaying an error message(s) to the user.

Proposed Change:  
Suggest adding a textual description of the error to the fail extension
	Status: OPEN


2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG to review and agree this document.
6 Detailed Change Proposal

Change 1:  Section 5.4.7.2.1 and 5.4.7.2.2,  add reason for failure to Fail element
5.4.7.2 .1 Message description
	Parameter
	ROAP-RO UploadResponse

	Status
	M

	Device ID
	M

	RI ID
	M

	Device Nonce
	M

	Certificate chain
	O

	OCSP Response
	O

	Extensions
	O

	Signature
	M


Table 17: RO UploadResponse Message Parameters

Status indicates if the request was successfully handled or not. In the latter case an error code as specified in Section 5.3.6 is sent.

Device ID identifies the requesting Device. The value returned here MUST equal the Device ID sent by the Device in the ROAP-ROUploadRequest message that triggered this response.

RI ID identifies the RI. The value returned here MUST equal the RI ID sent by the Device in the preceding ROAP-ROUploadRequest message.
Device Nonce: This parameter MUST have the same value as the corresponding parameter value in the preceding ROAP-ROUploadRequest. If the Device Nonce is incorrect, the ROAP-RO UploadResponse processing will fail and the Device MUST discard the received RO UploadResponse PDU. 

Certificate Chain: This parameter MUST be present unless a preceding ROAP-ROUploadRequest message contained the Peer Key Identifier extension, the extension was not ignored by the RI, and its value identified the RI's current key. When present, the value of a Certificate Chain parameter shall be as described for the Certificate Chain parameter of the ROAP-ROUploadResponse message. 

The Device SHOULD check if the RI certificate chain received in this parameter corresponds to stored certificate verification data for this RI. If so, the Device need not verify the RI certificate chain again, otherwise the Device MUST verify the RI certificate chain. If an RI certificate is received that is not in the stored certificate verification data for this RI, and if the expiry time of the received RI certificate is later than the RI Context for this RI, and the certificate status of the RI certificate as indicated in the OCSP response is "good," then the Device MUST verify the complete chain and SHOULD replace the stored RI certificate verification data with the received RI certificate data and set the RI context expiry time to that of the received RI certificate expiry time.
OCSP Response: This parameter, when present, SHALL be a complete set of valid OCSP responses for the RI's certificate chain.  The Device MUST NOT fail due to the presence of more than one OCSP response element. This parameter will not be sent if the Device sent the Extension No OCSP Response in the preceding ROAP-ROUploadRequest (and the RI did not ignore that extension). For the processing of this parameter, see further Section 6.

Extensions: The current extensions are defined for ROAP-ROUploadResponse message.
Fail: The presence of this extension indicates that one or more ROs failed to be uploaded. If present, the extension will list one or more RO IDs from the original RO Upload Request which failed to upload, and optionally, the RO IDs can be accompanied with a corresponding reason indicates why the RO(s) failed to be uploaded. This extension only exists when the status equals to "InvalidUploadedRO" or "UnknownUploadedRO”.

Signature is a signature on this message (besides the Signature element itself). The signature method is as follows:

The message except the Signature element is canonicalized according to Section 5.3.3.

The result of the canonicalization, d, is considered as input to the signature operation

The Device MUST verify this signature. A Device MUST NOT accept the RO Upload protocol as successful unless the signature verifies, the RI certificate chain has been successfully verified, and the OCSP response indicates that the RI certificate status is good. If the RO Upload protocol failed the Device MUST enable the ROs to be uploaded, otherwise the Device MUST delete the ROs to be uploaded.

5.4.7.2.2 Message syntax

The <roUploadResponse> element specifies the ROAP-ROUploadResponse message. It has complex type roap:ROUploadResponse, which extends the basic roap:Response type.

<element name="roUploadResponse" type="roap:ROUploadResponse"/>

<complexType name="ROUploadResponse">

  <annotation>

    <documentation xml:lang="en">

      Message sent from RI to Device in response to a ROUploadRequest.

    </documentation>

  </annotation>

  <complexContent>

    <extension base="roap:Response">

      <sequence minOccurs="0">

        <element name="deviceID" type="roap:Identifier"/>

        <element name="riID" type="roap:Identifier"/>

        <element name="nonce" type="roap:Nonce"/>
        <element name="certificateChain" type="roap:CertificateChain" minOccurs="0"/>

        <element name="ocspResponse" type="base64Binary" minOccurs="0" maxOccurs="unbounded"/>

        <element name="extensions" type="roap:Extensions" minOccurs="0"/>

        <element name="signature" type="base64Binary"/>   

      </sequence>

    </extension>

  </complexContent>

</complexType>
The following schema fragment defines the Failextension:
<complexType name="Fail">

  <complexContent>

    <extension base="roap:Extension"/>

        <sequence minOccurs=”0”>

          <element name="roID" type="ID
" maxOccurs="unbounded"/>
         <element name="reason" minOccurs="0">
<simpleType>

              <restriction base="string">

                <maxLength value="120"/>

              </restriction>

            </simpleType>
          </element>
        </sequence>

    </extension>

  </complexContent>

</complexType>













�This is an extra modification. Someone thinks that it does not make sense when roID does not appear here. So I remove “minOccurs=’0’”
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