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1 Reason for Change
This CR is intended to close comment B052 in DRM2.1 CONRR, see below:
	B052
	2007.02.15
	E
	20.5
	Source: Huawei, fengwenjie@huawei.com
Form: OMA-DLDRM-2007-0026R02

Comment: Section 20.5 doesn’t cover the privacy issue in Metering report mechanism.

Proposed Change: To add necessary statement to section 20.5 to describe the privacy issue in Metering report mechanism.
	Status: OPEN

AP on Renzhou to produce a CR


2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DLDRM group agree this CR and incorporate the proposed changes into DRM2.1 TS.
6 Detailed Change Proposal

Change 1:  Change chapter 20.5 as follows

20.5 Privacy

Privacy is the right of an individual to control or influence the amount of information about her collected by others. The data that should be protected can be divided into personal data and interest data. As an example, a content issuer collecting content download data can adapt its offers to the downloaded party according to perceived demands. On one hand this may achieve user convenience, but on the other hand it limits the right of self-determination of the individual. Furthermore, the keeping of log files that store information, such as who has done what at which time, reveals user behaviour and might not be in the interests of the system's users.

The ROAP protocol has no explicit measures to anonymize the association between DRM Agent, downloaded Protected Content and associated RO, since the RI and CI are either administered by one organization or might exchange information freely. Also, the messages that are sent do not protect the identities of the communicating parties. 

In addition, the Transaction Id mechanism to track super distribution behaviour, e.g. for reward purposes, might be perceived as privacy intruding. For instance, a CI inserting values in the Transaction Tracking box of a DCF with the purpose of rewarding customers for super distributing content, potentially learns a great deal of information about users’ forwarding behaviour. In this case, however, the OMA DRM system does allow user policies to determine whether to use the Transaction ID mechanism or not. The Metering report mechanism which is used to collect Metering Information might also affect users’ privacy, since such Metering Information reflects users’ consuming behaviour. OMA DRM providers should consider user's privacy demands to the extent possible and whether anonymity mechanisms can be deployed within the bounds of the OMA DRM system.
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