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1 Reason for Change

This change request is proposed to harmonize related input contributions and CRs for the finalization of the “SRM to Device Move” function.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DRM WG agrees this CR.
6 Detailed Change Proposal

Change 1:  Changes in section 5.4.2
5.4.2     Movement of Rights from SRM to Device

A Rights (i.e. Rights Meta Data, Rights Object Container, State Information, and REK) is Moved from an SRM to a Device as illustrated in Figure 1. 
The DRM Agent requests the SRM Agent to Move the Rights from the SRMto the Device. (Refer to section 5.4.2.1) Then the DRM Agent installs the Moved Rights in the Device. (Refer to section 5.4.2.2) If the installation is successful, the Rights in the source SRM is removed. (Refer to section 5.4.2.3)
Before the Rights Move, the DRM Agent SHOULD get the latest Handle List from the SRM Agent.
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Figure 1: Sequence Diagram – Movement of Rights from SRM to Device
5.4.2.1 Rights Retrieval Message
5.4.2.1.1 Message Description

The DRM Agent sends the RightsRetrievalRequest to Move the Rights from the SRM. The parameters of the request are defined in Table 1.
Table 1: Parameters of RightsRetrievalRequest
	Parameters
	Protection Requirement
	Description

	Handle
	Integrity
	This identifies a Rights that will be Moved from the SRM to the Device. Refer to section XXXX [Section 5.6.2 in CR-0094 will be referred to]

	New Handle
	Integrity & Confidentiality
	New Handle = H(ROID) | New Handle ID

This ROID is identical to the ROID part of the Handle parameter. H(ROID) is the hash of the ROID. The default hash algorithm is SHA-1.
New Handle ID is an 8 byte octet string random value newly generated by the DRM Agent for this Move transaction.

This is encrypted with the Session Key.




Upon receiving the RightsRetrievalRequest, the SRM Agent performs the following actions:

· Verify the integrity of the request parameters

· Decrypt the New Handle with the Session Key
· Find a Rights corresponding to the Handle
· If found, overwrite the Handle in the SRM with the New Handle and disable the Rights
DRM Agents cannot access the Rights without knowing the New Handle in Table 1. The New Handle is not included in the Handle List while the Rights is disabled.






After this action, the SRM Agent sends the RightsRetrievalResponse to carry the result of the action. The parameters of the response are defined in Table 2. If any error occurs during the action, the error MUST be reported to the DRM Agent. The Status parameter of the RightsRetrievalResponse contains the error cases as specified in Table 3.
Table 2: Parameters of RightsRetrievalResponse
	Parameters
	Protection Requirement
	Description

	Status
	Integrity
	This indicates if the RightsRetrievalRequest is successfully handled or not. The Status value is specified in Table 3.
If the Status contains any error, only this parameter is present in the RightsRetrievalResponse.

	Rights Meta Data
	Integrity
	Refer to section 5.x.x.x

	Rights Object Container
	Integrity
	Refer to section 5.x.x.x

	State Information
	Integrity 
	Refer to section 5.x.x.x. This parameter is not present if the Rights Object in the Rights Object Container is stateless.

	REK
	Integrity & Confidentiality
	Refer to section 5.x.x.x. This is encrypted with the Session Key.


Table 3: Status of Rights Retrieval Message

	Status Value
	Description

	Success
	The request is successfully handled.

	
	

	Parameter Integrity Verification Failed
	The HMAC value of parameters in the request is not matched with the HMAC value of the parameters generated by the SRM Agent.

	Parameter Decryption Failed
	The SRM Agent fails to decrypt the encrypted parameters.

	Handle Not Found
	The Handle in the request doesn’t exist in the SRM.

	Unknown Error
	Other errors


Upon receiving the response, the DRM Agent performs the following actions:

· 
· Verify the integrity of parameters in the response

· Decrypt REK with the Session Key
· If no errors or exceptions (Status = Success), the DRM Agent continues with section 5.4.2.2.
5.4.2.1.2 Message Format

The message format (MessageBody) of the RightsRetrievalRequest is specified as follows. The messageType is set to’0’ and protectedFlag is set to ‘1’.
Handle() {

    HandleString()

}

NewHandle() {

    HandleString()

}

EncryptedNewHandle() {

    EncryptedString()

}

Parameters() {

    Handle()

    EncryptedNewHandle()

}

MACedParameters() {

    MACedString()

}

MessageBody() {

    Parameters()

    MACedParameters()

}

The fields are defined as follows:

· Handle –Handle parameter in Table 1
· NewHandle – New Handle parameter in Table 1
· EncryptedNewHandle – Encrypted NewHandle with the current Session Key (SK)
· MACedParameters – MACed Parameters with the current MAC Key (MK)
The message format (MessageBody) of the RightsRetrievalResponse is specified as follows. The messageType is set to ‘1’ and the protectedFlag is set to ‘1’.
EncryptedRek() {

    EncryptedString()

}

Parameters() {

    status

16
uimsbf

    if ( status == 0 ) {
        RightsInformation()
        EncryptedRek()

    }

}

MACedParameters() {

    MACedString()

}

MessageBody() {

    Parameters()

    MACedParameters()

}

The fields are defined as follows:

· RightsInformation – Rights Meta Data, Rights Object Container, State Information parameters in Table 2 (Refer to Appendix B.x.x.x)
· EncryptedRek – Encrypted REK parameter in Table 2 (Rek in Appendix B.x.x.x) with the current Session Key (SK)
· status - This field contains the request handling status. If the request is handled successfully in the SRM, then this field contains Success (0) value.
· MACedParameters – MACed Parameters with the current MAC Key (MK)
5.4.2.1.3 Exception Handling

There may be unexpected exceptions during the Rights Retrieval Message processing as specified in section XXXX. [Section 5.6.1 of CR-0088R01 will be referred to.] The exception is classified into one of the following cases.

· Case 1: The DRM Agent receives the RightsRetrievalResponse not containing Success in the Status parameter.

· Case 2: The Rights Retrieval Message processing in this section is uncompleted for any reason other than those of case 1.
When the exception occurs, the DRM Agent SHOULD immediately recover it. If the DRM Agent fails to detect the exception, it MUST recover the exception by referring to the Operation Log when a new MAKE process is executed.
[Recovery Procedure – Cancellation of Move]

To cancel the Move transaction, the DRM Agent activates a recovery procedure per case as follows.
· In case 1, the Move is terminated without recovery.

· In case 2, the DRM Agent sends the RightsEnablementRequest as specified in section 5.4.6.1 in order to enable the Rights. The New Handle recorded in the Operation Log for this Move transaction MUST be used in this request. If the RightsEnablementResponse contains one of Success and Handle Not Found in the Status parameter, then the Move is terminated.

When the Move is terminated, the entry for the Move transaction is removed from the Operation Log.
If the Rights Enablement Message processing is uncompleted for any reason other than those specified above, then the recovery procedure is aborted. The DRM Agent MAY resume the aborted recovery by sending the RightsEnablementRequest when a new MAKE process is executed. To resume the recovery, the DRM Agent refers to the Operation Log as specified in section XXXX [Section 5.6.2 of CR-0088R01 will be referred to.]
· 
· 
5.4.2.2 Rights Installation in Device
5.4.2.2.1 Action Description

The DRM Agent installs the Rights in the Device. After the Rights is installed, the DRM Agent continues with section 5.4.2.3.


Rights received by a DRM Agent via the Move protocol, SHALL NOT be rejected based on the content of the replay cache.
5.4.2.2.2 Exception Handling
There may be unexpected exceptions as specified in section XXXX during installing the Rights. [Section 5.6.1 of CR-0088R01 will be referred to.] The exception causes incompletion of the installation.

When the exception occurs, the DRM Agent SHOULD immediately recover it. If the DRM Agent fails to detect the exception, it MUST recover the exception by referring to the Operation Log when a new MAKE process is executed. The recovery is same as the procedure for the exceptional case 2 of the Rights Retrieval Message processing specified in section 5.4.2.1.3.
5.4.2.3 Rights Removal Message
5.4.2.3.1 Message Description

The DRM Agent executes the Rights Removal Message processing as specified in section 5.4.6.2 in order to remove the original Rights from the SRM. 
The Handle in the RightsRemovalRequest MUST be identical to the New Handle in the previous RightsRetrievalRequest specified in section 5.4.2.1.1.

When the Rights Removal Message processing is completed (Status = Success), the Move is terminated and the entry for the Move transaction is removed from the Operation Log.
5.4.2.3.2 Message Format

Refer to section 5.4.6.2.2.


	
	
	

	
	
	





	
	
	

	
	
	



	
	

	
	

	
	

	
	

	
	

	
	



5.4.2.3.3 Exception Handling

There may be an unexpected exception during the Rights Removal Message processing as specified in section 5.4.6.2. [Section 5.6.1 of CR-0088R01 will be referred to.] The exception is classified into one of the following cases.

· Case 1: The DRM Agent receives the RightsRemovalResponse containing Handle Not Found in the Status parameter. (The Handle is not stored)

· Case 2: The Rights Removal Message processing is uncompleted for any reason other than those of case 1.

When the exception occurs, the DRM Agent SHOULD immediately recover it. If the DRM Agent fails to detect the exception, it MUST recover the exception by referring to the Operation Log when a new MAKE process is executed.
[Recovery Procedure – Completion of Move]

To complete the Move transaction, the DRM Agent activates a recovery procedure per case as follows.
· In case 1, the Move is terminated without recovery.

· In case 2, the DRM Agent sends the RightsRemovalRequest as specified in section 5.4.6.2 in order to remove the Rights from the SRM. The New Handle recorded in the Operation Log for this Move transaction MUST be used in this request. If the RightsRemovalResponse contains one of Success and Handle Not Found in the Status parameter, then the Move is terminated.

When the Move is terminated, the entry for the Move transaction is removed from the Operation Log.
If the Rights Removal Message processing for the recovery purpose is uncompleted for any reason other than those specified above, then the recovery procedure is aborted. The DRM Agent MAY resume the aborted recovery by sending the RightsRemovalRequest when a new MAKE process is executed. To resume the recovery, the DRM Agent refers to the Operation Log as specified in section XXXX [Section 5.6.2 of CR-0088R01 will be referred to.]
Change 2:  Addition of Rights Enablement Message & Rights Removal Message
5.4.6.1 Rights Enablement Message

The DRM Agent may enable a Rights in the SRM using this function as illustrated in Figure 2.
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Figure 2: Sequence Diagram –Rights Enablement
5.4.6.1.1 Message Description

The DRM Agent sends the RightsEnablementRequest to enable the Rights in the SRM. The parameters of the request are defined in Table 4.
Table 4: Parameters of RightsEnablementRequest
	Parameters
	Protection Requirement
	Description

	Handle
	Integrity & Confidentiality
	Handle identifies a Rights that will be enabled in the SRM. This is encrypted with the Session Key.
Refer to section XXXX [Section 5.6.2 in CR-0094 will be referred to]


Upon receiving the RightsRetrievalRequest, the SRM Agent performs the following actions:

· Verify the integrity of the request parameters

· Decrypt the Handle with the Session Key
· Enable the Rights corresponding to the Handle. If the Rights is enabled, then the SRM Agent returns Success in the Status parameter without executing this action.
The Handle of the enabled Rights is revealed out of the SRM by being included in the Handle List. Then DRM Agents can access the enabled Rights with the Handle.
After this action, the SRM Agent sends the RightsEnablementResponse to carry the result of the action. The parameters of the response are defined in Table 5. If any error occurs during the action, the error MUST be reported to the DRM Agent. The Status parameter of the RightsEnablementResponse contains the error cases as defined in Table 6.
Table 5: Parameters of RightsEnablementResponse

	Parameters
	Protection Requirement
	Description

	Status
	Integrity
	This indicates if the RightsEnablementRequest is successfully handled or not. The Status value is specified in Table 6


Table 6: Error Code of RightsEnablementResponse

	Status Value
	Description

	Success
	The request is successfully handled.

	Parameter Integrity Verification Failed
	The HMAC value of parameters in the request is not matched with the HMAC value of the parameters generated by the SRM Agent.

	Parameter Decryption Failed
	The SRM Agent fails to decrypt the encrypted parameters.

	Handle Not Found
	The Handle in the request doesn’t exist in the SRM.

	Unknown Error
	Other errors


Upon receiving the response, the DRM Agent verifies the integrity of parameters in the response.
If no errors or exceptions (Status = Success), the Rights Enablement Message processing is completed.
5.4.6.1.2 Message Format

The message format (MessageBody) of the RightsEnablementRequest is specified as follows. The messageType is set to’0’ and protectedFlag is set to ‘1’.
Handle() {

    HandleString()

}

EncryptedHandle() {

    EncryptedString()

}

Parameters() {

    EncryptedHandle()

}

MACedParameters() {

    MACedString()

}

MessageBody() {

    Parameters()

    MACedParameters()

}

The fields are defined as follows:

· Handle –Handle parameter in Table 4
· EncryptedHandle – Encrypted Handle with the current Session Key (SK)
· MACedParameters – MACed Parameters with the current MAC Key (MK)
The message format (MessageBody) of the RightsEnablementResponse is specified as follows. The messageType is set to ‘1’ and the protectedFlag is set to ‘1’.
Parameters() {

    status
16
uimsbf

}

MACedParameters() {

    MACedString()

}

MessageBody() {

    Parameters()

    MACedParameters()

}

The fields are defined as follows:

· status - This field contains the request handling status. If the request is handled successfully in the SRM, then this field contains Success (0) value.
· MACedParameters – MACed Parameters with the current MAC Key (MK)
5.4.6.1.3 Exception Handling
There may be an unexpected exception during the Rights Enablement Message processing as specified in section XXXX. [Section 5.6.1 of CR-0088R01 will be referred to.] If the DRM Agent fails to receive the response, finds an error by referring to the Status, or fails to verify the integrity of parameters, then the DRM Agent regards it as an exception.

The recovery of the exception is handled as a part of Move transactions.
5.4.6.2 Rights Removal Message
The DRM Agent may remove a Rights from the SRM using this function as illustrated in Figure 3.
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Figure 3: Sequence Diagram –Rights Removal
5.4.6.2.1 Message Description
The DRM Agent sends the RightsRemovalRequest to remove the Rights in the SRM. The parameters of the request are defined in Table 7.
Table 7: Parameters of RightsRemovalRequest
	Parameters
	Protection Requirement
	Description

	Handle
	Integrity & Confidentiality
	Handle identifies a Rights that will be Removed in the SRM. This is encrypted with the Session Key.
Refer to section XXXX [Section 5.6.2 in CR-0094 will be referred to]


Upon receiving the RightsRetrievalRequest, the SRM Agent performs the following actions:

· Verify the integrity of the request parameters

· Decrypt the Handle with the Session Key
· Remove a Rights corresponding to the Handle
After this action, the SRM Agent sends the RightsRemovalResponse to carry the result of the action. The parameters of the response are defined in Table 8. If any error occurs during the action, the error MUST be reported to the DRM Agent. The Status parameter of the RightsRemovalResponse contains the error cases as defined in Table 9.
Table 8: Parameters of RightsRemovalResponse

	Parameters
	Protection Requirement
	Description

	Status
	Integrity
	This indicates if the RightsRemovalRequest is successfully handled or not. The Status value is specified in Table 9.


Table 9: Error Code of RightsRemovalResponse

	Status Value
	Description

	Success
	The request is successfully handled.

	Parameter Integrity Verification Failed
	The HMAC value of parameters in the request is not matched with the HMAC value of the parameters generated by the SRM Agent.

	Parameter Decryption Failed
	The SRM Agent fails to decrypt the encrypted parameters.

	Handle Not Found
	The Handle in the request doesn’t exist in the SRM.

	Unknown Error
	Other errors


Upon receiving the response, the DRM Agent verifies the integrity of parameters in the response.
If no errors or exceptions (Status = Success), the Rights Removal Message processing is completed.
5.4.6.2.2 Message Format

The message format (MessageBody) of the RightsRemovalRequest is specified as follows. The messageType is set to’0’ and protectedFlag is set to ‘1’.
Handle() {

    HandleString()

}

EncryptedHandle() {

    EncryptedString()

}

Parameters() {

    EncryptedHandle()

    StateInformation()

}

MACedParameters() {

    MACedString()

}

MessageBody() {

    Parameters()

    MACedParameters()

}

The fields are defined as follows:

· Handle –Handle parameter in Table 7
· EncryptedHandle – Encrypted Handle with the current Session Key (SK)
· MACedParameters – MACed Parameters with the current MAC Key (MK)
The message format (MessageBody) of the RightsRemovalResponse is specified as follows. The messageType is set to ‘1’ and the protectedFlag is set to ‘1’.
Parameters() {

    status
16
uimsbf

}

MACedParameters() {

    MACedString()

}

MessageBody() {

    Parameters()

    MACedParameters()

}

The fields are defined as follows:

· status - This field contains the request handling status. If the request is handled successfully in the SRM, then this field contains Success (0) value.
· MACedParameters – MACed Parameters with the current MAC Key (MK)
5.4.6.2.3 Exception Handling
There may be an unexpected exception during the Rights Removal Message processing as specified in section XXXX. [Section 5.6.1 of CR-0088R01 will be referred to.] If the DRM Agent fails to receive the response, finds an error by referring to the Status, or fails to verify the integrity of parameters, then the DRM Agent regards it as an exception.
The recovery of the exception is handled as a part of Move transactions.
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