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1 Reason for Change

This CR is the consolidation of CR-2006-0537R02 (SRM Hello Message) and CR-2007-0086R01 (Secure Authenticated Channel).
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DRM WG agrees this CR.
6 Detailed Change Proposal

Change 1:  Summary of Changes
This CR includes the following changes.
· Typographical conventions in section “3.4 Notations”
· Removal of section “5.3.1 SRM Detection”
· Removal of section “5.3.2 Secure Authenticated Channel”
· Removal of section “5.3.6 Message Protection”
· Move Section 5.3.2.1 to Section “5.2 Security Algorithms”
· Addition of Section “5.3 DRM Agent-SRM Agent Communications”
· Addition of Section “5.4 Client-Server Model”
· Editorial Changes in section “5.5 Notations of Messages”
· Addition of common message format in section 5.5.4
· Removal of SRM-AP and SRM DP and merge them into section “5.6 DRM Agent-SRM Agent Protocol”
· Addition of new section “5.6.1 Device-SRM Hello”
· Changes in section “5.6.2 MAKE process”
· Addition of Binary message format for Device-SRM Hello, MAKE messages, and CRL Delivery messages
· Addition of Exception Handling for Device-SRM Hello, MAKE messages, and CRL Delivery messages
· Addition of section “5.6.3.1 Key Derivation Function”
· Addition of section “5.6.3.2 Secure Message”
· Addition of section “5.6.3.3 Message Counter”
· Addition of section “5.6.3.4 Message Replay Protection”
· Addition of IV generation in KDF
· Removal of section 5.6.3.3. message counter
· Device ID in Hello message to Device ID List
· Peer Key Identifier in Hello message to Peer Key Identifier List
For the details of the changes, refer to the attached file “OMA-TS-SRM-V1_0-20070320-D-SRM-Hello-20070420.doc”
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