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1 Reason for Change

For background information also see:  

· http://www.openmobilealliance.org/ftp/Public_documents/DRM/2006/OMA-DLDRM-2006-0406R01-CR_Clarification_on_Forward_Compatibility_for_OMA_DRM_2.0.zip
· http://www.openmobilealliance.org/ftp/Public_documents/DRM/2006/OMA-DLDRM-2006-0550R01-CR_Modifications_for_Forward_Compatibility_for_OMA_DRM_2.1.zip
CR 2006-0406R01 introduced an informative annex on forward compatibility into DRM 2.0. This was copied into the 2.1 specification

However, since 2006-0550R01, the 2.1 specification has better, more explicit and normative mechanisms for forward compatibility. 

This CR proposes to update the informative section that was copied from 2.0 to explain the reasoning behind the forward compatibility mechanisms in 2.1 and also to provide guidelines for future versions OMA DRM end other enablers that use OMA DRM. 

2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Accept the proposed changes.

6 Detailed Change Proposal

Change 1:  Allowing for other response codes

7.1.1 The Response type

All ROAP responses are defined as extensions to the abstract Response type. The elements of the Response type therefore apply to all ROAP responses.  All responses contain a status attribute that indicates whether the preceding request was successful or not. 

<complexType name="Response" abstract="true">

    <attribute name="status" type="string" use="required"/>

    <attribute name=”errorMessage” type=”string”/>

    <attribute name=”errorRedirectURL” type=”anyURI”/>

</complexType >

The generation and delivery of any kind of Response message is conditioned by the RI and its policies. The RI MAY deny access to its resources. If this happens, the RI MUST close the protocol gracefully by sending the Device the corresponding Response message by including an appropriate error code (e.g. AccessDenied). Implementation details of policies by a given RI are out of the scope of this specification.

In case the status attribute is not equal to “Success”, the RI MAY add an additional errorMessage attribute containing a RI defined description of the error. Also, in case the status attribute is not equal to “Success”, the RI MAY add an errorRedirectURL attribute that points to a support web site enabling the User to recover from the error. When the RI adds an errorRedirectURL attribute it MUST also add an errorMessage attribute. A Device SHOULD use the value of the errorMessage attribute as part of the error message presented to the User. A Device SHOULD also either include the value of the errorRedirectURL as part of the error message to the user, or provide the User with an option to be redirected to the errorRedirectURL using a browser.
The OMA DRM 2.1 XML schema allows for any string in the status attribute, to enable future extention. The currently specified status messages are defined in the Status type. 
Note to editor: Also implement this change into the schema support file!
Change 2:  Changes to annex 

8. Appendix I. Forward Compatibility (Informative)

It is expected that OMA will continue to develop its DRM enabler to enable new features on new devices and services. At the same time implementations of this version of the OMA DRM enabler will be used in the market. This means that users will own and use Devices that implement different versions of OMA DRM with the same services and/or in the same domain. For this purpose, this enabler specifies where the protocols and datatypes may be extended and the behaviour of the DRMAgent in case it encounters unknown extensions.  
The XML schema of OMA DRM 2.1 explicitly enables forward compatibility using wildcards at selected locations. Future version of OMA DRM and also other enablers that use OMA DRM are advised to specify their extensions to OMA DRM ONLY at the location of these wildcards, using the types provided in the schema. In this way a message or data structure that is valid in the future version of OMA DRM or the other enabler, will also validate against the OMA DRM 2.1 schema.  Every conformant implementation of OMA DRM 2.1 will be able to parse the message or data structure and correctly deal with its content. The behaviour of an OMA DRM 2.1 DRM Agent that receives a message or data structure that does NOT validate against the OMA DRM 2.1 schema is undefined. It is possible that the message or data structure is discarded completely. 
This appendix contains a number of examples of how the OMA DRM 2.1 wildcards can be used for future extensions that are correctly handled by OMA DRM 2.1 implementations. This appendix does not contain examples on how such future extensions may be specified in future versions by using XML-schema and/or specification text.  The extensions to OMA DRM 2.0 defined in this specification (extendedDomainInfo, roPayloadAliases, identificationRequest-trigger) may serve as examples. 
8.1 ROPayload with future extensions

This example of a possible future ROPayload is based on example G.1.7. The future modifications are marked in a bold typeface. In this example, the ROPayload:

· is of version 2.3

· 
· contains in addition to a play-permission (already define in OMA DRM 2.0) a “NewKindOfPermission”-permission (unknown in OMA DRM 2.1) 

· some additional elements in the ROPayload, appended after all elements known from OMA DRM 2.0.

Implementations of OMA DRM 2.1 are expected to disregard the unknown permission and additional elements but to correctly handle the ROPayload and thus potentially grant the known play permission. 

<roap:protectedRO

  xmlns:roap="urn:oma:bac:dldrm:roap-1.0"

  xmlns:ds="http://www.w3.org/2000/09/xmldsig#"

  xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"

  xmlns:o-ex="http://odrl.net/1.1/ODRL-EX"

  xmlns:o-dd="http://odrl.net/1.1/ODRL-DD"

  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

  <roap:ro id="n8yu98hy0e2109eu09ewf09u" domainRO="true" version="2.3" 
      riURL="http://www.ROs-r-us.com">

    <riID>

      <keyIdentifier xsi:type="roap:X509SPKIHash">

        <hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>

      </keyIdentifier>

    </riID>

    <rights o-ex:id="REL1">

      <o-ex:context>

        <o-dd:version>2.3</o-dd:version>

        <o-dd:uid>RightsObjectID</o-dd:uid>

      </o-ex:context>

      <o-ex:agreement>

        <o-ex:asset>

          <o-ex:context>

           <o-dd:uid>ContentID</o-dd:uid>

          </o-ex:context>

          <o-ex:digest>

           <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

           <ds:DigestValue>bLLLc+Um/5/NvmYKiHDLaErK0fk=</ds:DigestValue>

          </o-ex:digest>

          <ds:KeyInfo>

           <xenc:EncryptedKey>

            <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

             <ds:KeyInfo>

                <ds:RetrievalMethod URI="#K_MAC_and_K_REK"/>

            </ds:KeyInfo>

            <xenc:CipherData>

             <xenc:CipherValue>EncryptedCEK</xenc:CipherValue>

            </xenc:CipherData>

           </xenc:EncryptedKey>

          </ds:KeyInfo>

        </o-ex:asset>

        <o-ex:permission>

          <o-dd:play/>

        </o-ex:permission>

        <o-ex:permission>

          <NewKindOfPermission/>

        </o-ex:permission>

      </o-ex:agreement>

    </rights>

    <signature>

      <ds:SignedInfo>

        <ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
                  <ds:SignatureMethod  

          Algorithm="http://www. rsasecurity.com/rsalabs/pkcs/schemas/pkcs-1#rsa-pss-default"/>

        <ds:Reference URI="#REL1">

          <ds:Transforms>

            <ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>

          </ds:Transforms>

          <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

          <ds:DigestValue> sIo5hb+id8JtuOMNKs12=drf5+3df= </ds:DigestValue>

        </ds:Reference>

      </ds:SignedInfo>

      <ds:SignatureValue>j6lwx3rvEPO0vKtMup4NbeVu8nk=</ds:SignatureValue>

      <ds:KeyInfo>

        <roap:X509SPKIHash>

          <hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>

        </roap:X509SPKIHash>

      </ds:KeyInfo>

    </signature>

    <encKey Id="K_MAC_and_K_REK">

      <xenc:EncryptionMethod

       Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

      <ds:KeyInfo>

        <roap:domainID>Domain-XYZ-001</roap:domainID>

      </ds:KeyInfo>

      <xenc:CipherData>

        <xenc:CipherValue>32fdsorew9ufdsoi09ufdskrew9urew0uderty5346wq</xenc:CipherValue>

      </xenc:CipherData>

    </encKey>

    <NewUnknownFeatureDefined in 2.2/>
    <NewUnknownFeatureDefined in 2.3/>

  </roap:ro>

  <mac>

    <ds:SignedInfo>

      <ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
      <ds:SignatureMethod  

        Algorithm="http://www.w3.org/2000/09/xmldsig#hmac-sha1"/>

      <ds:Reference URI="#n8yu98hy0e2109eu09ewf09u">

        <ds:Transforms>

          <ds:Transform Algorithm=http://www.w3.org/2001/10/xml-exc-c14n#/>

        </ds:Transforms>

        <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

        <ds:DigestValue> sIo5hb+id8JtuOMNKs12=drf5+3df=</ds:DigestValue>

      </ds:Reference>

    </ds:SignedInfo>

    <ds:SignatureValue>j6lwx3rvEPO0vKtMup4NbeVu8nk=</ds:SignatureValue>

    <ds:KeyInfo>

      <ds:RetrievalMethod URI="#K_MAC_and_K_REK"/>

    </ds:KeyInfo>

  </mac>

</roap:protectedRO>
8.2 ROAP-PDU with future extensions

This example of a possible future joinDomainResponse is based on example G.1.9. The modifications are marked in a bold typeface. In this example, the ROAP-PDU contains two new extensions, unknown in OMA DRM 2.1. Implementations of OMA DRM 2.1 are expected to recognize these extensions as extensions of an unknown type. Since one of the extensions is marked as critical, OMA DRM 2.0 implementation must discard the ROAP PDU. 

<roap:joinDomainResponse

  xmlns:roap="urn:oma:bac:dldrm:roap-1.0"

  xmlns:ds="http://www.w3.org/2000/09/xmldsig#"

  xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"

  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

  status="Success">

    <deviceID>

        <keyIdentifier xsi:type="roap:X509SPKIHash">

            <hash>vXENc+Um/9/NvmYKiHDLaErK0gk=</hash>

        </keyIdentifier>

    </deviceID>

    <riID>

        <keyIdentifier xsi:type="roap:X509SPKIHash">

            <hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>

        </keyIdentifier>

    </riID>

    <nonce>32efd34de39sdwefqwer</nonce>

    <domainInfo>

        <notAfter>2004-12-22T03:02:00Z</notAfter>

        <roap:domainKey>

            <encKey Id="Domain-XYZ-001">

                <xenc:EncryptionMethod

         Algorithm="http://www.rsasecurity.com/rsalabs/pkcs/schemas/pkcs-1#rsaes-kem-kdf2-kw-aes128"/>

                <ds:KeyInfo>

                    <roap:X509SPKIHash>

                        <hash>vXENc+Um/9/NvmYKiHDLaErK0gk=</hash>

                    </roap:X509SPKIHash>

                </ds:KeyInfo>

                <xenc:CipherData>

               <xenc:CipherValue>231jks231dkdwkj3jk321kj321j321kj423j342h213j321jh321jh2134jhk3211fdslfdsopfespjoefwopjsfdpojvct4w925342a</xenc:CipherValue>

                </xenc:CipherData>

            </encKey>

            <riID>

                <keyIdentifier xsi:type="roap:X509SPKIHash">

                    <hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>

                </keyIdentifier>

            </riID>

            <mac>ewqrewoewfewohffohr3209832r3</mac>

        </roap:/domainKey>

    </domainInfo>

    <certificateChain>

        <certificate>MIIB223121234567</certificate>

        <certificate>MIIB834124312431</certificate>

    </certificateChain>

    <ocspResponse>miibewqoidpoidsa</ocspResponse>

    <extensions>

        <extension xsi:type="ExtensionContainer" critical=”true”>

<newCriticalUnknownExtensionElement/>

        </extension>

        <extension xsi:type="ExtensionContainer" critical=”false”/>

<newNonCriticalUnknownTypeofExtension>

        </extension>


    </extensions>
    <signature>d93e5fue3ue10ue2109ue1ueoidwoijdwe309u09ueqijdwqijdwq09uwqwqi009</signature>

</roap:joinDomainResponse>
8.3 ROAP Response with future status code

This example is of a possible future leaveDomainResponse is based on example G.1.11. The modifications are marked in a bold typeface. In this example, the leaveDomainResponse is unsuccesful, for a reason not specified by OMA DRM 2.1. RI implementations of this specification are expected to treat this as an “Abort” error code. 

<roap:leaveDomainResponse

xmlns:roap="urn:oma:bac:dldrm:roap-1.0"

xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

status="NoSuccessForFutureReason">

</roap:leaveDomainResponse>
8.4 New type of ROAP Trigger 

This example is of a possible future ROAP Trigger is modified from example G.1.12. The modifications are marked in a bold typeface. Implementation of OMA DRM 2.1 are expected to disregard unknown triggers. 

<roap:roapTrigger

  xmlns:roap="urn:oma:bac:dldrm:roap-1.0"

  xmlns:ds="http://www.w3.org/2000/09/xmldsig#"

  xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"

xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

version="1.0">

  <extendedTrigger type=”someTriggerName”>
     <riID>

          <keyIdentifier xsi:type="roap:X509SPKIHash">

              <hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>

          </keyIdentifier>

     </riID>

     <roapURL>http://ri.example.com/ro.cgi?tid=qw683hgew7d</roapURL>
     <FirstAdditionalElement/>
     <SecondAdditionalElement/>
  </extendedTrigger>

  <signature>

    <ds:SignedInfo>

      <ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
      <ds:SignatureMethod  

        Algorithm="http://www.w3.org/2000/09/xmldsig#hmac-sha1"/>

      <ds:Reference URI="#de32r23r4">

<ds:Transforms>

          <ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>

        </ds:Transforms>

        <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

        <ds:DigestValue> sIo5hb+id8JtuOMNKs12=drf5+3df=</ds:DigestValue>

      </ds:Reference>

    </ds:SignedInfo>

    <ds:SignatureValue>j6lwx3rvEPO0vKtMup4NbeVu8nk=</ds:SignatureValue>

    <ds:KeyInfo>

      <ds:RetrievalMethod URI="#K_MAC"/>

    </ds:KeyInfo>

  </signature>

  <encKey Id="K_MAC">

    <xenc:EncryptionMethod

     Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

    <ds:KeyInfo>

      <roap:domainID>Domain-XYZ-001</roap:domainID>

    </ds:KeyInfo>

    <xenc:CipherData>

      <xenc:CipherValue>32fdsorew9ufdsoi09ufdskrew9urew0uderty5346wq</xenc:CipherValue>

    </xenc:CipherData>

  </encKey>

</roap:roapTrigger>
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