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1 Reason for Change
Comment B044 would be valid if the MeteringReportResponse message were not signed. Now as the message is signed, if the signature has been successfully verified, the Device can trust the prURL and therefore should navigate to it regardless of the value of the <status> element. This CR proposes to clarify the device behaviour with regard to the prURL in Section 11.3.
	B044
	2007.02.13
	T
	11.3
	Source: Vodafone

Form: OMA-DLDRM-2007-0059

Comment:
A device should only navigate to the prURL if the attempt was successful and the RI successfully decrypted and processed the Metering Report
Proposed Change:  


	Status: OPEN




2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG agrees this CR. 
6 Detailed Change Proposal 

11.3
Processing of ROAP-MeteringReportResponse Message

If DRM Agent receives a ROAP-MeteringReportResponse message it MUST check the value of the <DeviceNonce> element, if this value does not match the value of the <nonce> element sent in the preceeding ROAP-MeteringReportSubmit message the Device MUST: 

· Discard the ROAP-MeteringReportResponse and MUST continue to record Metering Information.

If the value matches the value of the <nonce> element sent in the preceeding ROAP-MeteringReportSubmit message the Device MUST verify signature of the ROAP-MeteringReportResponse message. If the verification of the signature was not successful the Device MUST: 

· Discard the ROAP-MeteringReportResponse and MUST continue to record Metering Information.
If the signature verification was successful the Device MUST check the value of the <status> element.    

· If the value of the <status> element is equal to ‘Success’ the DRM Agent MUST

· Delete any existing Metering Information that corresponds to the data sent in the Metering Report.
· Consider the attempt to send the Metering Report as successful.  
· 
· If the value is equal to ‘NoCertficateChain’ and the DRM Agent did not include its Certificate Chain in the corresponding ROAP-MeteringReportSubmit message the DRM Agent MUST resend the ROAP-MeteringReportSubmit message but include the appropriate Device Certificate Chain.

· If the value is not equal to ‘Success’ or ‘NoCertficateChain’, the DRM Agent MUST 

· Follow the rules specified in section ‎5.3.6
· Consider the attempt to send the Metering Report as successful.

· NOT delete any existing Metering Information that corresponds to the data sent in the Metering Report and the DRM Agent MUST continue to record Metering Information.

If the signature verification was successful and the Post Response URL extension is present, the DRM Agent MUST send an HTTP GET request to the URL specified in the value of the <prURL> element of this extension at the first available opportunity. If the request fails with error code 404 Not Found [RFC2616], the Device SHOULD NOT make further requests to the URL. If the request fails with some other error, the Device MAY retry the request at a later time. 
If the signature verification was not successful, the DRM Agent SHOULD NOT send HTTP GET request to the URL given by the <prURL> element.
If the DRM Agent does not receive a ROAP-MeteringReportResponse message in response to sending a ROAP-MeteringReportSubmit message the DRM Agent MUST NOT: 

· consider the attempt to send the Metering Report as successful.

· delete any existing Metering Information that corresponds to the data sent in the Metering Report and the DRM Agent MUST continue to record Metering Information until it receives a Metering Report ROAP Trigger.

5.4.6.2.2
Message syntax

The <MeteringReportResponse> element specifies the ROAP-MeteringReportResponse message. It has complex type roap:MeteringReportResponse, which extends the basic roap:Response type.

<element name="meteringReportResponse" type="roap:MeteringReportResponse"/>

<complexType name="MeteringReportResponse">

  <annotation>

    <documentation xml:lang="en">

      Message sent from RI to Device in response to a meteringReportSubmit message.

    </documentation>

  </annotation>

  <complexContent>

    <extension base="roap:Response">

      <sequence minOccurs="0">

        <element name="deviceID" type="roap:Identifier"/>

        <element name="riID" type="roap:Identifier"/>

        <element name="deviceNonce" type="roap:Nonce"/>

 <element name="certificateChain" type="roap:CertificateChain" minOccurs="0"/>

 <element name="ocspResponse" type="base64Binary" minOccurs="0" maxOccurs="unbounded"/>
        <element name="extensions" type="roap:Extensions" minOccurs="0"/>
<element name="signature" type="base64Binary"/> 

      </sequence>

    </extension>

  </complexContent>

</complexType>

The following schema fragment defines the Post Response URL extension:

<complexType name="postResponseURL">

  <complexContent>

    <extension base="roap:Extension">

      <sequence>

        <element name="prURL" type=”anyURI”/>

      <sequence>

    </extension>

  </complexContent>

</complexType>
prURL specifies a URL.  The value of the <prURL> element MUST be a URL according to [RFC2396].  A successful request to the URL MUST return a ROAP Trigger, a Download Descriptor or a bundled Download Descriptor and ROAP Trigger. The processing of the <prURL> element is as described in section 11.3.
The critical attribute SHALL be present and the value of the attribute SHALL be “true” and this extension MUST be supported by the Device.
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