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1 Reason for Change

This CR fixes three bugs in the RO Upload protocol:
· The ROUpload Trigger must be signed. Not signing the trigger allows a third party to send the trigger, which can lead to unwanted upload of ROs.

· This CR also adds some text explaining that user consent is needed when the ROUpload protocol is initiated by a ROAP Trigger.
· Another problem is that according to the current specification, when a device receives an ROUploadResponse with a false signature, the Device must re-enable all rights that it uploaded. This leads to a possible attack where the hacker deliberately modifies the signature of an ROUploadResponse, such that the uploaded rights remain in enabled state on his old device. However the RI thinks that the protocol was performed successfully and so the hacker can also acquire the ROs for another device, thereby effectively duplicating the rights.

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

In SCE a similar protocol is to be defined. It is recommended to consider these bugs there too.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

For the OMA-DRM group to agree the CR.
6 Detailed Change Proposal

Change 1:  In Section 5.2.1 "The Roap Trigger" add explanation that the signature element must be verified for an ROUpload Trigger 

In case a <leaveDomain> element is present, the RI MUST include a <signature> element and, with one exception (see below), Devices MUST verify this signature. If the Device cannot verify the signature, the Device SHOULD inform the user
 and MUST discard the ROAP Trigger. 

The only exception to the verification requirement is when the Device is not a member of the identified Domain, and the trigger has been integrity protected with a MAC based on the Domain Key. In this case the device may have to obtain user consent before initiating ROAP, section ‎5.1.13 defines when explicit user consent is required. A Device is part of the identified Domain if it has a Domain Context for that Domain and has access to the Domain Key of the identified Domain Generation.
In case a <roUpload> element is present, the RI MUST include a <signature> element and the Device MUST verify this signature prior to executing the ROUpload protocol. If the signature validation fails, the Device SHALL NOT execute the ROUpload protocol.
The <ds:Reference> element of the <ds:SignedInfo> child element of the <signature> shall reference the <leaveDomain> element by using the same value for the URI attribute as the value for the <leaveDomain> element's id attribute. The <ds:KeyInfo> child element of the <signature> element shall use its URI attribute of the <ds:RetrievalMethod> element to reference a wrapped MAC key in the <encKey> element, and the signature algorithm (expressed in the Algorithm attribute of the <ds:SignatureMethod> element) MUST be "http://www.w3.org/2000/09/xmldsig#hmac-sha1". . In compliance to the rules of canonicalization specified in Section ‎5.3.3, the <ds:Reference> element MUST contain a <ds:Transforms> element, that contains a single <ds:Transform> element that signals the use of the exclusive canonicalization algorithm without comments.

Change 2:  Request for user consent when all ROs are uploaded (and disabled).
Specify that the ROUpload trigger must be signed.

12 Uploading RO  

The Rights Object Upload capability is Optional for both Devices and Rights Issuers. During the RO Upload the device sends to the RI information about one or more rights objects (identified by the ROID) including the current state information. After successfully uploading an RO the RI is able to re-issue the RO to a new device belonging to the same user. If a Device supports Rights Object Upload it MUST provide a means for the user to initiate the RO upload. For example the device may offer a menu option that enables the user to select one or more rights objects to be uploaded to an RI. If an RI supports Rights Object Upload functionality, it MUST record all issued device ROs. 
Domain ROs MUST NOT be Uploaded. Domains ROs should be distributed to new devices using typical domain RO distribution mechanisms (e.g. embedded in DCF). Domain RO upload is also disabled as according to the domain RO usage rules all devices in a domain are given access according to the RO's "original" state. Therefore if a user was to upload a partially consumed domain RO then the new device would lose some of the state information.

12.1 Sending ROUploadRequest

In the case of a device initiated RO Upload the DRM Agent SHALL initiate the ROAP-ROUploadRequest to the riURL in the RI Context when the user wants to upload RO(s) to the RI. 
The RO Upload can be initiated by a ROAP roUpload trigger. In this case the ROAP-ROUploadRequest MUST be sent to the <roapURL> in the trigger as described in section 5.2.1. The roUpload trigger MUST be signed. In case where ROUploadRequest is initiated by the roUpload trigger, the DRM Agent MUST include all valid ROs, which were issued from the RI, in the ROUploadRequest message.
Before sending the ROAP-ROUploadRequest, the DRM Agent MUST disable the RO(s) to be uploaded. If the RO Upload was initiated by a trigger, the DRM Agent MUST verify the signature and ask for user consent, before disabling the Rights.

 The DRM Agent MUST send the current state information of the RO(s) to be uploaded to the RI if any of the ROs are stateful.  

12.2 Processing ROUploadRequest

If the RI receives a ROAP-ROUploadRequest message then the RI MUST respond with an appropriate ROAP-ROUplodResponse message; or if RO Upload is not supported the RI MUST respond with the NotSupported ROAP Status code.  

If the RI receives a ROAP-ROUploadRequest message it MUST first check that it has a valid Device Context with the Device sending the message by checking the value of <deviceID> element of the ROAP-ROUploadRequest message.  

If the RI does not have a valid Device Context the RI MUST return a ROAP-ROUploadResponse message with the value of the <status> element equal to NotRegistered. 
If the device ID is valid, the RI must validate the signature on the ROAP-ROUploadRequest message . If the signature does not  match, the RI MUST return a ROAP-ROUploadResponse message with the status set to an appropriate value i.e. ‘SignatureError’,’ NoCertificateChain’, ‘InvalidCertificateChain’,’TrustedRootCertificateNotPresent’
If all the verification above are valid, then the RI should verify that the ROID to be uploaded is issued by  itself . If  it is not , the RI MUST return a ROAP-ROUploadResponse message with the value of the <status> element equal to UnknownUploadedRO.
If all  the verification are valid, then the RI should save the current state information for the uploaded ROs..

Change 3:  Specify that an ROUploadResponse with a false signature must be discarded, but the rights are not to be re-enabled.
12.3 Processing ROUploadResponse

If the DRM Agent receives a ROAP-ROUploadResponse message it MUST check the value of the <DeviceNonce> element,. If the device nonce value does not match the value of the <nonce> element sent in the preceding ROAP-ROUploadRequest message ,the Device MUST
 discard the ROAP-ROUploadResponse
Otherwise the Device MUST next check the signature of the ROAP-ROUploadResponse message. If the signature is wrong, the Device MUST discard the ROAP-ROUploadResponse.
If  the signature is correct, the DRM Agent  MUST next  check the value of the <status> element.    
· If the value of the <status> element is  ‘Success’ the DRM Agent can consider the RO(s)  have been successfully uploaded and MUST remove the local RO(s) which have been successfully uploaded to the RI. In order to avoid replay attack as specified in section 9.4, the Device should keep track of  the stateless RO’s uploading history as specified in section 9.4.3. 
· If the value of the <status> element is ‘UnknownUploadedRO’ or ‘InvalidUploadedRO’ the DRM Agent  MUST enable the RO(s) whose ROID  has been indicated in the <extension> element of the ROAP-ROUploadResponse. 
· If the value of the <status> element is any other value the DRM MUST reenable the ROs which were attempted to be uploaded.
12.4 Restoring uploaded RO
When the user wants to restore the ROs,  the RI SHOULD verify first that the user of the restoring Device is the same user with the uploading Device.  The method of user verification is beyond the scope of this specification. After this user verification is completed successfully, the RI can send  ROAP-ROAcquisition trigger to the restoring  Device. Then the RI can issue new RO(s)  to the restoring  Device according to the information of the ROID and  state saved. The state  information  saved  will be used  as the original  state information for the new RO(s) . After issuing the new RO(s) successfully, the RI SHOULD delete the uploaded RO info, and record only the information for the newly issued RO.












�Why is it necessary to inform the user if a trigger with a wrong signature is received?


If this is necessary, the requirement for user information may also need to be included for the roUpload trigger.
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