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1 Reason for Change

Revocation is typically a necessary process in security, however the implementation details surrounding SRM CRL update schedules and distribution as well as other requirements are dictated by the business concerns of the controlling authority that implements the DRM with SRM system. 

OMA DRM must provide controlling authorities the ability to determine what is a viable product as it they that must provide the money and risks associated to providing a new product that a consumer may or may not like. It is they that balance the concerns of content provider, service providers, product manufacturers,,,. 
In reviewing 213R02 I believe connection between elements got twisted from my perspective and so my changes were greater than even I anticipated. 
I believe we all acknowledge that revocation checking is necessary to the system. The problem is that SRM are not required to have DRM Time given their nature and part of CRL checking involves time checking. 
Further I believe it is recognized that given the large numbers of SRMs and their localized usage models that connection to on-line source of time is problematic. This lead to the “event counting” and “threshold” discussions. 

The fundamental problem is where and how to get time to an SRM Agent. Depending on the controlling authority and their determination on what is commercially viable the SRM may get its time from the DRM Agent directly (trust the DRM), via a nonce based protocol via the DRM agent, or some other means defined by the controlling authority. This I believe is clearly a business decision. 

I think defining certain fundamental methods is necessary for interoperability but determining what is fundamental is some times hard. 

Also traditionally specifications attempt to constrain implementation as little (to what is absolutely necessary, minimum,,,) as possible (debatable I know) so as to promote product differentiation and limit size of specification. 
I deleted the RI REL elements since event counting and threshold capabilities are optional there is no need for RI to reverse. I think existence of these REL count ignore acknowledges my point that all of this effort is really decided outside of OMA DRM SRM TS. 

I believe the controlling authority will pick SRM update method and decide what will actually trigger and SRM time update. They may or may not use options provided for in SRM TS. 
But it is likely that the solution will be simple and consistent both RIs and device manufacturers will not have or need complicated rules or additional REL for RO.  

. 

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

That the DRM group approve this Change Request.

6 Detailed Change Proposal

Change 1:  Change section 5.7.4 as follows:

5.7.4 Revocation Status Checking
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Revocation status checking is defined only between the DRM Agent and the SRM agent and it MUST occur before any messages are exchanged over the SAC. In this section 5.7.4 and its subsections, the term entity refers either to a DRM Agent or to an SRM Agent.
Each entity MUST cache a CRL that contains revocation status about the entity it is connected and if the connected entity is on the CRL then SAC MUST be terminated.


Note that the validity dates for the cached CRL (whether in the DRM Agent or the SRM Agent) does not need to be checked for revocation status checking. 
The criteria for ensuring valid CRLs is out scope of specification as the CRL update schedule and CRL distribution are typically determined by the Certification Authority. But since part of the CRL validation process requires entities to have a standard time referred to as DRM time and while the DRM Agent has this capability, it is not a requirement for SRM Agents.

So an optional SRM DRM Time Update is specified for interoperability and due to implementation ramifications as to when such an update can be performed due to consumer usage consideration associated to SRMs a section describing events that may be used to by relevant certification authorities to trigger or require a SRM DRM Time update. 
Note: This Enabler does not require the revocation status checking of the RI certificate chain when verifying RI signatures during Move or Local Consumption.   However, Devices MUST follow [DRMv2.1] requirements when performing ROAP.
5.7.4.1 SRM DRM Time Update
5.7.4.2 SRM DRM Time update is optional and is based on the SRM Agent providing a nonce to the DRM Agent, which in turn get a nonce-based secure date-time and provide it back to the SRM.
5.7.4.3 Event Counting

Event counting is optional and is defined for interoperability purposes. In order to minimize the impact of not checking the CRL validity dates, the concept of event counting with a threshold is definedin this Enabler. If implemented, each entity MUST keep an event counter, which starts at zero, and gets incremented whenever a countable event occurs (see sections 5.7.4.1.1 and 5.7.4.1.2). When the event counter reaches a predefined threshold value, then the entity MUST NOT permit countable events until the event counter is reset to zero as described in section 5.7.4.x.
Implementation consideration notes; 
A very high threshold value effectively disables revocation status checking. 
Devices and SRMs MAY have different threshold values. 
Although this Enabler specifies a single counter, multiple counters maybe used. one for each event type and each with its own threshold value.

5.7.4.3.1 Countable DRM Agent Events

Countable DRM Agents events:

· Moving Rights to an SRM (see section 5.7.5)

· Moving Rights from an SRM (see section 5.7.6)

· Local Consumption from an SRM (see section 5.7.7)

When an event is counted by the DRM Agent is specified in the respective sections listed above.

5.7.4.3.2 Countable SRM Agent Events

Countable SRM Agents events:

· Moving Rights from an SRM (see section 5.7.6)

· Local Consumption from an SRM (see section 5.7.7)

When an event is counted by the SRM Agent is specified in the respective sections listed above.

5.7.4.3.3 

· 
· 

5.7.4.3.4 





5.7.4.4 CRL Information Exchange

Note to editor: the section number changed.
Change 2:  Change Appendix F follows:

Appendix F. 
Appendix G. 
Appendix H. 
Appendix I. 
Appendix J. 
	Appendix K. 
	Appendix L. 

	Appendix M. 
	Appendix N. 


Appendix O. 
	Appendix P. 
	Appendix Q. 

	Appendix R. 
	Appendix S. 


Appendix T. 
	Appendix U. 
	Appendix V. 

	Appendix W. 
	Appendix X. 
Appendix Y. 


Appendix Z. 
	Appendix AA. 
	Appendix AB. 

	Appendix AC. 
	Appendix AD. 


Appendix AE. 
	Appendix AF. 
	Appendix AG. 

	Appendix AH. 
	Appendix AI. 


Appendix AJ. 
	Appendix AK. 
	Appendix AL. 

	Appendix AM. 
	Appendix AN. 


Appendix AO. 
	Appendix AP. 
	Appendix AQ. 

	Appendix AR. 
	Appendix AS. 


Appendix AT. 
	Appendix AU. 
	Appendix AV. 

	Appendix AW. 
	Appendix AX. 
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