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1 Reason for Change

In the current SRM specification, binary messages for communication between the SRM Agent and the DRM Agent are described. Until now, these messages have not been designed to be extensible, leading to potential backward compatibility problems for future SRM specifications.
To resolve this problem, this CR introduces a simple extensibility mechanism. At the end of each message, an ExtensionsContainer() structure is added. This ExtensionsContainer() can contain one or multiple Extension() structures, which can be used in future versions.

Additionally, for each extension, signalling of the type, size and a flag indicating whether the extension is critical are included. Device behaviour for the handling of messages containing critical and/or non-critical unknown extensions is specified.

To ensure that all messages handle the ExtensionsContainer() structure equally, and have it at the same place, the ExtensionsContainer() is defined as part of the MessageFormat() structure rather than the MessageBody() structure.
R01 renames the number_of_extensions field to nbrOfExtensions.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

For the DRM group to accept the CR. 
6 Detailed Change Proposal

Change 1:  Modify the structure MessageFormat() 5.6.4 to include the ExtensionsContainer() structure

5.6.4 Message Format

All messages between the DRM Agent and SRM Agent have the following generic format:
MessageFormat ()

    messageType
1
bslbf

    protectedFlag
1
bslbf

    messageIdentifier
6
bslbf

    MessageBody()
    ExtensionsContainer()

}

The fields are defined as follows:

· messageType - This flag is set to ‘0’ if this is a request from the DRM Agent to SRM Agent. In case of a response, it’s set to ‘1’.

· protectedFlag - This flag is set to ‘1’ if the message is protected by a Secure Authenticated Channel.

· messageIdentifier - This field defines the identifier of messages being communicated. This is defined in Table 1.
· MessageBody - This field contains parameters of a message.
· ExtensionsContainer - This field can be used to include extensions in future versions of SRM. See Section 5.6.5 for more details.
Table 1: Message Identifier
	Identifier Value
	Description

	00h
	Reserved For Future Use

	01h
	Reserved For Future Use

	02h
	HelloRequest, HelloResponse

	03h
	AuthenticationRequest, AuthenticationResponse

	04h
	KeyExchangeRequest, KeyExchangeResponse

	05h
	CRLUpdateRequest, CRLUpdateResponse

	06h
	CRLRetrievalRequest, CRLRetrievalResponse

	07h-3fh
	TBD


Change 2:   Add a new section 5.6.5 explaining extensibility
5.6.5 Extensibility of binary messages
All messages between a DRM Agent and an SRM Agent contain an ExtensionsContainer() structure (see Section 5.6.4). This structure has the following format:

ExtensionsContainer() {

    nbrOfExtensions
16
uimsbf

    for( i=0; i<nbrOfExtensions; i++ ) {

        extensionType
15
uimsbf

        critical
1
bslbf

        size
16
uimsbf

        Extension()

    }

}

The nbrOfExtensions field indicates how many extensions follow. In this version of the specification, the nbrOfExtensions field SHALL contain a value 0. In future versions this field may contain another value.

For each extension the ExtensionsContainer() structure contains the following fields:

· extensionType - a 15-bit integer signalling the type of the extension. Each extension shall have a unique extensionType.
· critical - a flag indicating whether the extension is critical or not. This flag is set to ‘1’ if the extension is critical. If the extension is not critical, this flag is set to ‘0’. If an unknown extension is marked as critical, the message SHALL NOT be processed but MUST be discarded. If the protocol contains a subsequent message with a status parameter, the status parameter SHALL be set to "Unknown Critical Extension", unless another error also needs to be signalled.

· size - a 16-bit integer specifying the size of the extension, i.e. the size of the Extension() field in bytes. If an extension is not marked as critical, this number can be used to skip to the next extension.

· Extension() - this structure contains the parameters of the extension.

If none of the unknown extensions is marked as critical, the message SHALL be processed ignoring the unknown extensions.
Change 3:  Add the UNKNOWN_CRITICAL_EXTENSION status code in appendix D.3

D.3 Status Codes
Table 2: Status Codes

	Error Code
	Description

	SUCCESS
	Success

	INVALID_PARAMETER_ERROR
	Parameter is invalid

	NO_CARD_ERROR
	Card is not inserted

	RIGHTS_NOT_FOUND_ERROR
	Specified Rights do not exist

	NO_ENOUGH_SPACE_ERROR
	No space in SRM

	INVALID_HMAC_ERROR
	HMAC is invalid

	MEMORY_ERROR
	Memory error

	RIGHTS_NOT_LOCKED_UPDATE_ERROR
	The Rights is not locked for update.

	UPDATE_FAILURE_ERROR
	The SRM Agent fails to update Rights.

	INVALID_DRM_AGENT_ERROR
	This DRM Agent hasn’t locked the Rights

	DISABLE_LOCKED_ERROR
	The Rights has already been disabled or locked.

	RIGHTS_NOT_LOCKED_RELEASE_ERROR
	The Rights is not locked for release

	RELEASE_FAILURE_ERROR
	The SRM Agent fails to release Rights.

	OLD_CRL
	CRL in the request is older than the CRL in SRM

	CRL_VERIFICATION_FAILED
	The verification of the CRL signature failed.

	INTERNAL_ERROR
	Uncategorized Internal error

	UNKNOWN_ERROR
	Unknown error

	UNKNOWN_CRITICAL_EXTENSION
	The previous message contains an unknown critical extension.
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