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1. Scope

The scope of OMA “Secure Removable Media” is to enable the use of the Secure Removable Media based on the OMA DRM version 2.0. This specification defines mechanisms and protocols necessary to implement the Secure Removable Media and the extended part of the OMA DRM version 2.0 system to enable the use of the Secure Removable Media.
2. References
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	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. November 1997, URL:http://www.ietf.org/rfc/rfc2234.txt

	[RFC3280]
	"Internet Public Key Infrastructure - Certificate and Certificate Revocation List (CRL) Profile", Housley, R., Polk, W., Ford, W. and D. Solo, April 2002. http://www.ietf.org/rfc/rfc3280.txt

	[WBXML]
	“Binary XML Content Format Specification”. WAP Forum(. WAP-192-WBXML. http://www.openmobilealliance.org/

	
	


2.2 Informative References

	[SRM-AD]
	“OMA Secure Removable Media Architecture”, Open Mobile Alliance(, OMA-AD-SRM-V1_0, URL:http://www.openmobilealliance.org/

	[SRM-RD]
	“OMA Secure Removable Media Requirements”, Open Mobile Alliance(, OMA-RD-SRM-V1_0, URL:http://www.openmobilealliance.org/


3. Terminology and Conventions

4. Introduction

5. Secure Removable Media Overview

This specification defines actions and interfaces of the Rights Issuer, DRM Agent, and SRM Agent.
5.1 Information Structure
5.1.1 Rights
This section specifies Rights stored in SRM(s). Rights may be stored in SRM(s) by being preloaded or moved from a Device by the Move Permission granted by Rights Issuers. Rights consist of Rights Meta Data, Rights Object Container, State Information and REK. XML elements and attributes referred to in this section are specified in [OMADRMv2].

The Rights MUST be securely stored in the SRM.

5.1.1.1 Rights Meta Data

Rights Meta Data consists of following information:

· Rights Object Version

· RO Alias

· RI Identifier

· RI URL

· RI Alias
Appendix B.2.5.1 specifies the data structure of the Rights Meta Data.

5.1.1.2 Rights Object Container

A Rights Object is a collection of Permissions and other attributes which are linked to DRM Content(s). The Rights Object is stored in an SRM in the format of the Rights Object Container. The SRM Agent treats the Rights Object Container as an opaque object.

In case a DRM 2.0 or 2.1 Rights Object is stored in the SRM, the Rights Object Container consists of the <rights> element and the <signature> element in the RO payload (i.e. <ro> element of the <protectedRO> element in the RO Response of ROAP). The RI-signature (i.e. <signature> element in the RO payload) MUST be present in the Rights Object Container. The RI-signature is created by a Rights Issuer that is identified by the <riID> element in the RO payload. The SRM Agent doesn’t verify the RI-signature.
DRM Agents MAY compact the Rights Object Container using WBXML (as defined in section 7) before transferring Rights from the Device to the SRM. 
It is RECOMMENDED that the Rights Issuer not generate a Rights Object (in XML format) larger than 4096 bytes if the Rights Object may be installed in an SRM. Appendix B.2.5.2 specifies the data structure of the Rights Object Container.

Note: The SRM version 1.0 doesn’t support domain Rights Objects. (i.e. Domain Rights Objects SHALL NOT be stored in the SRM.)
5.1.1.3 State Information

State Information is the current state of stateful Rights Objects. This is present in Rights if the Rights Object is stateful.  Appendix B.2.5.3 specifies the data structure of the State Information in detail.
5.1.1.4 REK

REK is Rights Object Encryption Key (REK) in binary form, i.e. no base64 encoding. When the REK is transferred between the Device and SRM, the confidentiality of the REK MUST be protected by a Secure Authenticated Channel. The REK MUST also be securely stored in the SRM.

Appendix B.2.5.5 specifies the data structure of the REK Container.

5.1.2 RI Certificate Chain

The Device makes RI certificate chains available to SRMs with which it communicates. The SRM MAY store RI certificate chains. The SRM Agent may make such certificate chains available to DRM Agents with which it communicates. The DRM Agent uses the appropriate RI certificate chain when verifying the RI-signature of a Rights Object.
Trust authorities may decide whether the verification of the RI-signature is necessary or not when the Rights is installed in the Device as a part of the Rights Move (Refer to section 5.7.6 and Error! Reference source not found.). The default behaviour is that the DRM Agent MUST verify the RI-signature and its RI certificate chain.

When Rights in the SRM are used for the Local Rights Consumption (refer to section 5.7.7), the DRM Agent SHOULD verify the RI-signature.

If RI-signature verification is required and the SRM does not provide the RI certificate chain, the Device MUST get the certificate chain (if it does not have it already). The DRM Agent can acquire the RI certificate chain via a DRM v2.0 RI Registration or via other methods specified by a trust authority. The DRM Agent is not required to check the RI revocation status and RI certification chain expiration during RI-signature verification.

5.1.3 Handle

The Handle is a random number generated by a DRM Agent and used to identify Rights on the SRM that the DRM Agent intends to access for the Move or Local Rights Consumption operation.
The Handle is stored in the SRM and in the Operation Log. Note, the Operation Log is kept in the Device and used for associating the DRM Agent specific Rights for the Move or Local Rights Consumption operation. 

When sending the initial message of Move or Local Rights Consumption, the DRM Agent MUST generate a Handle and send it to the SRM. 
The usage of the Handle is specified in the sections for Move and Local Rights Consumption.
5.1.4 Other Information

This section specifies information that is used by SRM Agents. XML elements and attributes referred to in this section are specified in [OMADRMv2].

5.1.4.1 Rights Object Identifier
Rights Object Identifier uniquely identifies Rights. This is the value of the <uid> element in the <context> element that is a child of the <rights> element in the Rights Object. This value MUST be identical to the id attribute of the <ro> element in the <protectedRO> element which is included in the RO Response of ROAP.

The Rights Object Identifier is referred to as ROID hereinafter in this specification.

Devices and SRMs MUST support ROIDs of at least 256 bytes. It is RECOMMENDED that the Rights Issuer set the ROID to no more than 256 bytes if the Rights may be installed in an SRM.

5.1.4.2 Content Identifier

Content Identifier is included in a Rights Object and identifies a DRM Content. It is defined in [OMADRMv2]. The identification may be equivalent to a subscription identifier or a Group ID for a corresponding group of DRM Contents. These terms (subscription identifier and Group ID) are defined in [OMADRMv2]. The Content Identifier is referred to as ContentID hereinafter in this specification.

Devices and SRMs MUST support ContentIDs of at least 256 bytes. It is RECOMMENDED that a content author not use a ContentID larger than 256 bytes if the Rights may be installed in an SRM.

5.1.4.3 List of Content Identifier
A Rights Object may be associated with one DRM Content or with multiple DRM Contents. List of Content Identifier is a list that identifies DRM Contents which are associated with the Rights Object. Appendix B.3 specifies the data structure of the List of Content Identifier. The list comprises the hash of DRM Content identifiers. The hash algorithm is SHA-1.
The List of Content Identifier is referred to as LCID hereinafter in this specification.
5.1.4.4 Handle List

Handle List consists of the Handles of the Rights in an SRM which are associated with a specific DRM Content. Appendix B.4 specifies the data structure of the Handle List.
5.2 Security Algorithms

5.3 DRM Agent – SRM Agent Communications
5.4 Client – Server Model

5.5 Recovery Procedures

5.6 Notations of Messages
This section presents notations used in this specification.
5.6.1 Messages
5.6.2 Actions
5.6.3 Parameters
5.6.4 Binary Message

5.6.4.1 Message Format

All messages between the DRM Agent and SRM Agent have the following generic format:
MessageFormat ()

    protectedFlag
1
bslbf

    messageIdentifier
6
bslbf

    messageType
1
bslbf

    MessageBody()

}

The fields are defined as follows:

· protectedFlag - This flag is set to ‘1’ if the message is protected by a Secure Authenticated Channel.

· messageIdentifier - This field defines the identifier of messages being communicated. This is defined in Table 1
· messageType - This flag is set to ‘0’ if this is a request from the DRM Agent to SRM Agent. In case of a response, it’s set to ‘1’.

· MessageBody - This field contains parameters of a message. The MessageBody is specified in each sub-section in section 5.7.

Table 1: Message Identifier
	Identifier Value
	Description

	0
	Hello

	1
	Authentication

	2
	Key Exchange

	3
	CRL Information Exchange

	4
	OCSP Nonce

	5
	OCSP Process

	6
	CRL Update

	7
	CRL Retrieval

	8
	Installation Setup

	9
	Rights Installation

	10
	Rights Retrieval

	11
	REK Query

	12
	Rights Info Query

	13
	Handle List Query

	14
	Handle Removal

	15
	Rights Enablement

	16
	Rights Removal

	17
	RI Certificate Store

	18
	RI Certificate Query

	19
	RI Certificate Removal

	20
	Dynamic Code Page Query

	21
	Dynamic Code Page Update

	22
	Rights Info List Query

	22 ~ 63
	Reserved For Future Use


5.6.4.2 Status

Each response message (i.e. messageType is set to 1) has status parameter indicating the result whether its previous request message (i.e. messageType is set to 0) is successfully handled or not. Table 2 assigns integer value to each error code of the parameter. This is 2 byte integer.

Table 2: Status
	Identifier Value
	Error Code in Status

	0
	Success

	1
	Unknown Error

	2
	Trust Anchor Not Supported

	3
	Device Certificate Chain Verification Failed

	4
	Parameter Decryption Failed

	5
	SRM Random Number Mismatched

	6
	Version Mismatched

	7
	CRL Update Needed

	8
	OCSP Not Supported

	9
	OCSP Response Verification Failed

	10
	Invalid OCSP Nonce

	11
	CRL Verification Failed

	12
	CRL Not Found

	13
	Parameter Integrity Verification Failed

	14
	Duplicate Handle

	15
	Not Enough Space

	16
	Handle Not Found

	17
	Handle List Not Found

	18
	Handle Not Removed

	19
	Function Not Supported

	20
	RI Certificate Chain Not Found

	21
	Dynamic Code Pages Not Found

	22 ~ 65535
	Reserved For Future Use


5.7 DRM Agent – SRM Agent Protocol
5.7.1 Device – SRM Hello
This is the first setup of the DRM Agent – SRM Agent communications. The DRM Agent negotiates the protocol version with the SRM Agent, and receives a list of trust authorithes supported by the SRM Agent.

5.7.1.1 Hello Message
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Figure 1: Sequence Diagram - Device - SRM Hello
5.7.1.1.1 Message Description

The DRM Agent sends the HelloRequest (Device Hello message) to initiate a logical channel with the SRM Agent. The parameters of the request are defined in Table 3.

Table 3: Parameters of HelloRequest (Device Hello)
	Parameters
	Protection Requirement
	Description

	Version
	No
	Version is a <major.minor> representation of the highest SRM protocol version number supported by the DRM Agent. DRM Agents MUST support all versions prior to and equal to the one they suggest. 
For this version of the protocol, Version SHALL be set to "1.0" without quotes. Minor version upgrades MUST always be backwards compatible.

	Device ID List
	No
	Device ID List identifies the Device Certificates in the Device to the SRM Agent. The identifiers are the hash of the Device’s public keys in the Device Certificates (i.e. the hash of the complete DER-encoded subjectPublicKeyInfo component in the Device Certificate). The default hash algorithm is SHA-1.


Upon receiving the HelloRequest, the SRM Agent selects a protocol version supported by the SRM.

After this completing this step, the SRM Agent sends the HelloResponse (SRM Hello message) to the DRM Agent. The parameters of the response are defined in Table 4. If any error occurs during this action, the error MUST be reported to the DRM Agent. The Status parameter of the HelloResponse contains the error cases as specified in Table 5.
Table 4: Parameters of HelloResponse (SRM Hello)
	Parameters
	Protection Requirement
	Description

	Status
	No
	This indicates if the HelloRequest is successfully handled or not. The Status value is specified in Table 5.

If the Status contains any error, only this parameter is present in the HelloResponse.

	Selected Version
	No
	The protocol version selected by the SRM Agent. The Selected Version will be min(DRM Agent suggested version, highest version supported by the SRM Agent). The min(A,B) = A where A <= B.

	Trusted Authorithes
	No
	The list of trust anchors supported by the SRM Agent. The trust anchor is the hash of the public key of the root certificate in the Device Certificate Chain (i.e. the hash of the complete DER-encoded subjectPublicKeyInfo component in the root certificate). The default hash algorithm is SHA-1.

	Peer Key Identifier List
	No
	Identifiers for a Device’s public key stored by the SRM. If the identifiers match the Device IDs in the Device ID List in the preceeding HelloRequest, it means the SRM has already stored that Device IDs and the corresponding Device Certificate Chains, and the DRM Agent need not send that certificate chains in a later message. Keys are identified in the same way as DRM Agents are (a hash of the DER-encoded subjectPublicKeyInfo component of the Device Certificate). If the SRM has stored the Device’s public keys (corresponding certificate chain), then the SRM Agent MUST include this parameter in the HelloResponse.

	Max Number Of ContentIDs
	No
	This field contains the maximum number of ContentIDs that will be returned in the HandleListQueryResponse (see section Error! Reference source not found.).

	Optional Messages Supported
	No
	This field indiciates which optional messages are supported by the SRM. 


Table 5: Status of HelloResponse
	Status Value
	Description

	Success
	The request is successfully handled

	Unknown Error
	Other errors


Upon receiving the HelloResponse and Status is Success, the DRM Agent continues with the MAKE process in section 5.7.3.

5.7.1.1.2 Message Format

The message format (MessageBody) of the HelloRequest is specified as follows. The messageType and protectedFlag are set to ‘0’.
Version() {

    VersionString()

}

DeviceId()

{

    OctetString8()

}

DeviceIdList() {

    numOfDeviceId
8
uimsbf

    for ( i = 0 ; i < numOfDeviceId ; i++ ) {

        DeviceId()

    }

}

MessageBody() {

    Version()

    DeviceId()

}

The fields are defined as follows:

· Version - Version parameter in Table 3
· DeviceIdList – Device ID List parameter in Table 3
The message format (MessageBody) of the HelloResponse is specified as follows. The messageType is set to ‘1’ and the protectedFlag is set to ‘0’.
SelectedVersion() {

    VersionString()

}

TrustedAuthorities() {

    numOfTrustedAuthorithes

8
uimsbf

    for ( i = 0 ; i < numOfTrustedAuthorithes ; i++ ) {

        OctetString8()

    }

}

PeerKeyIdentifier() {

    OctetString8()

}

PeerKeyIdentifierList() {

    numOfPeerKeyIdentifier

8
uimsbf

    for ( i = 0 ; i < numOfPeerKeyIdentifier ; i++ ) {

        PeerKeyIdentifier()

    }

}
OptionalMessages() {

    ocspSupported

1
bslbf

    rightsInfoListSupported

1
bslbf

    riCertificateStorageSupported
1
bslbf

    riCertificateRemovalSupported
1
bslbf

    dynamicCodePageSupported

1
bslbf

    rfu

11
bslbf

}
MessageBody() {

    status


16
uimsbf

    if ( status == 0 ) {

        peerKeyIdentifierListPresent
1
bslbf        rfu


7
bslbf
        SelectedVersion()

        TrustedAuthorities()

        if ( peerKeyIdentifierListPresent ) {

            PeerKeyIdentifierList()

        }

        maxNbrOfContentIds


16
uimsbf
        optionalMessages()
    }

}

The fields are defined as follows:

· status - This field contains the request handling status. If the request is handled successfully in the SRM, then this field contains Success (0) value.

· peerKeyIdentifierListPresent – if ‘1’, then PeerKeyIdentifierList is present in this message

· SelectedVersion - Selected Version parameter in Table 4
· TrustedAuthorities – Trusted Authorities parameter in Table 4
· PeerKeyIdentifierList – PeerKeyIdentifierList parameter in Table 4
· maxNbrOfContentIds – Max Number of ContentIDs parameter in Table 4
· OptionalMessages – Ooptional Messages Supported parameter in Table 4. The contained flags have meaning as follows:
· ocspSupported – if '0', the OCSP Nonce and OCSP Process messages in section 5.7.4.2 and 5.7.4.3 are not supported by the SRM Agent. If '1', the messages are supported by the SRM Agent

· rightsInfoListSupported – if '0', the Rights Info List Query message in section 5.7.8.3 is not supported by the SRM Agent. If '1', the message is supported by the SRM Agent

· riCertificateStorageSupported – if '0', the RI Certificate Store and RI Certificate Query messages in section 5.7.8.7 and 5.7.8.8 are not supported by the SRM Agent. If '1', the messages are supported by the SRM Agent

· riCertificateRemovalSupported – if '0', the RI Certificate Removal message in section 5.7.8.9 is not supported by the SRM Agent. If '1', the message is supported by the SRM Agent

· dynamicCodPageSupported – if '0', the Dynamic Code Page Query and Dynamic Code Page Update messages in section 5.7.8.9 and section 5.7.8.10 are not supported by the SRM Agent. If '1', the messages are supported by the SRM Agent
5.7.1.1.3 Exception Handling

There may be an unexpected exception during the Hello Message processing as specified in section Error! Reference source not found.. If the DRM Agent fails to receive the response or finds an error by referring to the Status, then the DRM Agent regards it as an exception and terminates communication with the SRM Agent. The user may be informed of this exception.
5.7.2 Device – SRM Hello
5.7.3 MAKE (Mutual Authentication and Key Exchange) Process

5.7.4 Secure Authenticated Channel

5.7.5 Revocation Status Checking
5.7.6 Movement of Rights from Device to SRM

5.7.7 Local Rights Consumption

5.7.8 SRM Utilities

The protocols specified in this section provide necessary functions that are used for the Rights Move and Local Rights Consumption.

5.7.8.1 Handle List Query Message

5.7.8.2 Rights Information Query Message

5.7.8.3 Handle Removal Message

5.7.8.4 Rights Enablement Message
5.7.8.5 Rights Removal Message

5.7.8.6 Store RI Certificate Chain
5.7.8.7 Get RI Certificate Chain
5.7.8.8 Remove RI Certificate Chain
5.7.8.9 Dynamic Code Page Query
The DRM Agent may read the WBXML Dynamic Code Pages (see section 7.2.2and 7.3.2) as illustrated in Figure 2.
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Figure 2: Sequence Diagram – Dynamic Code Page Query
NOTE to Editor: Please update this Figure to show the “DynamicCodePageQueryRequest” and “DynamicCodePageQueyResponse”
5.7.8.9.1 Message Description

The DRM Agent sends the DynamicCodePageQueryRequest to read the WBXML Dynamic Code Pages from the SRM. The DynamicCodePageQueryRequest has no parameters. The DRM Agent SHOULD NOT send the DynamicCodePageQueryRequest to SRMs that indicated in the HelloResponse (section 5.7.1) that they do not support storage of Dynamic Code Pages.
Upon receiving the DynamicCodePageQueryRequest, the SRM Agent reads the Dynamic Code Pages from it’s internal storage and the SRM Agent sends the DynamicCodePageQueryResponse to carry the result of the action. The parameters of the response are defined in Table 6. If any error occurs during the action, the error MUST be reported to the DRM Agent. The Status parameter of theDynamicCodePageQueryResponse contains the error cases as specified in Table 7.
Table 6: Parameters of DynamicCodePageQueryResponse
	Parameters
	Protection Requirement
	Description

	Status
	No
	This indicates if the DynamicCodePageQueryRequest is successfully handled or not. The Status value is specified in Table 7

	Attribute Code Page
	No
	The Dynamic Attribute Code Page

	Tag Code Page
	No
	The Dynamic Tag Code Page


Table 7: Status of DynamicCodePageQueryRequest
	Status Value
	Description

	Success
	The request is successfully handled and the Dynamic Code Pages are returned.

	Dynamic Code Pages Not Found
	The WBXML Dynamic Code Pages do not yet exist on the SRM. The DRM Agent MAY create new Code Pages as required.

	Unknown Error
	Other errors


If no errors or exceptions (Status = Success or Status=Dynamic Code Pages Not Found), the Dynamic Code Page Query Message processing is completed.

5.7.8.9.2 Message Format

The MessageBody of the DynamicCodePageQueryRequest is empty. The messageType is set to’0’ and protectedFlag is set to ‘0’.
The message format (MessageBody) of the DynamicCodePageQueryResponse is specified as follows. The messageType is set to ‘1’ and the protectedFlag is set to ‘0’.
MessageBody() {

    status
16
uimsbf

    if ( status == 0 ) {

        attributeCodePage()
        tagCodePage()
    }

}

The fields are defined as follows:

· status - Status parameter in Table 7
· attributeCodePage – Attribute Code Page parameter as defined in B.5.1
· tagCodePage – Tag Code Page parameter in section B.5.2
5.7.8.9.3 Exception Handling

There may be an unexpected exception during the Dynamic Code Page Query as specified in section 5.5.1. If the DRM Agent fails to receive the response, or finds an error by referring to the Status, then the DRM Agent regards it as an exception and terminates communication with the SRM Agent. The user MAY be informed of this exception.
5.7.8.10 Dynamic Code Page Update
The DRM Agent MAY store an updated WBXML Dynamic Code Page on the SRM as illustrated in Figure 3.
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Figure 3: Sequence Diagram – Dynamic Code Page Update
NOTE to Editor: Please update this Figure to show the “DynamicCodePageUpdateRequest” and “DynamicCodePageUpdateResponse”
5.7.8.10.1 Message Description

The DRM Agent sends the DynamicCodePageUpdateRequest to store an updated set of Dynamic Code Pages in the SRM. The updated code pages SHALL replace any existing code pages. The parameters of the request are defined in Table 8.
Table 8: Parameters of DynamicCodePageUpdateRequest
	Parameters
	Protection Requirement
	Description

	Attribute Code Page
	No
	The Dynamic Attribute Code Page

	Tag Code Page
	No
	The Dynamic Tag Code Page


Upon receiving the DynamicCodePageUpdateRequest, the SRM Agent stores the updated Code Page(s). If the updated code page already exists in the SRM then it is overwritten.
The SRM Agent sends the DynamicCodePageUpdateResponse to carry the result of the action. The parameters of the response are defined in Table 9. If any error occurs during this action, the error MUST be reported to the DRM Agent. The Status parameter of the DynamicCodePageUpdateResponse contains the error cases as specified in Table 10.
Table 9: Parameters of RICertificateStoreResponse
	Parameters
	Protection Requirement
	Description

	Status
	No
	This indicates if the DynamicCodePageUpdateRequest is successfully handled or not. The Status value is specified in Table 10


Table 10: Status of RI Certificate Store Message
	Status Value
	Description

	Success
	The request is successfully handled.

	Not Enough Space
	The SRM doesn’t have enough space to store the dynamic code tables

	Function Not Supported
	Dynamic Code Tables cannot be stored in the SRM.

	Unknown Error
	Other errors


If no errors or exceptions (Status = Success), the Dynamic Code Page Update Message processing is completed.

5.7.8.10.2 Message Format

The message format (MessageBody) of the DynamicCodePageUpdateRequest is specified as follows. The messageType is set to’0’ and protectedFlag is set to ‘0’.
MessageBody() {
    attributeCodePagePresent

1
bslbf
    tagCodePagePresent

1
bslbf
    rfu

6
bslbf
    if (attributeCodePagePresent ) {

        attributeCodePage()

    }

    if (tagCodePagePresent ) {

        tagCodePage()

    }
}

The fields are defined as follows:

· attributeCodePagePresent – indicates whether the attributeCodePage is present. 
· tagCodePagePresent – indicates whether the tagCodePage is present. 
· attributeCodePage – Attribute Code Page parameter as defined in B.5.1
· tagCodePage – Tag Code Page parameter in section B.5.2
The message format (MessageBody) of the DynamicCodePageUpdateResponse is specified as follows. The messageType is set to ‘1’ and the protectedFlag is set to ‘0’.
MessageBody() {

    status
16
uimsbf

}

The field is defined as follows:

· status - Status parameter in Table 10
5.7.8.10.3 Exception Handling

There may be an unexpected exception during the Dynamic Code Page Update Message processing as specified in section 5.5.1. If the DRM Agent fails to receive the response, or finds an error by referring to the Status, then the DRM Agent regards it as an exception and terminates communication with the SRM Agent. The user MAY be informed of this exception.

6. Transport Mappings
7. Compact Encoding of Rights
This section specifies the compact encoding of the SRM 1.0 Rights Object Container (<oma-dd:roContainer>). This encoding is used if the Rights Object Container roFormat indicates WBXML encoding.
WBXML 1.3 [WBXML] is a simple method that allows compacting XML documents in a loss-less manner. A WBXML decoder processes a WBXML encoded document by interpreting it byte-by-byte. Some bytes represent decoding instructions, some represent XML element start tags, attribute names or attribute values. The decoding process is stateful. The decoder maintains one global state, which determines whether it is processing elements, or attributes. Within each state, the decoder maintains an independent notion of a selected code page.

7.1 WBXML Encoding Rules

The following rules MUST be followed when WBXML encoding the <roContainer>:

· WBXML version 1.3 MUST be used (encoded as u_int8 value 0x03)

· The public identifier value "-//OMA//SRM 1.0//EN" MUST be used (encoded as mb_u_int32 value of 0x14). This document type identifier is registered by OMNA.
· The character set MUST be UTF-8 (encoded as mb_u_int32 value 0x6A).
· The string table MAY be used to specify string values of literal tokens. The string table SHOULD NOT be used to encode WBXML strings. 
· All strings SHOULD be encoded inline. 
7.2 Attribute Code Pages

7.2.1 Fixed Attributed Code Page
Attribute code page 0 in the context of the public identifier "-//OMA//SRM 1.0//EN" is a fixed code page. This holds attribute names and attribute values that correspond to the Rights Objects used in SRM 1.0, DRM 2.0, DRM 2.1 and BCAST 1.0. This code table is fixed and future versions of SRM will not add additional values to this code table.
Table 11: Fixed WBXML Attribute Code Page – Attribute Names
	Attribute Name
	WBXML Attribute Code
	Comment

	GLOBAL TOKENS
	00 – 04
	

	xmlns:o-ex
	05
	

	xmlns:o-dd
	06
	

	xmlns:ds
	07
	

	xmlns:oma-dd
	08
	

	xmlns:xenc
	09
	

	o-ex:id
	0A
	

	o-ex:idref
	0B
	

	Algorithm
	0C
	

	URI
	0D
	

	oma-dd:onExpiredURL
	0E
	

	oma-dd:timer
	0F
	

	oma-dd:mode
	10
	

	oma-dd:timed
	11
	

	oma-dd:contentAccessGranted
	12
	

	oma-dd:token-timed-count-timer
	13
	

	
	14 – 3F
	Not Used

	
	40 – 44
	GLOBAL TOKENS

	
	45 – 7F
	Not Used


Table 12: Fixed WBXML Attribute Code Page – Attribute Values
	Attribute Value
	WBXML Attribute Value Code

	GLOBAL TOKENS
	80 - 84

	http://odrl.net/1.1/ODRL-EX
	85

	http://odrl.net/1.1/ODRL-DD
	86

	http://www.openmobilealliance.com/oma-dd
	87

	http://www.w3.org/2000/09/xmldsig#/
	88

	http://www.w3.org/2001/04/xmlenc#
	89

	http://www.w3.org/2000/09/xmldsig#sha1
	8A

	http://www.w3.org/2001/04/xmlenc#kw-aes128
	8B

	http://www.w3.org/2001/10/xml-exc-c14n#
	8C

	http://www.rsasecurity.com/rsalabs/pkcs/schemas/pkcs-1#rsa-pss-default
	8D

	#K_MAC_and_K_REK
	8E

	move
	8F

	copy
	90

	true
	91

	false
	92

	UNUSED
	93 - BF

	GLOBAL TOKENS
	C0 – C4

	UNUSED
	C5 – FF


7.2.2 Dynamic Attribute Code Page
Attribute code page 1 in the context of the public identifier "-//OMA//SRM 1.0//EN" is a dynamic code page. The attribute name codes and attribute value codes are not defined in this specification. The dynamic attribute code page is defined to allow forward compatibility in WBXML encoding. The values within the dynamic attribute code page are stored on the SRM. The dynamic code page is unique per SRM. Normally a new SRM will have an empty dynamic attribute code page.
As defined in section 5.7.7.9 DRM Agents MAY retrieve the SRM’s dynamic code page from the SRM. DRM Agents MUST NOT delete attribute codes from the SRMs dynamic code page. 

During the process of compacting an XML Document before transferring it to the SRM the DRM Agent MAY add new attribute code values and attribute name codes to the dynamic code page. DRM Agents SHOULD add new attribute codes if the XML Document to be compacted contains any attributes or attribute values that do not exist in either code page 0 or the existing dynamic code page. 
7.2.3 Reserved Attribute Code Pages
All attribute code pages 2 to 127 in the context of the public identifier "-//OMA//SRM 1.0//EN" are reserved for future use by OMA. 

7.3 Tag Code Pages

7.3.1 Rights Object Container
The element tag code page defined in this section is to be used together with tag code page 1 and attribute code pages 1 and 2 to encode and decode the Rights Object Container’s <roContainer> element. 

Table 13: Fixed WBXML Tag Code Page
	Tag Name
	WBXML Tag Token (hex value)
	Comment

	o-ex:rights
	05
	

	o-ex:context
	06
	

	o-ex:agreement
	07
	

	o-ex:asset
	08
	

	o-ex:inherit
	09
	

	o-ex:permission
	0A
	

	o-ex:requirement
	0B
	

	o-ex:constraint
	0C
	

	o-ex:digest
	0D
	

	o-dd:version
	0E
	

	o-dd:uid
	0F
	

	o-dd:play
	10
	

	o-dd:display
	11
	

	o-dd:execute
	12
	

	o-dd:print
	13
	

	o-dd:export
	14
	

	o-dd:move
	15
	

	o-dd:save
	16
	

	o-dd:tracked
	17
	

	o-dd:count
	18
	

	o-dd:datetime
	19
	

	o-dd:start
	1A
	

	o-dd:end
	1B
	

	o-dd:interval
	1C
	

	o-dd:accumulated
	1D
	

	o-dd:individual
	1E
	

	oma-dd:timed-count
	1F
	

	oma-dd:system
	20
	

	oma-dd:access
	21
	

	oma-dd:token-based
	22
	

	oma-dd:token-constraint-count
	23
	

	oma-dd:token-constraint-timed-count
	24
	

	oma-dd:token-accumulated
	25
	

	oma-dd:token-unit
	26
	

	oma-dd:token-consumed
	27
	

	oma-dd:roContainer
	28
	

	xenc:EncyptedKey
	29
	

	xenc:EncryptionMethod
	2A
	

	xenc:CipherData
	2B
	

	xenc:CipherValue
	2C
	

	ds:DigestMethod
	2D
	

	ds:DigestValue
	2E
	

	ds:KeyInfo
	2F
	

	ds:RetrievalMethod
	30
	

	ds:SignedInfo
	31
	

	ds:CanonicalizationMethod
	32
	

	ds:SignatureMethod
	33
	

	ds:Reference
	34
	

	ds:Transforms
	35
	

	ds:Transform
	36
	

	ds:SignatureValue
	37
	

	roap:X509SPKIHash
	38
	

	hash
	39
	

	
	3A – 3F
	UNUSED


7.3.2 Dynamic Tag Code Page

Tag code page 1 in the context of the public identifier "-//OMA//SRM 1.0//EN" is a dynamic code page. The tag name codes are not defined in this specification. The dynamic tag code page is defined to allow forward compatibility in WBXML encoding. The values within the dynamic tag code page are stored on the SRM. The dynamic code page is unique per SRM. Normally a new SRM will have an empty dynamic tag code page.

As defined in section 5.7.7.9 DRM Agents MAY retrieve the SRM’s dynamic tag code page from the SRM. DRM Agents MUST NOT delete tag-name codes from the SRMs dynamic code page. 

During the process of compacting an XML document before transferring it to the SRM the DRM Agent MAY add new tag-name codes to the dynamic code page. DRM Agents SHOULD add new tag name codes if the XML document to be compacted contains any tags that do not exist in either code page 0 or the existing dynamic code page. 

7.3.3 Reserved Tag Code Pages

All tag code pages 2 to 127 in the context of the public identifier "-//OMA//SRM 1.0//EN" are reserved for future use by OMA.
7.4 Processing

7.4.1 Device (DRM Agent)

DRM Agents MUST support WBXML encoding of the <roContainer> element as defined in section B.2.5.2. DRM Agents SHOULD be able to generate and extend dynamic code pages if they are supported by the target SRM. DRM Agents SHOULD be able to encode tags, and attributes that do not have a well known token-code using the WBXML LITERAL token.
DRM Agents MUST support WBXML decoding of the <roContainer> element as defined in section B.2.5.2.
DRM Agents MAY support updating of SRM dynamic code tables.
7.4.2 SRM

SRM Agents MAY support storage of the dynamic attribute code page and dynamic tag code page.
SRM Agents do not need to support WBXML encoding or decoding.
7.4.3 Rights Issuers

As the WBXML encoding of Rights Object Containers is supported by DRM Agents Rights Issuers do not need to support WBXML enocoding of Rights Object Containers.
7.5 Data Representation
7.5.1 Binary Data Representation

The WBXML OPAQUE token provides a method to encode raw binary data. DRM Agents MUST use the WBXML OPAQUE token to represent whitespace in the XML. 
7.5.2 base64Binary Representation

Some elements in the Rights Obejct Container hold base64Binary data. All base64Binary data within the <rights> element MUST encoded in the WBXML form using WBXML the LITERAL token. All base64Binary data within the <signature> element MUST be base64 decoded prior to WBXML encoding and then encoded using the OPAQUE token.
7.6 Normal Processing and Transcoding

After a DRM Agent receives a WBXML encoded <roContainer> from an SRM that DRM Agent MUST decode the message into Exclusive Canonical XML format before any other processing is applied.
Before a DRM Agent Moves a Rights Object Container to an SRM the DRM Agent MAY encode the <roContainer> element using WBXML. The criterion by which a DRM Agent determines whether it should WBXML encode an <roContainer> is outside the scope of this specification. It is anticipated that individual SRM form factors will have different recommendations. In general it is RECOMMENDED that DRM Agents SHOULD WBXML encode all <roContainer> elements larger than 2kB.
If the SRM does not support storage of dynamic code pages then the DRM Agent MUST use only the the fixed code pages. If the <roContainer> contains any additional tags, attributes or attribute values these SHOULD be encoded using the WBXML LITARAL token.
The WBXML SWITCH token SHALL be used to switch between the fixed code pages and dynamic code pages.
The normal process for a DRM Agent to encode a Rights Object container is:

· Construct the <roContainer> as XML

· Encode the <roContainer> using as WBXML:
· Initially attempt to use only the fixed attribute code page and fixed tag code page.

· If the SRM Agent indicated support for dynamic code pages in the HelloResponse message then:

· If during the encoding any unknown attributes, attribute values or tags are found then DRM Agents SHOULD retrieve the dynamic code pages from the SRM, before continuing processing.
· Continue the encoding making use of the additional attributes, attribute values, and tags that are specified in the dynamic code pages.

· If the dynamic code pages do not contain the necessary attributes then the DRM Agent SHOULD add new attributes codes, attribute values and tags as required to the relevant dynamic tag code page.

· If updates were made to a dynamic code table then the DRM Agent MUST store the updated code table on the SRM. If the update to the dynamic code pages on the SRM fails for any reason the DRM Agent SHOULD discard the WBXML encoded <roContainer>. The DRM Agent MAY re-start the processing as if the SRM Agent does not support dynamic code pages; or it MAY use plain XML to represent the <roContainer>.
· If the SRM Agent does not support dynamic code pages:

· Continue the encoding making use of the WBXML LITERAL token to encode unknown attributes and tags.
The normal process for a DRM Agent to decode a WBXML encoded <roContainer> is:

· Attempt to decode the WBXML encoded <roContainer> to XML:

· Initially attempt to decode using only the fixed attribute code page and fixed tag code page.

· If during the decoding any unknown application tokens are discovered, then if the SRM indicated support for dynamic code pages in the HelloResponse message then retrieve the dynamic code pages from the SRM.
· Continue the decoding by making use of the additional application tokens that are specified in the dynamic code pages.

· If an application token is not specified in either the fixed code pages or dynamic code pages then a critical error has occurred. The DRM Agent SHOULD delete the Rights Object from the SRM.

· Process the re-constructed XML <roContainer> as normal.
Appendix A. Method for Describing Binary Structures
Appendix B. Data Format (Normative)

B.1 Common Data Structure

B.2 Message Parameters

B.2.1 Version

A data structure for a string comprised in an SRM protocol version (Version) is described as follows:

VersionString() {

    major
4
uimsbf

    minor
4
uimsbf

}

B.2.2 Algorithms

A data structure for an index representing cryptographic algorithms (Algorithms) used in MAKE and SAC is described as follows. A trust authority may decide this string.

Algorithms() {

    algorithmId
16
uimsbf

}

B.2.3 ContentID

A data structure for a DRM Content identifier (ContentId) is described as follows. This is specified in section 5.1.4.2.

ContentId () {

    OctetString16()

}

B.2.4 Handle String

A data structure for a string comprised in a Handle (HandleString) is described as follows:

HandleString() {

    for ( i = 0 ; i < 10 ; i++ ) {

        byte
8
uimsbf

    }

}

B.2.5 Rights

B.2.5.1 Rights Meta Data

A data structure for a Rights Meta Data (RightsMetaData) is described as follows:

RoAlias() {

    OctetString16()

}

RiUrl() {

    OctetString16()

}

RiAlias() {

    OctetString16()

}

RightsMetaData() {

    roAliasPresent

1
bslbf

    riUrlPresent

1
bslbf

    riAliasPresent

1
bslbf

    rfu

5
bslbf

    if ( roAliasPresent ) {

        RoAlias()

    }

    if ( riUrlPresent ) {

        RiUrl()

    }

    if ( riAliasPresent) {

        RiAlias()

    }

}

The fields are defined as follows:

· roAliasPresent - if ‘1’, then roAlias is present in this message
· riUrlPresent - if ‘1’, then RiUrl is present in this message
· riAliasPresent - if ‘1’, then RiAlias is present in this message
· RoAlias – RO Alias in section 5.1.1.1
· RiUrl – RI URL in section 5.1.1.1
· RiAlias – RI Alias in section 5.1.1.1
B.2.5.2 Rights Object Container

A data structure for a Rights Object Container (RightsObjectContainer) is described as follows:

RightsObjectContainer() {

    //The following RO formats are defined for roFormat:

    // 0 = XML

    // 1 = WBXML


    roFormat
8
uimsbf
    OctetString16()

}

The octet string comprised in the Rights Object Container is an XML document of type oma-dd:RightsObjectContainer.  It is instantiated as a <oma-dd:roContainer> element and contains the <rights> element and the <signature> element from the RO payload as specified in section 5.1.1.2. The XML schema is as follows:

<!--Rights Object Container Definitions -->
<element name="roContainer" type="oma-dd:RightsObjectContainer">
<complexType name=”RightsObjectContainer”>

    <sequence>

        <element name=”rights” type=”o-ex:rightsType”/>

        <element name=”signature” type=”ds:SignatureType”/>

    </sequence>

</complexType>
B.2.5.3 State Information

A data structure for a State Information (StateInformation) is described as follows:

StateInformation() {

    OctetString16()

}

B.2.5.4 Rights Information

A data structure for a Rights Information (RightsInformation) is described as follows. The Rights Meta Data, Rights Object Container, and State Information comprise a Rights Information.

RightsInformation() {

    stateInformationPresent

1
bslbf
    rfu

7
bslbf
    RightsMetaData()

    RightsObjectContainer()

    if ( stateInformationPresent ) {

        StateInformation()

    }

}

B.2.5.5 REK

A data structure for a REK (Rek) is described as follows:

Rek() {

    OctetString8()

}

B.3 LCID (List of Content Identifier)

B.4 Handle List

B.5 Dynamic Code Pages

B.5.1 Attribute Code Page
A data structure for the Dynamic Attribute Code Page (AttributeCodePage) is described as follows. 

AttributeName() {

    OctetString8()

}

AttributeValue() {

    OctetString8()

}

AttributeCodePage() {

    rfu1
1

bslbf
    nbrOfAttrs
7
uimsbf
    for( i = 0; i < nbrOfAttrs; i++ ){

        AttributeName()
    }

    rfu2
1

bslbf
    nbrOfAttrValues
7
uimsbf

    for( i = 0; i < nbrOfAttrValues; i++ ){

        AttrributeValue()

    }
}

The fields are defined as follows:

· nbrOfAttrs – The number of Attribute Start Tokens in the dynamic code page. The maximum allowed value is 122.
· AttributeName – The specific string value of well-known Attribute. The array is an ordered list of all Attribute Start Tokens in the dynamic code page. The first Attribute Name in the array has the token value of 6 and each subsequent Attribute Name has a token value incremented by 1. 
· nbrOfAttrValues – The number of Attribute Value Tokens in the dynamic code page. The maximum allowed value is 122.
· AttributeValue – The specific string value of a well-known Attribute Value. The array is an ordered list of all Attribute Value Tokens in the dynamic code page. The first Attribute Value in the array has the token value of 133 and each subsequent Attribute Value has a token value incremented by 1.
B.5.2 Tag Code Page

A data structure for the Dynamic Tag Code Page (TagCodePage) is described as follows. 

TagName() {

    OctetString8()

}

TagCodePage() {

    rfu
2

bslbf
    nbrOfTags
6
uimsbf
    for( i = 0; i < nbrOfTags; i++ ){

        TagName()

    }

}

The fields are defined as follows:

· nbrOfTags – The number of Tag Names in the dynamic code page. The maximum allowed value is 59.
· TagName – The specific string value of a well-known Tag/element Name. The array is an ordered list of all Tag Names in the dynamic code page. The first Tag Name in the array has the tag identity of 6 and each subsequent Tag Name has a tag identity incremented by 1. 
Appendix C. SRM Transport Protocol
Appendix D. SRM-API (Secure Removable Media – Application Programming Interface) (Informative)

Appendix E. Certificates and CRL
Appendix F. Move Permission in Rights Object (Normative)
Appendix G. Change History
(Informative)

Appendix H. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [IOPPROC].
Items in the SCR table are grouped by functions. Group types of SCR items represent functions as followings:

· CRT: Cryptographic algorithms

· HEL: Device – SRM Hello message

· SAC: Mutual authentication/key exchange and secure authenticated channel

· CRL: CRL processing

· OCSP: OCSP processing

· MOV: Rights Move

· LRC: Local Rights Consumption

· UTIL: Utility messages for Rights Move and Local Rights Consumption

· CERT: Functions for RI’s certificates delivery and verification

· LOG: Operation log

H.1 SCR for Client
The table below enumerates the client conformance requirements on DRM Agents.
	Item
	Function
	Reference
	Requirement

	SRM-CRT-C-001-M
	Hash Algorithms: SHA-1 and associated URI
	Section 5.2
	

	SRM-CRT-C-002-M
	MAC Algorithms: HMAC-SHA1 and associated URI
	Section 5.2
	

	SRM-CRT-C-003-M
	Symmetric Encryption Algorithms: AES-128-CBC and associated URI
	Section 5.2
	

	SRM-CRT-C-004-M
	Asymmetric Encryption Algorithms: RSA-OAEP and associated URI
	Section 5.2
	

	SRM-CRT-C-005-M
	Signature Algorithms: RSA-PSS and associated URI
	Section 5.2
	

	SRM-HEL-C-001-M
	Device – SRM Hello
	Section 5.7.2
	

	SRM-SAC-C-001-M
	Mutual Authentication and Key Exchange: MAKE
	Section 5.7.3
	

	SRM-SAC-C-002-M
	Key Derivation Function
	Section Error! Reference source not found.
	

	SRM-SAC-C-003-M
	MAC Key update
	Section Error! Reference source not found.
	

	SRM-CRL-C-001-M
	CRL Number Exchange between Device and SRM
	Section Error! Reference source not found.
	

	SRM-CRL-C-002-M
	CRL Delivery from Device to SRM
	Section Error! Reference source not found.
	

	SRM-CRL-C-003-M
	CRL Delivery from SRM to Device
	Section Error! Reference source not found.
	

	SRM-CRL-C-004-M
	Certificate revocation status checking using cached CRL
	Section 5.7.5
	

	SRM-OCSP-C-001-O
	OCSP Nonce transfer from SRM to Device
	Section Error! Reference source not found.
	

	SRM-OCSP-C-002-O
	OCSP Response transfer from Device to SRM
	Section Error! Reference source not found.
	

	SRM-OCSP-C-003-O
	OCSP Request generation
	Section Error! Reference source not found.
	

	SRM-MOV-C-001-M
	Device to SRM Move
	Section 5.7.6
	SRM-MOV-C-002-M

	SRM-MOV-C-002-M
	Exception Recovery for Device to SRM Move
	Section Error! Reference source not found., Error! Reference source not found., Error! Reference source not found., Error! Reference source not found.
	SRM-LOG-C-001-M AND SRM-UTIL-C-003-M

	SRM-MOV-C-003-M
	SRM to Device Move
	Section Error! Reference source not found.
	SRM-MOV-C-004-M AND SRM-UTIL-C-005-M

	SRM-MOV-C-004-M
	Exception Recovery for SRM to Device Move
	Section Error! Reference source not found., Error! Reference source not found., Error! Reference source not found.
	SRM-LOG-C-001–M AND SRM-UTIL-C-004-M AND SRM-UTIL-C-005-M

	SRM-MOV-C-005-M
	Rights derivation from RO Payload
	Section 5.1.1
	

	SRM-MOV-C-006-M
	Move permission support
	Appendix F
	

	SRM-LRC-C-001-M
	REK transfer from SRM to Device
	Section Error! Reference source not found.
	SRM-LRC-C-002-M

	SRM-LRC-C-002-M
	Exception Recovery for REK Transfer to Device
	Section Error! Reference source not found.
	SRM-LOG-C-001-M AND SRM-UTIL-C-004-M

	SRM-LRC-C-003-M
	State Information Update
	Section Error! Reference source not found.
	SRM-LRC-C-004-M AND SRM-UTIL-C-004-M

	SRM-LRC-C-004-M
	Exception Recovery for State Information Update
	Section Error! Reference source not found.
	SRM-LOG-C-001-M AND SRM-UTIL-C-004-M

	SRM-UTIL-C-001-M
	Handle List transfer from SRM to Device
	Section 5.7.8.1
	

	SRM-UTIL-C-002-M
	Rights Information Transfer to Device
	Section 5.7.8.2
	

	SRM-UTIL-C-003-M
	Handle Removal from SRM
	Section 5.7.8.3
	

	SRM-UTIL-C-004-M
	Rights Enablement in SRM
	Section 5.7.8.4
	

	SRM-UTIL-C-005-M
	Rights Removal from SRM
	Section 5.7.8.5
	

	SRM-UTIL-C-006-M
	Dynamic Code Page Query
	Section 5.7.8.9
	

	SRM-UTIL-C-007-O
	Dynamic Code Page Update
	Section 5.7.8.10
	

	SRM-UTIL-C-008-M
	WBXML Encoding & Decoding
	Section 7
	

	SRM-CERT-C-001-O
	RI Certificate Transfer from Device to SRM
	Section 5.7.8.6
	

	SRM-CERT-C-002-O
	RI Certificate Transfer from SRM to Device
	Section 5.7.8.7
	

	SRM-CERT-C-003-O
	RI Certificate Removal from SRM
	Section 5.7.8.8
	

	SRM-CERT-C-004-M
	RI Certificate Chain processing and validation for Move
	Section 5.1.2
	

	SRM-CERT-C-005-O
	RI Certificate Chain processing and validation for Local Rights Consumption
	Section 5.1.2
	

	SRM-REV-C-001-O
	SRM removal detection
	Section Error! Reference source not found.
	

	SRM-LOG-C-001-M
	Operation Log
	Section Error! Reference source not found.
	


H.2 SCR for Server
The table below enumerates the client conformance requirements on Rights Issuers and SRM Agents.
H.2.1 SCR for RI

	Item
	Function
	Reference
	Requirement

	SRM-MOV-S-001-M
	Issuing Rights Object with Move permission
	Appendix F
	


H.2.2 SCR for SRM Agent

	Item
	Function
	Reference
	Requirement

	SRM-CRT-S-001-M
	Hash Algorithms: SHA-1 and associated URI
	Section 5.2
	

	SRM-CRT-S-002-M
	MAC Algorithms: HMAC-SHA1 and associated URI
	Section 5.2
	

	SRM-CRT-S-003-M
	Symmetric Encryption Algorithms: AES-128-CBC and associated URI
	Section 5.2
	

	SRM-CRT-S-004-M
	Asymmetric Encryption Algorithms: RSA-OAEP and associated URI
	Section 5.2
	

	SRM-CRT-S-005-M
	Signature Algorithms: RSA-PSS and associated URI
	Section 5.2
	

	SRM-HEL-S-001-M
	Device – SRM Hello
	Section 5.7.2
	

	SRM-SAC-S-001-M
	Mutual Authentication and Key Exchange: MAKE
	Section 5.7.3
	

	SRM-SAC-S-002-M
	Key Derivation Function
	Section Error! Reference source not found.
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