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1 Reason for Change

This CR proposes additions to the text in the SRM TS to accommodate aspects of event counting towards a threshold value.

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

That the DRM group approve this Change Request.

6 Detailed Change Proposal

Change 1:  Text is appended to subsections 5.7.4.6.1 and 5.7.4.6.2 in order to specify the points within the protocols at which counting towards a threshold should occur.

7. Countable DRM Agent Events

Countable DRM Agent events are:

· Moving Rights to an SRM (see section 5.7.5)
Suggested counter increment operation point: Following RightsDisablementInDevice and prior to RightsInstallationRequest.
If during recovery, HandleRemovalResponse Status = Success, then prior to enabling disabled Rights in Device, counter may be decremented to reverse increment operation.
· Moving Rights from an SRM (see section 5.7.6)
Suggested counter increment operation point: Following RightsRemovalResponse for which Status = Success.
· Local Consumption from an SRM (see section 5.7.7)
Suggested counter increment operation point: Following REKQueryResponse for which Status = Success.
7. Countable SRM Agent Events

Countable SRM Agent events are:

· Moving Rights from an SRM (see section 5.7.6)
Suggested counter increment operation point: Following successfully handled RightsRemovalRequest and prior to associated RightsRemovalResponse.
· Local Consumption from an SRM (see section 5.7.7)
Suggested counter increment operation point: Following successfully handled REKQueryRequest and prior to associated REKQueryResponse.
Change 2:  Section 5.7.4 is modified to add a subsection (5.7.4.6.4) entitled “Threshold-based Event Counting Considerations.”

7. Threshold-based Event Counting Considerations
Effective implementation of optional threshold-based event counting requires an entity to be able to periodically acquire a measure of "current date-time" that is verifiable as originating from a trusted source. If there is a malicious or unintended delay in making a response to a nonce-based date-time query available to the entity awaiting the response, then such delay increases the likelihood that the entity deems a CRL as acceptably fresh when it should not. If the date-time query occurs after the entity’s counter has already reached its threshold, then delaying the response delays the point at which the entity once again becomes useful to handle countable events.

To minimize any adversarial advantage of holding back or delaying responses to nonce-based date-time queries, a trust authority may elect to prevent an entity from handling events until it receives a successful response to an outstanding date-time query or until it purges the nonce corresponding to that query, even if the entity’s counter has not reached its threshold.

In order to enable each entity to make maximally effective use of just a single event counter, a trust authority may assign different weights to different countable event types. Differential weighting would give a trust authority the flexibility to allow, for example, a Device which is used predominantly for Local Consumption transactions to go significantly longer between CRL freshness checks than a Device that regularly engages in Move transactions to SRMs. If weights are assigned differentially, the same weight applies to the incrementing and to the decrementing (if any) when recovery is performed.
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