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1 Reason for Change

There are a few messages which are confused whether they are mandatory or optional, because the word “may” is used. The changes are based on the SCR table in Appendix H.
Another reason for this change request is that there are a few sentences implying that DRM Agents directly access data on SRM. Actually, DRM Agents are prevented from directly accessing data on SRM. DRM Agents request SRM Agents to access data on SRM.
The second revision includes the modification of Table 2 in section 5.6.4.1 to add indicators of Mandatory/Optional messages.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG agrees this CR.
6 Detailed Change Proposal

Change 1:  Clarification of mandatory/optional messages
5.7.7.2 REK Query Message
The DRM Agent receives the REK of a Rights from the SRM Agent as illustrated in Figure 13.
5.7.8.2 Rights Information Query Message
The DRM Agent requests the SRM Agent to read Rights Information including the Rights Meta Data, Rights Object Container, and State Information from the SRM as illustrated in Figure 15.
5.7.8.4 Handle Removal Message
The DRM Agent requests the SRM Agent to remove a Handle from the SRM as illustrated in Figure 17 when its corresponding Rights doesn’t exist in the SRM.
5.7.8.5 Rights Enablement Message
The DRM Agent requests the SRM Agent to enable a Rights in the SRM using this function as illustrated in Figure 18.
5.7.8.6 Rights Removal Message
The DRM Agent requests the SRM Agent to remove a Rights from the SRM using this function as illustrated in Figure 19.
5.7.8.7 Store RI Certificate Chain
The DRM Agent requests the SRM Agent to store Rights Issuer’s certificate chains in the SRM as illustrated in Figure 20. The DRM and SRM Agents MAY support these messages.
5.7.8.8 Get RI Certificate Chain
The DRM Agent requests the SRM Agent to read Rights Issuer’s certificate chains from the SRM as illustrated in Figure 21. The DRM and SRM Agents MAY support these messages.
5.7.8.9 Remove RI Certificate Chain
The DRM Agent requests the SRM Agent to remove an RI certificate chain from the SRM as illustrated in Figure 22. The DRM and SRM Agents MAY support these messages.
5.7.8.10 Dynamic Code Page Query
The DRM Agent requests the SRM Agent to read the WBXML Dynamic Code Pages (see section 7.2.2 and 7.3.2) as illustrated in Figure 23. The SRM Agent MAY support these messages.
5.7.8.11 Dynamic Code Page Update
The DRM Agent requests the SRM Agent to store an updated WBXML Dynamic Code Page on the SRM as illustrated in Figure 24. The DRM and SRM Agents MAY support these messages.
Change 2:  Adding Mandatory/Optional message indicators in table 3, section 5.6.4.1
5.6.4.1 Message Format

All messages between the DRM Agent and SRM Agent have the following generic format:
MessageFormat ()

    protectedFlag
1
bslbf

    messageIdentifier
6
bslbf

    messageType
1
bslbf

    MessageBody()

}

The fields are defined as follows:

· protectedFlag - This flag is set to ‘1’ if the message is protected by a Secure Authenticated Channel.

· messageIdentifier - This field defines the identifier of messages being communicated. This is defined in Table 3
· messageType - This flag is set to ‘0’ if this is a request from the DRM Agent to SRM Agent. In case of a response, it’s set to ‘1’.

· MessageBody - This field contains parameters of a message. The MessageBody is specified in each sub-section in section 5.7.

Table 3: Message Identifier
	Identifier Value
	Description
	Support by DRM Agent
	Support by SRM Agent

	0
	Hello
	M
	M

	1
	Authentication
	M
	M

	2
	Key Exchange
	M
	M

	3
	CRL Information Exchange
	M
	M

	4
	OCSP Nonce
	O
	O

	5
	OCSP Process
	O
	O

	6
	CRL Update
	M
	M

	7
	CRL Retrieval
	M
	M

	8
	Installation Setup
	M
	M

	9
	Rights Installation
	M
	M

	10
	Rights Retrieval
	M
	M

	11
	REK Query
	M
	M

	12
	Rights Info Query
	M
	M

	13
	Handle List Query
	M
	M

	14
	Handle Removal
	M
	M

	15
	Rights Enablement
	M
	M

	16
	Rights Removal
	M
	M

	17
	RI Certificate Store
	O
	O

	18
	RI Certificate Query
	O
	O

	19
	RI Certificate Removal
	O
	O

	20
	Dynamic Code Page Query
	M
	O

	21
	Dynamic Code Page Update
	O
	O

	22
	Rights Info List Query
	
	

	23 ~ 63
	Reserved For Future Use
	
	


In Table 3, ‘M’ denotes that the DRM or SRM Agents MUST support the messages, and ‘O’ denotes that the agents MAY support the messages. 
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