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1 Reason for Change

For background information also see: OMA-DRM-2007-0221-INP_On_REL_Forward_Compatibility

New versions of OMA DRM are currently being defined. These new versions will typically add functionality to OMA DRM 2.1 also by extending ROAP, the ProtectRO and the REL. 

Devices that implement OMA DRM 2.1 may encounter some of these extensions, because:

1. a (domain) protectedRO is received (out-of-band) from a Device of a newer OMA DRM version. 

2. An RI chooses a newer protocol, assuming the Device will disregard the newer extensions. 

The OMA DRM 2.0 REL is based on ODRL, extends it with some new OMA specific elements and then defines a subset of the elements actually used. OMA DRM 2.1 does not define additional OMA specific element but does extend the ODRL subset that it used. Consequently the REL of OMA DRM 2.1 RO’s  will validate against the 2.0 schema and the 2.0 specification adequately specifies how to handle unknown or unsupported element. 

However other work-items are defining new OMA specific elements that will not validate against the 2.0 or 2.1 schema without additional measures. This CR proposes additions to the OMA DRM REL schema that enable future additions that will validate against the 2.1 schema. 

2 Impact on Backward Compatibility

This proposal has been carefully tuned to be maximally compatible with OMA DRM 2.0; However, OMA DRM 2.0 itself is not fully clear on its forward compatibility; This has been clarified with an appendix on forward compatibility in version 2.0.1  per CR 2006-0406R01

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Accept the proposed changes.

6 Detailed Change Proposal

Change 1:  New definitions – in line with DRM-DRM

	[DRMRELXSD-v2.1]
	“DRM REL ODRL Mobile profile Expression Language schema V2.1”, Open Mobile AllianceTM, OMA-TS-DRM-REL-V2_1, http://www.openmobilealliance.org/

	[DRMRELDDXSD-v2.1]
	“DRM REL ODRL Mobile profile Data Dictionary ROAP schema V2.1”, Open Mobile AllianceTM, OMA-TS-DRM-RELDD-V2_1, http://www.openmobilealliance.org/

	[DRMRELODDXSD-v2.1]
	“DRM REL OMA Data Dictionary schema V2.1”, Open Mobile AllianceTM, OMA-TS-DRM-RELODD-V2_1, http://www.openmobilealliance.org/


Change 2:  Note on compatibility

7.1 ODRL and Forward Compatibility

This specification defines a mobile profile of ODRL v1.1 Error! Reference source not found.. This specification takes precedence in case there is any divergence from Error! Reference source not found..
This specification defines mechanisms that enable future versions of OMA DRM to extend the REL in such a way that correct instances of the future extensions validate against the REL XML Schema defined in this specification, as described in more detail in Appendix I of Error! Reference source not found.. 
The DRM Agent of a device encountering any elements (e.g. from ODRL Error! Reference source not found., future versions or proprietry extensions) not defined within this specification MUST proceed as follows:

· Unsupported permissions MUST be ignored. Supported permissions MUST still be granted.

· Permissions containing one or more unsupported constraints MUST NOT be granted.

· Rights objects containing <condition> elements MUST NOT be granted.

· Unsupported <rightsholder> elements SHOULD be ignored.

· Unsupported <context> elements SHOULD be ignored.

· Unsupported <offer> elements SHOULD be ignored.

· Unsupported <party> elements within an <asset> element SHOULD be ignored.
· Unsupported <revoke> elements SHOULD be ignored.
· Unsupported elements of the ODRL security model SHOULD be ignored.

Change 3:  Re-do of Syntax section

8. Syntax

A DRM Agent MUST be able to parse all elements defined by the combination of [DRMRELXSD-v2.1],  [DRMRELDDXSD-v2.1] and [DRMRELODDXSD-v2.1] and MUST handle any unknown element as specified in section 5.9. 

As described in section Error! Reference source not found., this specification defines a subset, i.e., a mobile profile, of ODRL that is forward compatible as described in more detail in Appendix I of Error! Reference source not found..  Jointly [DRMRELXSD-v2.1] and [DRMRELDDXSD-v2.1] define the ODRL subset and also define (in a way that is different from ODRL) the future extensions that DRM Agents must anticipate. The additional permissions and constraints beyond those provided by ODRL are defined in [DRMRELODDXSD-v2.1] .
The Rights Objects that are valid in OMA DRM as defined by the combination of [DRMRELXSD-v2.1],  [DRMRELDDXSD-v2.1] and [DRMRELODDXSD-v2.1] are also ODRL compatible. This means that they validate against the ODRL schema except for the OMA specific extensions. These OMA specific extensions, as defined in [DRMRELODDXSD-v2.1] are utilizing the extension mechanisms provided by the original ODRL expression language and schemas. 
8.1 ODRL-Mobile profile Expression Language

A DRM Agent MUST be able to parse all elements defined in the below schema.

<?xml version="1.0" encoding="UTF-8"?>

<xsd:schema targetNamespace="OMA-EX" xmlns:enc="http://www.w3.org/2001/04/xmlenc#" xmlns:ds="http://www.w3.org/2000/09/xmldsig#" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:o-ex="OMA-EX" elementFormDefault="qualified" attributeFormDefault="qualified" version="1.1">


<xsd:element name="rights" type="o-ex:rightsType"/>


<xsd:complexType name="rightsType">




<xsd:sequence minOccurs="1" maxOccurs="1">




<xsd:element ref="o-ex:context" minOccurs="1" maxOccurs="1"/>




<xsd:element ref="o-ex:agreement" minOccurs="1" maxOccurs="1"/>




<xsd:any  minOccurs="0" maxOccurs="unbounded" processContents="lax"/>



</xsd:sequence>




<xsd:attributeGroup ref="o-ex:IDGroup"/>





</xsd:complexType>


<xsd:element name="agreement" type="o-ex:offerAgreeType"/>


<xsd:complexType name="offerAgreeType">



<xsd:sequence minOccurs="1" maxOccurs="1">




<xsd:element ref="o-ex:asset" minOccurs="1" maxOccurs="unbounded"/>




<xsd:element ref="o-ex:permission" minOccurs="0" maxOccurs="unbounded"/>



</xsd:sequence>



</xsd:complexType>


<xsd:element name="context" type="o-ex:contextType"/>


<xsd:element name="contextElement" abstract="true"/>


<xsd:complexType name="contextType">



<xsd:sequence minOccurs="1" maxOccurs="1">




<xsd:any  minOccurs="0" maxOccurs="unbounded" processContents="lax"/>



</xsd:sequence>



<xsd:attributeGroup ref="o-ex:IDGroup"/>


</xsd:complexType>


<xsd:complexType name="assetType">



<xsd:choice minOccurs="0" maxOccurs="unbounded">




<xsd:element ref="o-ex:context"/>




<xsd:element ref="o-ex:inherit"/>




<xsd:element name="digest">





<xsd:complexType>






<xsd:choice minOccurs="0" maxOccurs="unbounded">







<xsd:element ref="ds:DigestMethod"/>







<xsd:element ref="ds:DigestValue"/>






</xsd:choice>





</xsd:complexType>




</xsd:element>




<xsd:element ref="ds:KeyInfo"/>



</xsd:choice>



<xsd:attributeGroup ref="o-ex:IDGroup"/>




</xsd:complexType>


<xsd:element name="asset" type="o-ex:assetType"/>


<xsd:element name="permission" type="o-ex:permissionType"/>


<xsd:element name="permissionElement" abstract="true"/>


<xsd:complexType name="permissionType">



<xsd:sequence minOccurs="1" maxOccurs="1">




<xsd:any  minOccurs="0" maxOccurs="unbounded" processContents="lax"/>



</xsd:sequence>




<xsd:attribute name="exclusive" type="xsd:boolean" use="optional"/>



<xsd:attributeGroup ref="o-ex:IDGroup"/>


</xsd:complexType>


<xsd:element name="constraint" type="o-ex:constraintType"/>


<xsd:element name="constraintElement" abstract="true"/>


<xsd:complexType name="constraintType">



<xsd:sequence minOccurs="1" maxOccurs="1">




<xsd:any  minOccurs="0" maxOccurs="unbounded" processContents="lax"/>



</xsd:sequence>



<xsd:attributeGroup ref="o-ex:IDGroup"/>



<xsd:attribute ref="o-ex:type"/>


</xsd:complexType>


<xsd:attribute name="type" type="xsd:anyURI"/>


<xsd:element name="requirement" type="o-ex:requirementType"/>


<xsd:element name="requirementElement" abstract="true"/>


<xsd:complexType name="requirementType">



<xsd:sequence minOccurs="1" maxOccurs="1">




<xsd:any  minOccurs="0" maxOccurs="unbounded" processContents="lax"/>



</xsd:sequence>



<xsd:attributeGroup ref="o-ex:IDGroup"/>


</xsd:complexType>


<xsd:attributeGroup name="IDGroup">



<xsd:attribute name="id" type="xsd:ID"/>



<xsd:attribute name="idref" type="xsd:IDREF"/>



<xsd:anyAttribute namespace="##other"/>


</xsd:attributeGroup>

</xsd:schema>

Figure 8.1. OMA Data Dictionary schema

8.2 ODRL-Mobile profile Data Dictionary

A DRM Agent MUST be able to parse all elements defined in the below schema.

<?xml version="1.0" encoding="UTF-8"?>

<xsd:schema targetNamespace="http://odrl.net/1.1/ODRL-DD" xmlns:o-ex="http://odrl.net/1.1/ODRL-EX" xmlns:o-dd="http://odrl.net/1.1/ODRL-DD" xmlns:xsd="http://www.w3.org/2001/XMLSchema" elementFormDefault="qualified" attributeFormDefault="qualified" version="1.1">


<xsd:import namespace="http://odrl.net/1.1/ODRL-EX" schemaLocation="OMA_location"/>


<!-- Declare all the Permission Elements -->


<xsd:element name="display" type="o-ex:permissionType" substitutionGroup="o-ex:permissionElement"/>


<xsd:element name="print" type="o-ex:permissionType" substitutionGroup="o-ex:permissionElement"/>


<xsd:element name="play" type="o-ex:permissionType" substitutionGroup="o-ex:permissionElement"/>


<xsd:element name="execute" type="o-ex:permissionType" substitutionGroup="o-ex:permissionElement"/>


<!-- Declare all the Requirements Elements -->


<xsd:element name="tracked" type="o-ex:requirementType" substitutionGroup="o-ex:requirementElement"/>


<!-- Declare all the Context Elements -->


<xsd:element name="uid" type="o-dd:uriAndOrString" substitutionGroup="o-ex:contextElement"/>


<xsd:element name="version" type="xsd:string" substitutionGroup="o-ex:contextElement"/>


<!-- Declare all the Constraint Elements -->


<xsd:element name="individual" type="o-ex:constraintType" substitutionGroup="o-ex:constraintElement"/>


<xsd:element name="datetime" type="o-dd:dateType" substitutionGroup="o-ex:constraintElement"/>


<xsd:element name="accumulated" type="xsd:duration" substitutionGroup="o-ex:constraintElement"/>


<xsd:element name="interval" type="xsd:duration" substitutionGroup="o-ex:constraintElement"/>


<xsd:element name="count"  substitutionGroup="o-ex:constraintElement">


    <xsd:complexType>


        <xsd:simpleContent>


            <xsd:extension base="xsd:positiveInteger">

    
                 <xsd:attributeGroup ref="o-ex:IDGroup"/>



    <xsd:attribute ref="o-ex:type"/>


            </xsd:extension>


        </xsd:simpleContent>


    </xsd:complexType>


</xsd:element>


<!-- Declare used types -->


<xsd:simpleType name="uriAndOrString">



<xsd:union memberTypes="xsd:anyURI xsd:string"/>


</xsd:simpleType>


<xsd:complexType name="dateType">



<xsd:complexContent>




<xsd:extension base="o-ex:constraintType">





<xsd:choice>






<xsd:sequence>







<xsd:element name="start" type="o-dd:dateAndOrTime" minOccurs="0"/>







<xsd:element name="end" type="o-dd:dateAndOrTime" minOccurs="0"/>






</xsd:sequence>






<xsd:element name="fixed" type="o-dd:dateAndOrTime" minOccurs="0"/>





</xsd:choice>




</xsd:extension>



</xsd:complexContent>


</xsd:complexType>


<xsd:simpleType name="dateAndOrTime">



<xsd:union memberTypes="xsd:date xsd:dateTime"/>


</xsd:simpleType>

</xsd:schema>

Figure 8.2. OMA Data Dictionary schema

8.3 OMA Data Dictionary

A DRM Agent MUST be able to parse all elements defined in the below schema.

<?xml version="1.0" encoding="UTF-8"?>

<xsd:schema targetNamespace="http://www.openmobilealliance.com/oma-dd"
   xmlns:xsd="http://www.w3.org/2001/XMLSchema"

   xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
   xmlns:o-ex="http://odrl.net/1.1/ODRL-EX"

   xmlns:o-dd="http://odrl.net/1.1/ODRL-DD"
   xmlns:oma-dd="http://www.openmobilealliance.com/oma-dd"
   elementFormDefault="qualified" attributeFormDefault="qualified"
>
   <xsd:import namespace="http://odrl.net/1.1/ODRL-EX"
schemaLocation="http://odrl.net/1.1/ODRL-EX-11.xsd"/>

   <xsd:element name="export" substitutionGroup="o-ex:permissionElement">

      <xsd:complexType>

         <xsd:complexContent>

            <xsd:extension base="o-ex:permissionType">

               <xsd:attribute name="mode" use="required">

                  <xsd:simpleType>

                     <xsd:restriction base="xsd:NMTOKEN">

                        <xsd:enumeration value="move"/>

                        <xsd:enumeration value="copy"/>

                     </xsd:restriction>

                  </xsd:simpleType>

               </xsd:attribute>
               <xsd:attribute name="transcribe" type="xsd:boolean" default="false"/>
            </xsd:extension>

         </xsd:complexContent>

      </xsd:complexType>

   </xsd:element>

   <xsd:element name="system" type="o-ex:constraintType"
       substitutionGroup="o-ex:constraintElement"/>
   <xsd:element name="timed-count" substitutionGroup="o-ex:constraintElement">

      <xsd:complexType>

         <xsd:simpleContent>

            <xsd:extension base="xsd:positiveInteger">

               <xsd:attribute name="timer" type="xsd:positiveInteger" use="required"/>

            </xsd:extension>

         </xsd:simpleContent>

      </xsd:complexType>

   </xsd:element>

   <xsd:attribute name="timed" type="xsd:nonNegativeInteger" default="0"/>
   <xsd:attribute name="contentAccessGranted" type="xsd:boolean" default="false"/>
   <xsd:attribute name="onExpiredURL" type="xsd:anyURL"/>
</xsd:schema>
Figure 8.3. OMA Data Dictionary schema
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